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Abstract. In this paperwe demonstraténow static concurreng analysistech-
niguescan be usedto verify application-specifiqpropertiesof an architecture
description.Specifically we usetwo concurreng analysistools, INCA, a flow
equatiorbasedool, andFLAVERS, a dataflow analysishasedool, to detecter-
rorsor prove propertiesof a WRIGHT architecturedescriptionof the gasstation
problem.Although both thesetools are researctprototypes they illustrate the
potentialof staticanalysisfor verifying that architecturedescriptionsadhereto
importantpropertiesfor detectingproblemsearlyin thelifecycle,andfor helping
developersunderstandhe changeshat needto be madeto satisfythe properties
beinganalyzed.

1 Intr oduction

With theadwentof improvednetwork technologydistributedsystemsarebecomingn-
creasinglycommon.Suchsystemsare more difficult to reasonaboutthan sequential
systemdecausef their inherentnondeterminismln recognitionof this, softwarear-
chitectureresearchs attemptingto definearchitecturedescriptionlanguagego help
developergdescribaistributedsystemdesignsThesehigh-level descriptionsllow de-
velopersto focuson structural,high-level designissuesheforelower level detailsare
addressedherebyhelpingto discover areasof high risk andto addresgheserisks as
early in the lifecycle as possible.To be truly beneficial,developersshouldbe given
tools to help themreasonabouttheir architecturedescriptionsfo help themdiscover
problemsas early as possible,andto help themverify that desiredpropertieswould
indeedbe maintainedby thesedesignsas well as by any systemscorrectly derived
from thesedesignsit hasbeendemonstratethatdetectingerrorsearlyin thelifecycle
[3] greatlyreducesghe costof fixing thoseerrors.Architecturedescriptionlanguages
combinedwith appropriateanalysistools could thereforebe an importantmeansfor
reducingcostsandimproving reliability.

A numberof architecturedescriptionlanguageshave beendeveloped,such as
WRIGHT [2], Rapid€[13], Darwin[14,15],andUniCon[20]. Therehasalsobeensome
work onvalidatingaspect®f architecturelesignslsingarchitecturespecifiedn Uni-
Con, for instance developerscanestimateocal timing informationandusethosees-
timatesto checktime-dependentropertiesvith the RMA real-timeanalysistool [12].
Anotherapproachs to usemodel-theoretiproof techniquego verify conformancenf



elaboratedarchitecturedescriptiongo higherlevel architecturedesigns[14,18]. De-

veloperausingthe Rapidearchitecturedescriptionlanguagecansimulateexecutionsof

the systemandverify thatthetracesof thoseexecutionsconformto high-level specifi-
cationsof the desiredoehaior [13]. Although onewould expectthe numberof traces
throughan architecturedescriptionto be muchlessthanthe numberof possibleexe-

cutionsin the correspondingoftware system,for mostinterestingsystemshereare
still far too mary suchtracesto explore themall. Thus,this is basicallya sampling
techniqgueandwhile it increasesonfidencen the architecturejt doesnot verify that
all executionsconformto the specificationsAnothervalidationapproactthathasbeen
exploredis the useof staticanalysistechniquego verify generalpropertiesof archi-
tecturedescriptionsWhensuccessfulthis type of analysisdoesverify thatall possible
executionconformto thespecificationAllen andGarlan[1] usethestaticanalysigool

FDR [7] to prove freedomfrom deadlockaswell ascompatibilitybetweerthe compo-
nentsandconnectorsn an architecturedescription.Theseare generalpropertiesthat
aredesirablefor all architecturedescriptions.

The primary goal of this work is to investigatethe applicability of existing static
analysistechniquedor verifying application-specifigropertiesof architecturesWe
investigateoneexamplearchitecturea WRIGHT descriptiorof thegasstationproblem,
andillustratethekindsof propertieghatcanbeverifiedandthekindsof errorsthatcan
befoundearlyin thelifecycle. Two versionsof a WRIGHT architecturespecificatiorof
the gasstationexamplewere graciouslyprovidedto us by David Garlan.We applied
two static analysistools: INCA, which is basedon flow equationsand FLAVERS,
which is basedon dataflow analysis.Both of thesetools areresearctprototypeshat
illustratethe potentialfor staticanalysisto verify thatarchitecturedescriptionsadhere
to importantpropertiesto detectproblemsearlyin thelifecycle,andto helpdevelopers
understandhe changeshatneedto be madeto satisfythe propertiedbeinganalyzed.

Thenext sectiongivesa high-level overview of thetwo staticanalysistoolsusedin
this casestudy Section3 givesa brief descriptionof the gasstationproblemandthe
WRIGHT specificatiorof the problem.Section4 introduceghe propertiesve selected
to prove aboutthis architectureand describeghe analysisprocessandthe resultsof
that process Section5 summarizeghe overall results,describeshe benefitsof this
approachandpointsout someinterestingdirectionsfor futureresearch.

2 ToolsUsed

A numberof automatedstatic concurreng analysistechniqueshave beenproposed.
They spansuchapproachesasreachabilityanalysis(e.g.[11,21,8]), symbolicmodel
checking[4, 17], flow equationg5], and dataflow analysis[6, 16]. The goal of this
work is to demonstratehe applicability of static analysistechniquego architecture
descriptionsbut not, at leastat this point in time, to determinewhich approachmight
be best.Thus,we selectedwo differentstaticanalysistools, basedon fundamentally
differentapproachesyith which we have considerablexpertise.Onetool, INCA [5],
is basedn flow equationsandtheother FLAVERS]6], is basedn dataflow analysis.
Both thesetools canbe usedto checkwhetherall executionsof a concurrentsystem
satisfya property suchasthe mutuallyexclusive useof someresourceAlthoughthese



toolsusedifferentapproacheghey bothareconservativen thatif they determinghat
apropertyholds,it is guaranteetb holdfor all executionsWhenthetoolsfail to prove
that a propertyholds, however, this may be becausdhe systemdoesindeedviolate
the propertyor it maybe becaus¢he analysisjn orderto assureconserativenessand
improveefficiengy, hasoverapproximatedhe executabléoehavior of thesystemThus,
whena propertyfails to hold, the resultsareinconclusiveand usuallyrequirefurther
investigationA brief descriptiorof eachof thesetoolsis givenhere.

InequalityNecessaryConditionsAnalysis(INCA) derivesa setof necessargon-
ditionsfor theexistenceof anexecutionviolatingtheproperty In INCA, thesequential
processesnaking up the concurrentsystemare translatedinto finite stateautomata
(FSAs)from which necessargonditions expressedslinearinequalitieson the occur
rencesof transitionsin thoseautomataare derived. Theseinequalitiesreflectcertain
kindsof compatibility conditionsamongthe executionsof theindividual processethat
mustbe satisfiedin an executionof the full program.The violation of the propertyis
alsoexpressedsinequalitiesin termsof occurrencesf the FSA transitions.Thecon-
sisteny of theresultingsystemof linearinequalitiesis checled usingstandardnteger
linearprogrammingILP) techniquesThisapproachs inherentlycompositionalin the
sensdhatthe inequalitiesare generatedrom the automatacorrespondingo the indi-
vidual processegatherthanfrom a singleautomatorrepresentinghe full concurrent
system.Thus,INCA avoids consideringthe statespaceof the full system.The sizeof
thesystenof inequalitiess essentialljinearin thenumberof processes the system.
Furthermorethe useof properlychosercostfunctionsin solvingtheLP problemscan
guidethesearcHor asolution.ILP isitself anNP-hardproblemin generalandthestan-
dardtechniquedor solvingILP problems(branch-and-bouwhmethods)repotentially
exponentialln practice however, thelLP problemgyeneratedrom concurrensystems
havelarge,totally unimodularsubproblemsndseenparticularlyeasyto solve. Experi-
encesuggestshatthe time to solve theseproblemsgrows approximatelyquadratically
with the sizeof the systenof inequalitiegandthuswith thenumberof processem the
system).

The FLow Analysisfor VERIfying Software (FLAVERS) staticanalysistool em-
ploys dataflow analysigo verify thata modelof the systemmustalwaysbe consistent
with aproperty In FLAVERS, the controlflow graphrepresentationf eachsequential
processannotatedvith eventsof interest,is composednto atraceflow graph,which
explicitly representthecommunicationemongthedistributedprocesseaswell asthe
interleasings of eventsamongthoseprocessesThe nodesize of the traceflow graph
is at worst quadratic,andfor all practicalexampleswe consideredt is sub-lineayin
the numberof programinstructions.The propertieso be checled aretranslatednto a
finite stateautomatonwherethe transitionsareannotatedvith the appropriatesvents
of interest.Usinga dataflow analysisalgorithmthatis O(N2S), whereN is the node
sizeof thetraceflow graphandS is the statesize of the automatonFLAVERS deter
mineswhetherthe sequencesf eventsthatcanbe obseredon systemexecutionsare
acceptedy thelanguageof theautomatonlf attheterminalnodeof theflow graphall
eventsequencearein the languageof the property we know thatthe propertyholds
onall executionsof the systemWhensomeeventsequencearein thelanguageof the
propertyand someare not, the resultsof the analysisareinconclusve, sinceit hasto



be determinedvhethertheeventsequencethatviolatethepropertyhapperonary real

executionof thesystem FLAVERS offersameango dealwith inconclusveresultsby

allowing the analystto addadditionalconstraintsjn the form of finite stateautomata,
whichlimit thebehaiors representetly thetaskflow graph.For example,a constraint
canmodelthe behaior of a singlevariablein the system.This additionalinformation

aboutthe systenrestrictsthe datapropagatiorthroughthe flow graphduringthe anal-

ysis,therebyimproving theaccurag of theanalysis.

INCA andFLAVERSarebasednverydifferentanalysigechniquesalthoughboth
avoid enumeratinghe total statespaceof a distributedsystem.n addition,bothtech-
niqueshave beenusedto prove a wide rangeof propertiesof distributedsystemsBe-
causenf thisandourexpertisewith thesetools,we choseghemfor ourinitial exploration
of analyzingapplication-specifipropertief architectures.

3 Architecture Specificationof the Gas Station Example

The Gas Stationsystem[9] modelsa self-sene gasstation. This examplehasbeen
widely studiedby the staticanalysisresearclcommunity It hasalsobeenusedin the
softwarearchitectureeommunity andwasthe exampleprovidedto usby Garlan.In the
generalcase this systemconsistsof n customersvho cometo a gasstationto obtain
gasfor theirvehicles,m cashieravho sellthegas,andp pumpsthatdischagethegas.
Thecustomergpaythecashiergandgetchangan someversions)who orderthe pumps
to dischage gas.We considera specificinstanceof this systemwith two customers,
onecashierandonepump.Garlangave us WRIGHT specificationgor two versionsof
this system.

WRIGHT formally describesrchitecturesiscollectionsof componentswvhich rep-
resentcomputationunitsin the systemandconnectos, which representhe meansof
informationexchangeamongthe componentsEachcomponentindconnectolis aug-
mentedwith specificationghat permitoneto characterizehe behaior of the compo-
nentsandtheir interactionsFor a componenthe specificatiorconsistof a numberof
ports anda computation Eachport represents numberof interactionsn which the
componeninayparticipateln otherwords,aportpartiallydescribesheinterfaceof the
componenttakingthe point of view of the connectoror connectorghatcommunicate
with this componenthroughthis port. The computationdescribeghe internal func-
tionality of the componentA connectoiis representedly a setof rolesspecifyingthe
interfaceof this connectoandthe gluethatspecifiehow theinteractionsactuallytake
place.A systemspecifications composef a setof componentand connectortype
definitions,asdescribedabove, a setof instantiationf specificobjectsof thesetypes,
andattachments Attachmentsspecifywhich componentsrelinkedto which connec-
tors.WRIGHT usesCSP[10] to describehebehaior of roles,ports,computationsand
glues.

Figure 1 shawvs the WRIGHT specificationfor the first version of the Gas Sta-
tion. This architecturedescribeghreetypesof componentsand three typesof con-
nectorsfor communicationbetweerthe customerandthe cashierthe cashierandthe
pump, and the customersand the pump. The concreteinstantiationof this architec-
turecontaindour componentsCust oner 1, Cust oner 2, Cashi er , andPunp and



ComponenCustomer
PortPay = pay!x — Pay
PortGas= take — pump?x— Gas
Computatiorr Pay.pay!x— Gas.tak — Gas.pump?»» Computation
Componentashier
PortCustomerX pay?x— Customerl
PortCustomer2= pay?x— Customer2
PortTopump= pump!x— Topump
Computatiorr Customerl.pay?» Topump.pump!x— Computation
[| Customer2.pay?»» Topump.pump!x— Computation
ComponenPump
PortOill = take — pump!x— Oill
PortQil2 = take — pump!x— Oil2
PortFromcashier pump?x— Fromcashier
Computatiorr Fromcashiepump?x—
(Oill.take — Oill.pump!x— Computation)
[ (Oil2.take — Oil2.pump!x— Computation)
ConnectoiCustomerCashier
Role Givemong = pay!x — Givemong
RoleGetmong = pay?x— Getmong
Glue= Givemong.pay?x— Getmong.pay!x — Glue
ConnectorCustomerPump
Role Getoil = take — pump?x— Getoil
RoleGiveoil = take — pump!x— Giveoil
Glue= Getoil.tale — Giveoll.tale — Giveoil.pump?x— Getoil.pump!x— Glue
ConnectorCashiertPump
RoleTell = pump!x— Tell
RoleKnow = pump?x— Know
Glue= Tell.pump?x— Know.pump!x— Glue
Instances
CustomerlCustomer
Customer2Customer
cashierCashier
pump:Pump
CustomericashierCustomerCashier
Customer2cashierCustomerCashier
Customerlpump:CustomerPump
CustomerZpump:CustomerPump
cashierpump:CashierPump
Attachments
Customerl.By asCustomericashieiGivemong
Customerl.GaasCustomerlpump.Getoil
Customer2.8y asCustomer2ashieiGivemong
Customer2.GaasCustomerump.Getoil
cashierCustomerlasCustomerlcashieiGetmong
cashierCustomerasCustomerashieiGetmong
cashiefTopumpascashierpump.®ll
pump.Fromcashiascashierpump.Knav
pump.OillasCustomerlpump.Gieoil
pump.Oil2asCustomerZpump.Gieoil

Fig. 1. The WRIGHT Specificatiorof the First Versionof the GasStation
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five connectorsCust oner 1_cashi er, Cust omer 2_cashi er, Cashi er _punp,
Cust oner 1_punp, andCust oner 2_punp. As shovnin Figurel, eachCust oner
componenhastwo ports,wherePay specifiegthe behaior of the Customeiasviewed
by theCust omer _cashi er connectorandGas specifieghe behaior asviewedby
the Cust omrer _punp connectorThe behaior of the Gas port consistof repeatedly
takingthehose(t ake event)andpumpinggas(punp?x event). Thecomputatiorpart
of Cust oner specifieghata Cust oner doesthefollowing sequencef actionsre-
peatedlypayfor gas,take the hose obtaingasfrom thepump.

Figure2 presentaninformal diagramof this architecturewith shadecoxesrep-
resentingVRIGHT componentandclearboxesrepresentingVRIGHT connectorsThe
componentsportsandthe connectorsrolesare shovn astrapezoidsand namedin-
teractionsbetweenthe portsandthe roles are shavn aslabeleddirectededges Note
that this diagramdoesnot describethe orderin which the interactionsoccurlocally
to connectorsand componentsthe way the formal WRIGHT specificationn Figurel
does.

In this architecturethe customergepeatedlypay the cashiey thentake the hose,
andthenwait for gas.The cashieruponreceving a paymentturnsthe pumpon. After
a customertakesthe hoseandthe pump receves authorizationfrom the cashiey the
pumpthendischagesthe amountof gas,specifiecby the cashieyto the customer

This versionof the Gas Stationis known to have a critical race.Specifically it
is possiblefor Cust oner 1 to pay before Cust orer 2 paysbut for Cust oner 2
to take the hosebefore Cust oner 1, thus getting the amountof gaspurchasedy
Cust oner 1.



ComponenCustomer
PortPay = pay!x — Pay
PortGas= pump?x— Gas
Computation= Pay.pay!'x— Gas.pump?x+ Computation

ComponenPump
PortQill = pump!x— Oill
PortQil2 = pump!x— Oil2
PortFromcashier pump?x— Fromcashier
Computatiors Fromcashiepumpl?x—
Oil1l.pump!x— Computation)
[| Fromcashiepump2?x— Oil2.pump!x— Computation)

Componentashier
PortCustomerk pay?x— Customerl
PortCustomer2= pay?x— Customer2
PortTopump= pumpl!x— Topumpri pump2!x— Topump
Computatiorr Customerl.pay?» Topump.pumplix+ Computation
[| Customer2.pay?»» Topump.pump2!x+ Computation

Fig. 3. WRIGHT Componentsf the Secondversionof the Architecture

The secondversionof the GasStationremovesthis raceby combiningtaking the
hoseandpumpingthe gasinto a singleactionandby having the cashiertell the pump
which customershouldget gas. This meansthat, insteadof paying and actively re-
questinggasby takingthe hose the customersiow mustpay andwait until the pump
contactgshemby sendinggas.Figure3 shavsthesecondsersionof thespecificatiorfor
Cust oner , Punp, andCashi er component®nly, sincechangego the connectors
aretrivial. Figure4 containsthe correspondingllustration. Note that the only differ-
encebetweerthe diagramsn Figures2 and4 is in communicationdetweerthe ports
of thecomponentandtherolesof theconnectors.

4 Checking Propertiesof the Gas Station Ar chitecture

Theexistingversionsof INCA andFLAVERSdo notaccepMWRIGHT specificationgs
input.While it shouldberelatively straightforvardto build front-endgor bothtoolsthat
would constructthe appropriatenternal representationdirectly from WRIGHT, this
seemednappropriatdor theinitial explorationwe hadin mind. BothtoolsacceptAda
codeasinput, sowe manuallytranslatedhe WRIGHT specificationsnto Adain order
to apply the tools. The closerelationshipbetweernthe concurreng constructdn CSP
andAda madethis translationfairly easy Eachcomponentindconnectoiinstantiation
of the architecturds representethy an Ada task.The“?” and“!” operationsof CSP
naturallycorrespondo Ada rendezwus.The non-deterministi@anddeterministicCSP
choiceoperatoraremodeledwith the Adasel ect statement.
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Fig. 4. GasStationsystemyersion2

Figure5 givesthe Ada codefor the Cust oner 1 componentor thefirst WRIGHT
specificationThe assignmenstatemensetsthe variablecash to thevalueof afunc-
tion whosebody s not specifiedithe analysistools treatthis asa nondeterministias-
signmentAfter choosinganamountof gaswith thisassignmenthe Cust orrer 1 task
callstheget noney_pay entryof theCust oner 1_cashi er taskwith theparame-
tercash. Thisrendezwuscorrespondso thepay!x event. TheCust oner 1 taskthen
callstheget oi | _t ake entryof theCust omer 1_punp task,andthenacceptsa call
atits own gas_punp entry. Note thata separatéda entry exists for eachinteraction
type betweenra role anda port, the nameof the entry beingthe nameof the receving
portor role,to whichthenameof theinteractions appendedia theunderscorsymbol.
For example,theinteractionpunp betweerthe Gas port of Cust ormrer 1 component
andCust omrer _cashi er connectorcorrespond the Adaversionof Cust oner 1
to theentrynamedgas _punp. ThecompleteAda codefor all versionsof theexample
canbefoundin [19].

Ourgoalwasto investigatevhetherexisting staticconcurreng analysigoolscould
beusefullyappliedto checkapplication-specifipropertiesof architecturalescriptions.
Sincethegasstationis relatively simple,however, we focusedon propertieghatreflect
high-level requirementgor a self-servicegasstation.Sincewe do not have ary “offi-
cial” requirementslocumentgor thegasstation we chosea smallnumberof properties
thatseemedo usto reflectreasonableequirementsOurgoalwassimplyto explorethe
applicability of the staticanalysistools to architecturesyve make no claim thatthese
arethemostimportantor significantrequirements.



taskbody Customeris
cash: AMOUNT;
begin
loop
cash:= SomeAmount;
Customerlcashieigetmong_pay( cash);
Customerlpump.getoiltake;
accepigaspump( gasamount in AMOUNT);
endloop;
endCustomerl;

Fig. 5. Ada Translationof the CustomeiSpecification

In the remainderof this section,we shov how INCA andFLAVERSwereusedto
checkseveral propertiesof the gasstationarchitecturesidentifying certainfaultsand
verifying thatmodificationgto the architecturesorrectedhesefaults.

4.1 The Critical Raceto the Pump

As mentionedaborve, the first WRIGHT specificationhasa critical race,in which one
customeipaysfor gasandtheseconctustomethenpaysandtakesthe pumpbeforethe
first customegetsgas.In thiscasetheseconcdtustomegetsthegaspaidfor by thefirst
customerThefirst requirementve consideredvasthatcustomergetgasin the order
in which they pay We wantedto know whetherINCA andFLAVERS coulddetectthe
violation of this propertyin the first WRIGHT version,andwhetherthey could shav
thatthe propertyholdsin the secondversion.

We begin with the first version.The propertywe want to checkis statedin terms
of customergaying and getting gas. For the analysis,we mustidentify locationsin
the codethat correspondo theseevents.We identified a customerpaying with the
correspondingendezwusbetweertheconnectotaskfrom thatcustometo thecashier
andthe cashiertask, and the customergetting gaswith the rendezwous betweenthe
pumptaskandthe connectotaskfrom the pumpto the customer

TheINCA approachs to producenecessargonditionsfor anexecutionof the sys-
temthatviolatestheproperty We expressa violation of thepropertyasanINCA query.
By symmetryit is enoughto askfor anexecutionin which Cust oner 2 paysandgets
gaswhile Cust oner 1 haspaidbut notyetgottengas.Sowe wrotea querydescribing
an executionin which arendezeousbetweenCust omer 1_cashi er andCashi er
occursfollowedby arendezwusbetweerCust oner 2_cashi er andCashi er and
arendezwousbetweenPunp andPunp_Cust oner 2 beforethe next rendezwousbe-
tweenPunp andPunp_Cust oner 1.

TheINCA querywe usedis shavn in Figure6. This specifiesa segmentof anexe-
cutiondividedinto two intenals. Thefirst interval runsfrom the beginning of the exe-
cution(specifiecbythe: i ni ti al keyword)andendswith somerendezwousbetween
Cust oner 1_cashi er andCashi er atthecust oner 1_pay entry (specifiedby
the: ends- wi t h keywordandther end function). Thisinterval is followedimmedi-



(defquery "race" "nofair"
(onega-star-1|ess
(sequence
(interval :initial t :opent
rends-with ' (
(rend "custonerl_cashier;cashier.custonerlpay")))
(interval
rends-with ' ((rend "punp; cust oner2_punp. getoil "))
‘require ' (
(rend "custoner2_cashier;cashier. custoner2pay"))
:forbid ' ((rend "punp; custonmer 1 punp.getoil”))))))

Fig. 6. INCA Query:CustomerssetGasin the OrderThey Pay.

atelyby asecondneendingwith arendezwusbetweerPunp andCust oner 2_punp
attheget oi | entryof Cust oner 2_punp. Thesecondnterval containsarendezous
betweerCust oner 2_cashi er andCashi er atthecust oner 2_pay entry(spec-
ified by the: r equi r e keyword) anddoesnot containary rendezwousbetweerPunp
andCust omrer 1_punp attheget oi | entry(specifiecby the: f or bi d keyword).

Fromthe Ada codecorrespondingo thefirst WRIGHT specificatiorandthis query
INCA generatedh systemof inequalities.In this case the systemof inequalitieshad
anintegersolution,andINCA gave usthe behaior of eachtaskcorrespondingo that
solution.From thesetaskbehaiors, it is straightforvardto constructan executionin
which the desiredpropertyis violated.To checkthis propertyfor the secondWRIGHT
specificationjt wasnecessaryo usetwo queries(Thisis dueto atechnicalreasonn-
volving certaincyclesin the FSAs.)Thefirst querychecledthatthe cashiemotifiesthe
pumpin the sameorderascustomergay, andthe secondquerychecledthatthe pump
givesgasto the customersn the sameorderasit is notified by the cashier The corre-
spondingsystemf inequalitiesnvereinconsistentyerifying thatcustomersiwaysget
gasin the orderthatthey paywith this secondarchitecture.

The FLAVERS analysisis similar. For a FLAVERS analysisthe eventsof interest
areindicatedby annotatinghe Ada code.In this casewe usedautomaticallygenerated
annotationon the acceptstatementsk-or example,the“accept gas_punp” state-
mentin the Cust oner 1 taskwasannotatedvith theeventcust oner 1_gas_punp.
We thengave FLAVERS a propertyspecificationjn the form of a quantifiedregular
expressionQRE),askingwhetherary executioncouldgeneratehe sequencef events
correspondingo aviolation of the property The QREwe usedis shovn in Figure7. It
consistof thealphabetguantifier andregularexpressionThealphabebf the QREap-
pearsn bracesandlistsall eventsusedor thespecificatiorof theproperty Thealphabet
is followedby the“none” quantifierinstructingFLAVERSto attemptto verify theprop-
erty thatno executionleadsto a sequencef eventsin thealphabethatliesin thelan-
guageof theregularexpressiorthatfollows. In theregularexpressionthe periodstands
for thedisjunctionof all symbolstheasterisks thetransitive closureoperatoythenota-
tion[ - e] standdor thedisjunctionof all symbolsin thealphabebtherthane, andthe
semicolonis the concatenatiomperator The languageof the regular expressionthus



{cashi er _cust oner 1_pay, cashi er_custoner2_pay,
cust oner 1_punp_getoil, customer2_punp_getoil}

none
L
cashi er cust oner 1_pay;
[-custonerl_punpgetoil]*;
cashi er cust omer 2_pay;
[-custonerl_punp_getoil]*;
cust oner 2_punp_get oi | ;

*

Fig. 7. FLAVERS QRE: CustomerssetGasin the OrderThey Pay.

consistsof all stringsover the alphabetin which a cashi er _cust oner 1_pay oc-
curs,followedby acashi er cust oner 2_pay andacust oner 2_punp_get oi |
beforeacust onmer 1_punp_get oi | occurs.

For thefirst WRIGHT specificationFLAVERS producesan executionin which the
propertyis violated.For the secondspecification FLAVERS verifiesthatthis property
holdsfor all executions.

Thus,bothtoolswereableto detectthefaultin thefirst versionof the architecture,
shav how it occursandverify thata modificationto thearchitecturecorrectsthefault.
Theremainingpropertiesverechecledon this modifiedversion.

4.2 NoFreeGas

We next checledthe requirementhat no customerecevesgaswithout payingfor it.
This amountsto checkingthat, in every executionandfor eachcustomeythe events
of payingfor gasandreceving gasstrictly alternatewith payingfor gascomingfirst.
By symmetryagain,it is sufficient to checkthis for Cust omrer 1. We usedthe same
rendezwuscorrespondingo the eventsof thecustomepayingandgettinggasasin the
previoussection.

UsingINCA, thestandardvayto shav two eventsalternatds to usetwo queriesin
this casethefirst querydescribes prefix of anexecutionin whichthenumberof times
thecustomehaspaidfor gasexceedg¢henumberof timesit hasrecevedgasby atleast
two. Thesecondjuerydescribes prefix of anexecutionin which thenumberof times
thecustomethasrecevedgasis greatethanthe numberof timesthe customehaspaid
for gas.(For the completesetof INCA queriesand FLAVERS QREs,referto [19].)
INCA reportedthatthe necessargonditionsfor the existenceof suchexecutionswere
inconsistentThis meanghat,in every prefix of an execution,the numberof timesthe
customethaspaidfor gasis eitherequalto the numberof timesit hasrecevedgasor
is onegreateithanthe numberof timesthe customethasrecevedgas,shaving thatthe
eventsof payingfor gasandreceving it strictly alternatewith payingfor gasoccurring
first.

For FLAVERS, we useda QRE with the samealphabetas the onein Figure 7
anda regular expressionrequiringthe two eventsto alternateappropriatelyHerethe



regularexpressionasopposedo the previousproperty specifiesvhatbehaior mustbe
obsenedonall executionsFLAVERSverifiedthatthepropertyholdsonall executions.

4.3 CustomersGetthe Right Amount of Gas

We alsochecled whethera customemrecevesthe amountof gasthat he or she paid
for. To facilitatethe analysiswe allowed only two amountgthe type AMOUNT in our
Ada programshad two values,1 and 2). We then checled whetherit was possible
for a customerto pay for one amountof gasandthenreceve the otheramount.By
symmetryit is sufficientto checkonly for oneof the customerpayingfor oneunit of
gasandreceving two units.

Our INCA queryasledfor a prefix of anexecutionin which thefirst interval ends
with arendezwouswith parameted betweenCust oner 1_cashi er andCashi er
atthecust omer 1_pay entry(the eventwherethe customeipaysfor oneunit of gas)
andthe secondnterval endswith a rendezwouswith paramete? betweenPunp and
Cust oner 1_punp attheget oi | entry(the eventwherethe customerrecevestwo
unitsof gas).Thesecondnterval wasforbiddento containarendezwouswith parameter
1 betweenPunp andCust oner 1 _punp attheget oi | entry (the eventwherethe
customerrecevesthe single unit of gasthat was paid for). INCA reportedthat the
systemof inequalitiesit generatedvasinconsistentso no suchexecutioncould exist.
This shavedthatcustomersever getthewrongamountof gas.

FLAVERS requiredadditionalevent annotationdo capturethe numericvaluesof
parameterghat specify amountsof money and gas. Currently theseannotationsare
manuallyaddedto the sourcecodeof the systemunderanalysisin the form of com-
ments.The QRE for this propertyspecifiedthat on no executionshouldit be possible
thatthe eventof Cashi er receving 1 atits cust oner 1_pay entryis followed by
theeventof Punp giving 2 totheget oi | entryof theCust oner 1_punp connector
beforePunp givesl to Cust oner 1_punp. FLAVERS verifiedtheproperty

4.4 Another RaceCondition

In checkingthe first two propertiesdescribecearlier we identifiedthe eventof a cus-
tomerpayingfor gaswith the pay?xactionon the cashiers customermort (or, in the
Ada code,with the correspondingendezwusbetweerthe connectobetweerthe cus-
tomer and cashierand the cashiertask). Similarly, we identified the event of a cus-
tomerreceving gaswith the pump!x actionon the pump’s oil port (or with the cor-
respondingendezwous betweenthe pump and the connectorbetweenthe pump and
customer).Viewing eventsas actionstaken by componentsye have heretaken the
viewpoint of the cashierand pump componentsaboutwhen a customermaysor re-
ceivesgas.But we could just aswell take the viewpoint of the customercomponent.
In thatcase we would identify the customepayingwith the pay!x actionon the cus-
tomer’s pay portandreceving gaswith the pump?xactionon the customers gasport.
The Ada rendezwus correspondingo the first actioninvolvesthe customerandthe
Cust oner cashi er connectortherendezwuscorrespondindo the secondaction
involvesthe Cust oner _punp connectorin essencewe checled whetherthe pump
“believes” customergyet gasin the sameorderasthe cashier‘believes” they paid for




it. We could also checkwhethercustomerdelieve they get gasin the sameorderas
they believe they paidfor it. (Similarly, we couldalsocheckwhetherthe pumpbelieves
customergetgasin thesameorderasthe customerdelieve they paidfor it, etc.)

To checkthis propertyfor the secondversion,we modifiedthe INCA queryand
FLAVERS QRE describedn Section4.1 to usethe rendezwousin the customettask.
INCA found a solutionto the inequalitiesand producedthe correspondindbehaior
of eachtask.Thesebehaiors yield an executionof the systemin which thefirst cus-
tomercompletesherendezwouswith theconnectobetweerit andthecashierfollowed
by the correspondingendezousbetweenthe secondcustomerandits connectoybut
the secondcustomers connectordeliversthe money to the cashietbeforethefirst cus-
tomer’s connector (A similar raceoccurswith the connectorbetweenthe pumpand
the customergvenif themoney arrivesat the cashieiin the correctorder) FLAVERS
producedhe sameexecution.

The problemhereis that, while communicatiorbetweena componentinda con-
nectoris synchronousthe communicatiorbetweenwo componentsnediatecby that
connectois not. We canthink of it asthe customef'mailing” themoney to thecashier
andthe pump similarly “mailing” the gasto the customer—the customerpassegshe
money into the connectorbut hasno way of knowing whenthe connectodeliversit to
the cashierThisis in contrasto the original Ada versionsof the gasstationpresented
by HelmboldandLuckham[9], wherethe communicatiorbetweencustomersandthe
cashiewasvia directAdarendezwousbetweerthetwo tasks.

In a certainsensepf course this is not a critical requiremenfor the gasstation,
since customergdo get the gasthey pay for. In a real gasstation,though,it would
certainlymake customersinhapyy. We thereforedecidedto modify the architecturdo
ensurethat customergeceve gasin the orderthey pay, asviewed by the customers
themseles. Thereare a numberof waysin which sucha modificationmight be car
ried out. Onewould be to usea single connectottying both customergo the cashier
anda singleconnectorfrom the pumpto the two customersAnotherwould be to add
additionalconnectorgrom the cashierto the customersandfrom the customergo the
pumps,allowing the componentgo signalwhenthey hadreceved money or gas.In-
steadwe choseto keepthebasic*boxesandarrons” structure put to modify the com-
ponentsand connectorso thatthe connectorsignalthe componenthat sendsinfor-
mationwhenthatinformationhasbeendelivered We did this by adding“callback” and
“go_ahead"actionsto the communicatiorbetweerthe customersandcashierandbe-
tweenthe pumpandthecustomersThenew versionsof the customelndcashiettasks
andthecustomercashierconnectorareshowvn in Figure8; the othermodificationsare
similar. Figure9 illustratesthis architecture.

We then analyzedthis modified architectureranslatingit into Ada in the same
way asthe first two versions(i.e., with onetaskfor eachcomponeniand connectoy
etc.). Now, however, we identified the event of a customerpaying for gaswith the
rendezwusrepresentinghe callbackfrom the connectossignalingthatthe money had
beendeliveredto the cashier As for the previous case we identifiedthe event of the
customepgettinggaswith therendezwusbetweerthe customeandthecustomempump
connectortthe customers Gas _punp entry.



ComponenCustomer
PortPay = pay!'x — callback— Pay
PortGas= pump?x— go_.ahead— Gas
Computation= Pay.pay!x — Pay.callback— Gas.pump?x+ Gas.goahead
— Computation

Componentashier
PortCustomerX pay?x— go.ahead— Customerl
PortCustomer2= pay?x— go.ahead— Customer2
PortTopump= pumpl!x— Topumpri pump2!x— Topump
Computatiorr Customerl.pay?»» Customerl.g@head— Topump.pumpl!x
— Computatior]] Customer2.pay?x> Customer2.gahead
— Topump.pump2!x+ Computation

ConnectoiCustomerCashier
Role Givemong = pay'x — callback— Givemong
Role Getmong = pay?x— go.ahead— Getmong
Glue= Givemong.pay?x— Getmong.pay!x — Givemong.callback
— Getmong.go.ahead— Glue

Fig. 8. Modified CustomerCashierandCustomercashiemith CallbackandGo_ahead

For INCA, it was necessanjor technicalreasongagaininvolving cyclesin the
FSAs)to decomposehe propertyinto two queries.We first wrote a queryto check
whetherthe cashiertells the pumpto give gasto the customerdn the sameorderas
the customergay for gas(in termsof the callbackrendezwous).INCA verified this
property We then useda querythat checled whethercustomerget gasin the same
orderasthe cashiettells the pumpto give it to them.INCA alsoverifiedthis. Togethey
theseshow that customergyetgasin the sameorderasthey pay. Using QREsfor the
sametwo subpropertied;LAVERSalsoverifiedthe property

We alsoverifiedthe otherpropertiedor this versionof the architectureusingboth
INCA andFLAVERS.

4.5 Performance

INCA andFLAVERSareresearclprototypesandsotheabsolutegime thatanalyse®f
thepropertiedook areindicative of neitherthereal potentialof thetoolsnor their scal-
ability. However, we briefly discusghesetimeshereto illustratethe currentstateof the
tools.We ranall experimentson a DEC Alpha Station2004/233with 128 megabytes
of physicalmemory For eachof thethreeversionsof the architectureit took lessthan
20seconddor eachof thetoolsto createheappropriaténternalrepresentationsedoy
theanalysesINCA tooklessthantwo secondso checkeachof thepropertieglessthan
onesecondor mostproperties) FLAVERS, a lessmatureprototype took lessthan7
minutesto checkeachof thepropertieglessthan2 minutesfor mostproperties)A ma-
jor directionof ourongoingresearchis investigatinghesedifferencesn performance.
In additionto theapplication-specifipropertiesthetoolsarealsocapableof check-
ing generapropertiesFor example we usedNCA to provetheabsencef deadlockn
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all threeversionsof thearchitecture(Thecurrentimplementatiorof FLAVERScannot
checkfor deadlock.)

5 Conclusions

In this paper we have shavn how existing staticanalysistools canbe usedto check
application-specifipropertieof architecturespecificationsThetoolswereableto de-
tectfaultsin thespecificationsto provide exampleexecutiondisplayingthefaults,and
to verify thatmodificationgo thespecificationgorrectlyremovedthefaults.Suchtools
canprovide critical earlyfeedbacko systemarchitectshelpingto reducethe costand
improvethereliability of distributedsystems.

While ourinitial explorationusedWRIGHT asthearchitecturalescriptionanguage
andINCA and FLAVERS asthe staticanalysistools, we seenothingthat limits this
approachto a particularlanguageor tools. Although the closerelation betweenCSP
and Ada madeit easyto manuallytranslatethe WRIGHT specificationinto Ada for
usewith our tools, we expectthat the internalrepresentationthat staticconcurrenyg
analysistools usecould be createdrom mostarchitecturedescriptionlanguagesvith
sufficiently well-definedsemanticsSimilarly, otherstaticanalysisools capableof for-
mulatingandcheckingapplication-specifipropertiessuchasSPIN[11] or SMV [17]
couldbeusedwith architecturespecifications.

The staticanalysisoolsautomatehe checkingof propertiesput it is still upto the
systemarchitectto formulatethoseproperties As always, this is not straightforvard
and hasto be donecarefully. The fact that the tools can provide “counterexamples”



whenthey cannotverify a propertycan, however, provide importantassistanceéo the
architectin understandingomplex featuresof the system.

The preliminary investigationreportedhere suggestsa numberof interestingdi-
rectionsfor future work. First, analyzingsoftware architecturespecifiedin otherar
chitecturedescriptionanguagesnayindicateparticularlanguageonstructghataffect
differentkinds of static analysisand may suggesextensionsto the existing analysis
toolsor modificationgto the architecturadescriptionanguagesn orderto achieve im-
provedanalysissupportFor example thedynamicfeatureof Darwin[14] mightcause
difficultiesfor mary staticanalysistechniquesAnotherresearchdirectioninvolvesthe
analysisof architecturabtyles,familiesof architecturesvith commonstructure Prop-
ertiesprovedfor an architecturaktyle shouldhold for instantiationsof that style and
could be usedasconstraintdo improve the accurag of analysisof aninstantiationof
thatstyle. Staticanalysistools canalsobe usedto shav thatan instantiationcorrectly
conformsto a style. Finally, we notethatthe staticanalysistools canbe usedto shav
thatarefinementrimplementatiorof anarchitecturéhasthe propertiesassumedh the
architecturadescriptionFor instancethetools could shav thatthe implementatiorof
aconnectoin a pipe-and-filtetarchitectureactuallybehaesasit should.

Thegasstationis asmall,but relatively rich, example.Theraceconditionin which
one customettakesthe pumpbeforeanothercustometasbeenstudiedfrom various
standpointsén thestaticconcurreng analysiditerature ,andthetwo WRIGHT specifica-
tionssuppliedto usby Garlanwereintendedo illustrateit. Thesecondracecondition,
arising from the asynchronousommunicatiorbetweencomponentgprovided by the
connectorsn thefirst two versionsof thearchitecturedoesnot arisein the Adaimple-
mentationf the gasstationusedin earlierconcurreng analysis.The staticanalysis
identifieda genuinearchitecturalssuethatwe, atleast,hadnot expectedto encounter
We malke no claim, of course that our third versionof the gasstationspecifications
the optimalway to avoid this race,but we believe thatthe way thatthe tools detected
this unexpectedproblemandverifiedthata modificationdid indeedcorrectit illustrates
the importanceof applyingstaticconcurreng analysistechniquedo architecturede-
scriptions.While analyzinglarger and more complex architectureswill of coursebe
someavhat harder the muchgreaterdifficulty in understandinghoselarger and more
comple systemsnalkesstaticanalysisevenmoreimportant.

Acknowledgments

This work wassupportedn partby the Air Force Materiel CommandRomelLabora-
tory, andthe AdvancedResearchProjectsAgeng/ underContractF30602-94-C-0137
andin partby the NationalSciencé~oundationgrant CCR-9407182.

Theauthorgyratefullyacknavledgethehelpof David Garlanin providing WRIGHT
specificationgor the gasstationexample.

References

1. R. Allen and D. Garlan. Formalizing architecturalconnection. In Proceedingsof the
14" InternationalConfeenceon Softwae Engineeringpages71-80,May 1994,



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

. R.Allen andD. Garlan.The WRIGHT architecturaspecificationanguageTechnicaReport
CMU-CS-96-TBD,Carngie Mellon University, Schoolof ComputerScience1996.

. B. W. Boehm. Softwareandlts Impact:A Qualitatve AssessmentDatamation pagesA8—
59,May 1973.

. J.Burch,E. Clarke, K. McMillan, D. Dill, andL. Hwang. Symbolicmodelchecking:10%°
statesandbeyond. In Proceeding®f the Fifth AnnuallEEE Symposiunon Logic in Com-
puterSciencepagest28-439,1990.

. J.C. Corbettand G. S. Avrunin. Using integer programmingto verify generalsafetyand
livenessproperties Formal Methodsn SystenbDesign 6:97-123,Januaryl 995.

. M. Dwyer andL. Clarke. Dataflow analysisfor verifying propertiesof concurrentpro-
grams. In Proceeding®f the SecondACM SigsoftSymposiunon Foundationsof Softwae
Engineeringvolumel19, pages2-75,Decembed 994.

. Formal Systems(Europe)Ltd., Oxford, England. Failures DivergenceRefinementlUser
ManualandTutorial. 1.23, 1992.

. P. Godefroidand P. Wolper. Using partial ordersfor the efficient verification of deadlock
freedomandsafetyproperties.In Proceedingof the Third Workshopon ComputerAided
\erification pages417-428July 1991.

. D. HelmboldandD. Luckham.DeluggingAdataskingprograms.IEEE Softwae, 2(2):47—

57,March1985.

C. A. R. Hoare.CommunicatingsequentiaProcessesPrenticeHall, 1985.

G. J. Holzmann. Designand Validation of ComputerProtocols PrenticeHall Software

Series,1991.

M. H. Klein, T. Ralya,B. Pollak,R. ObenzaandM. Harohur. A Practitioner'sHandbookor

Real-Tme Analysis:Guideto RateMonotonicAnalysisfor Real-Tme SystemsNew York:

Kluwer-Academic,1993.

D.C.LuckhamL. M. Augustin,J.J.Kenng, J.VeeraD. Bryan,andW. Mann.Specification

analysisof systemarchitecturaisingRapide. IEEE Transactionoon Softwae Engineering

21(4):336-355April 1995.

J.MageeN. Dulay; S. EisenbachandJ. Kramer Specifyingdistributedsoftwarearchitec-

tures. In Proceeding®of 5th EuropeanSoftwae EngineeringConfeence pagesl37-153,

Septembel995.

J.MageeandJ. Kramer Dynamicstructurein softwarearchitecturesin Proceeding®f the

4th ACM SIGSOFTSymposiunon the Foundationsof Softwae Engineering pages3—13,

October1996.

S.MasticolaandB. Ryder A modelof Ada programsfor staticdeadlockdetectionn poly-

nomialtime. In Proceeding®f the Workshopon Parallel and DistributedDebugging, pages

97-107ACM, May 1991.

K. L. McMillan. SymbolidModelChedking. Kluwer AcademicPublishersBoston,1993.

M. Moriconi, X. Qian,andR. A. RiemenschneideiCorrectarchitecturaefinement.|EEE

Transaction®n Softwae Engineering21(4):356—-372April 1995.

G. Naumwich, G. S. Avrunin, L. A. Clarke, and L. J. Osterweil. Applying static anal-

ysis to software architectures. TechnicalReport UM-CS-1997-008 University of Mas-

sachusetts/Amherst997. (http://lasercs.umass.edu/abstracts/architecture.html).

M. Shav, R. DeLine,D. V. Klein, T. L. RossD. M. Young,andG. Zelesnik.Abstractiongor

softwarearchitecturandtoolsto supporthem.|[EEE Transaction®n Softwae Engineering

21(4):314-335April 1995.

A. Valmari. A stubbornattackon stateexplosion. In E. M. Clarke andR. Kurshan gditors,

ComputerAidedVerification 90, pages25—41.AmericanMathematicalSociety Providence

RI, 1991. Number3in DIMA CS Seriesin DiscreteMathematicandTheoreticalComputer

Science.



