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Abstract. In this paperwe demonstratehow staticconcurrency analysistech-
niquescan be usedto verify application-specificpropertiesof an architecture
description.Specifically, we usetwo concurrency analysistools, INCA, a flow
equationbasedtool, andFLAVERS,adataflow analysisbasedtool, to detecter-
rorsor prove propertiesof a WRIGHT architecturedescriptionof thegasstation
problem.Although both thesetools are researchprototypes,they illustrate the
potentialof staticanalysisfor verifying that architecturedescriptionsadhereto
importantproperties,for detectingproblemsearlyin thelifecycle,andfor helping
developersunderstandthechangesthatneedto bemadeto satisfytheproperties
beinganalyzed.

1 Intr oduction

With theadventof improvednetwork technology, distributedsystemsarebecomingin-
creasinglycommon.Suchsystemsaremoredifficult to reasonaboutthansequential
systemsbecauseof their inherentnondeterminism.In recognitionof this, softwarear-
chitectureresearchis attemptingto definearchitecturedescriptionlanguagesto help
developersdescribedistributedsystemdesigns.Thesehigh-level descriptionsallow de-
velopersto focuson structural,high-level designissuesbeforelower level detailsare
addressed,therebyhelpingto discover areasof high risk andto addresstheserisksas
early in the lifecycle as possible.To be truly beneficial,developersshouldbe given
tools to help themreasonabouttheir architecturedescriptions,to help themdiscover
problemsasearly aspossible,andto help themverify that desiredpropertieswould
indeedbe maintainedby thesedesignsas well as by any systemscorrectly derived
from thesedesigns.It hasbeendemonstratedthatdetectingerrorsearlyin thelifecycle
[3] greatlyreducesthe costof fixing thoseerrors.Architecturedescriptionlanguages
combinedwith appropriateanalysistools could thereforebe an importantmeansfor
reducingcostsandimproving reliability.

A numberof architecturedescriptionlanguageshave beendeveloped,such as
WRIGHT [2], Rapide[13], Darwin[14,15],andUniCon[20]. Therehasalsobeensome
work onvalidatingaspectsof architecturedesigns.Usingarchitecturesspecifiedin Uni-
Con, for instance,developerscanestimatelocal timing informationandusethosees-
timatesto checktime-dependentpropertieswith theRMA real-timeanalysistool [12].
Anotherapproachis to usemodel-theoreticproof techniquesto verify conformanceof



elaboratedarchitecturedescriptionsto higher-level architecturedesigns[14,18]. De-
velopersusingtheRapidearchitecturedescriptionlanguagecansimulateexecutionsof
thesystemandverify thatthetracesof thoseexecutionsconformto high-level specifi-
cationsof thedesiredbehavior [13]. Althoughonewould expectthenumberof traces
throughan architecturedescriptionto be muchlessthanthe numberof possibleexe-
cutionsin the correspondingsoftwaresystem,for most interestingsystemsthereare
still far too many suchtracesto explore them all. Thus, this is basicallya sampling
technique,andwhile it increasesconfidencein thearchitecture,it doesnot verify that
all executionsconformto thespecifications.Anothervalidationapproachthathasbeen
exploredis the useof staticanalysistechniquesto verify generalpropertiesof archi-
tecturedescriptions.Whensuccessful,this typeof analysisdoesverify thatall possible
executionsconformto thespecification.Allen andGarlan[1] usethestaticanalysistool
FDR [7] to provefreedomfrom deadlockaswell ascompatibilitybetweenthecompo-
nentsandconnectorsin an architecturedescription.Thesearegeneralpropertiesthat
aredesirablefor all architecturedescriptions.

The primary goal of this work is to investigatethe applicability of existing static
analysistechniquesfor verifying application-specificpropertiesof architectures.We
investigateoneexamplearchitecture,a WRIGHT descriptionof thegasstationproblem,
andillustratethekindsof propertiesthatcanbeverifiedandthekindsof errorsthatcan
befoundearlyin thelifecycle.Two versionsof a WRIGHT architecturespecificationof
the gasstationexampleweregraciouslyprovidedto us by David Garlan.We applied
two static analysistools: INCA, which is basedon flow equations,and FLAVERS,
which is basedon dataflow analysis.Both of thesetoolsareresearchprototypesthat
illustratethepotentialfor staticanalysisto verify thatarchitecturedescriptionsadhere
to importantproperties,to detectproblemsearlyin thelifecycle,andto helpdevelopers
understandthechangesthatneedto bemadeto satisfythepropertiesbeinganalyzed.

Thenext sectiongivesa high-level overview of thetwo staticanalysistoolsusedin
this casestudy. Section3 givesa brief descriptionof the gasstationproblemandthe
WRIGHT specificationof theproblem.Section4 introducesthepropertieswe selected
to prove aboutthis architectureanddescribesthe analysisprocessandthe resultsof
that process.Section5 summarizesthe overall results,describesthe benefitsof this
approach,andpointsoutsomeinterestingdirectionsfor futureresearch.

2 ToolsUsed

A numberof automatedstatic concurrency analysistechniqueshave beenproposed.
They spansuchapproachesasreachabilityanalysis(e.g.[11,21,8]), symbolicmodel
checking[4,17], flow equations[5], and dataflow analysis[6,16]. The goal of this
work is to demonstratethe applicability of staticanalysistechniquesto architecture
descriptionsbut not, at leastat this point in time, to determinewhich approachmight
be best.Thus,we selectedtwo differentstaticanalysistools,basedon fundamentally
differentapproaches,with which we have considerableexpertise.Onetool, INCA [5],
is basedonflow equations,andtheother, FLAVERS[6], is basedondataflow analysis.
Both thesetools canbe usedto checkwhetherall executionsof a concurrentsystem
satisfyaproperty, suchasthemutuallyexclusiveuseof someresource.Althoughthese



toolsusedifferentapproaches,they bothareconservativein that if they determinethat
apropertyholds,it is guaranteedto hold for all executions.Whenthetoolsfail to prove
that a propertyholds,however, this may be becausethe systemdoesindeedviolate
thepropertyor it maybebecausetheanalysis,in orderto assureconservativenessand
improveefficiency, hasover-approximatedtheexecutablebehavior of thesystem.Thus,
whena propertyfails to hold, the resultsare inconclusiveandusuallyrequirefurther
investigation.A brief descriptionof eachof thesetoolsis givenhere.

InequalityNecessaryConditionsAnalysis(INCA) derivesa setof necessarycon-
ditionsfor theexistenceof anexecutionviolatingtheproperty. In INCA, thesequential
processesmaking up the concurrentsystemare translatedinto finite stateautomata
(FSAs)from whichnecessaryconditions,expressedaslinearinequalitieson theoccur-
rencesof transitionsin thoseautomata,arederived.Theseinequalitiesreflectcertain
kindsof compatibilityconditionsamongtheexecutionsof theindividualprocessesthat
mustbe satisfiedin anexecutionof the full program.Theviolation of thepropertyis
alsoexpressedasinequalitiesin termsof occurrencesof theFSA transitions.Thecon-
sistency of theresultingsystemof linearinequalitiesis checkedusingstandardinteger
linearprogramming(ILP) techniques.Thisapproachis inherentlycompositional,in the
sensethat the inequalitiesaregeneratedfrom theautomatacorrespondingto the indi-
vidual processes,ratherthanfrom a singleautomatonrepresentingthe full concurrent
system.Thus,INCA avoidsconsideringthestatespaceof the full system.Thesizeof
thesystemof inequalitiesis essentiallylinearin thenumberof processesin thesystem.
Furthermore,theuseof properlychosencostfunctionsin solvingtheILP problemscan
guidethesearchfor asolution.ILP is itselfanNP-hardproblemin general,andthestan-
dardtechniquesfor solvingILP problems(branch-and-bound methods)arepotentially
exponential.In practice,however, theILP problemsgeneratedfrom concurrentsystems
havelarge,totally unimodularsubproblemsandseemparticularlyeasyto solve.Experi-
encesuggeststhatthetime to solve theseproblemsgrowsapproximatelyquadratically
with thesizeof thesystemof inequalities(andthuswith thenumberof processesin the
system).

TheFLow Analysisfor VERifying Software(FLAVERS)staticanalysistool em-
ploysdataflow analysisto verify thata modelof thesystemmustalwaysbeconsistent
with a property. In FLAVERS,thecontrolflow graphrepresentationof eachsequential
process,annotatedwith eventsof interest,is composedinto a traceflow graph,which
explicitly representsthecommunicationsamongthedistributedprocessesaswell asthe
interleavingsof eventsamongthoseprocesses.The nodesizeof the traceflow graph
is at worst quadratic,andfor all practicalexampleswe consideredit is sub-linear, in
thenumberof programinstructions.Thepropertiesto becheckedaretranslatedinto a
finite stateautomaton,wherethe transitionsareannotatedwith theappropriateevents
of interest.Usinga dataflow analysisalgorithmthat is �����	��

� , where � is thenode
sizeof thetraceflow graphand 
 is thestatesizeof theautomaton,FLAVERSdeter-
mineswhetherthesequencesof eventsthatcanbeobservedon systemexecutionsare
acceptedby thelanguageof theautomaton.If at theterminalnodeof theflow graphall
eventsequencesarein the languageof the property, we know that thepropertyholds
onall executionsof thesystem.Whensomeeventsequencesarein thelanguageof the
propertyandsomearenot, the resultsof the analysisareinconclusive, sinceit hasto



bedeterminedwhethertheeventsequencesthatviolatethepropertyhappenonany real
executionsof thesystem.FLAVERSoffersameansto dealwith inconclusiveresultsby
allowing theanalystto addadditionalconstraints,in theform of finite stateautomata,
which limit thebehaviors representedby thetaskflow graph.For example,aconstraint
canmodelthebehavior of a singlevariablein thesystem.This additionalinformation
aboutthesystemrestrictsthedatapropagationthroughtheflow graphduringtheanal-
ysis,therebyimproving theaccuracy of theanalysis.

INCA andFLAVERSarebasedonverydifferentanalysistechniques,althoughboth
avoid enumeratingthe total statespaceof a distributedsystem.In addition,both tech-
niqueshave beenusedto prove a wide rangeof propertiesof distributedsystems.Be-
causeof thisandourexpertisewith thesetools,wechosethemfor ourinitial exploration
of analyzingapplication-specificpropertiesof architectures.

3 Ar chitecture Specificationof the GasStation Example

The GasStationsystem[9] modelsa self-serve gasstation.This examplehasbeen
widely studiedby thestaticanalysisresearchcommunity. It hasalsobeenusedin the
softwarearchitecturecommunity, andwastheexampleprovidedto usby Garlan.In the
generalcase,this systemconsistsof � customerswho cometo a gasstationto obtain
gasfor their vehicles,� cashierswhosell thegas,and� pumpsthatdischargethegas.
Thecustomerspaythecashiers(andgetchangein someversions),whoorderthepumps
to dischargegas.We considera specificinstanceof this system,with two customers,
onecashier, andonepump.GarlangaveusWRIGHT specificationsfor two versionsof
thissystem.

WRIGHT formally describesarchitecturesascollectionsof components, whichrep-
resentcomputationunits in thesystem,andconnectors, which representthemeansof
informationexchangeamongthecomponents.Eachcomponentandconnectoris aug-
mentedwith specificationsthatpermitoneto characterizethebehavior of thecompo-
nentsandtheir interactions.For a componentthespecificationconsistsof a numberof
ports, anda computation. Eachport representsa numberof interactionsin which the
componentmayparticipate.In otherwords,aportpartiallydescribestheinterfaceof the
component,takingthepoint of view of theconnectoror connectorsthatcommunicate
with this componentthroughthis port. The computationdescribesthe internal func-
tionality of thecomponent.A connectoris representedby a setof rolesspecifyingthe
interfaceof thisconnectorandthegluethatspecifieshow theinteractionsactuallytake
place.A systemspecificationis composedof a setof componentandconnectortype
definitions,asdescribedabove,a setof instantiationsof specificobjectsof thesetypes,
andattachments. Attachmentsspecifywhich componentsarelinkedto which connec-
tors.WRIGHT usesCSP[10] to describethebehavior of roles,ports,computations,and
glues.

Figure 1 shows the WRIGHT specificationfor the first versionof the GasSta-
tion. This architecturedescribesthreetypesof componentsand threetypesof con-
nectorsfor communicationsbetweenthecustomersandthecashier, thecashierandthe
pump,and the customersand the pump.The concreteinstantiationof this architec-
turecontainsfour components,Customer1,Customer2,Cashier, andPump and



ComponentCustomer
PortPay= pay!x � Pay
PortGas= take � pump?x� Gas
Computation= Pay.pay!x � Gas.take � Gas.pump?x� Computation

ComponentCashier
PortCustomer1= pay?x � Customer1
PortCustomer2= pay?x � Customer2
PortTopump= pump!x � Topump
Computation= Customer1.pay?x� Topump.pump!x� Computation�

Customer2.pay?x� Topump.pump!x� Computation
ComponentPump

PortOil1 = take � pump!x � Oil1
PortOil2 = take � pump!x � Oil2
PortFromcashier= pump?x� Fromcashier
Computation= Fromcashier.pump?x�

(Oil1.take � Oil1.pump!x � Computation)�
(Oil2.take � Oil2.pump!x � Computation)

ConnectorCustomerCashier
RoleGivemoney = pay!x � Givemoney
RoleGetmoney = pay?x � Getmoney
Glue= Givemoney.pay?x� Getmoney.pay!x � Glue

ConnectorCustomerPump
RoleGetoil= take � pump?x� Getoil
RoleGiveoil = take � pump!x � Giveoil
Glue= Getoil.take � Giveoil.take � Giveoil.pump?x� Getoil.pump!x� Glue

ConnectorCashierPump
RoleTell = pump!x � Tell
RoleKnow = pump?x� Know
Glue= Tell.pump?x� Know.pump!x � Glue

Instances
Customer1:Customer
Customer2:Customer
cashier:Cashier
pump:Pump
Customer1cashier:CustomerCashier
Customer2cashier:CustomerCashier
Customer1pump:CustomerPump
Customer2pump:CustomerPump
cashierpump:CashierPump

Attachments
Customer1.PayasCustomer1cashier.Givemoney
Customer1.GasasCustomer1pump.Getoil
Customer2.PayasCustomer2cashier.Givemoney
Customer2.GasasCustomer2pump.Getoil
cashier.Customer1asCustomer1cashier.Getmoney
cashier.Customer2asCustomer2cashier.Getmoney
cashier.Topumpascashierpump.Tell
pump.Fromcashierascashierpump.Know
pump.Oil1asCustomer1pump.Giveoil
pump.Oil2asCustomer2pump.Giveoil

Fig.1. TheWRIGHT Specificationof theFirstVersionof theGasStation
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Fig.2. GasStationsystem,version1

five connectors,Customer1 cashier, Customer2 cashier, Cashier pump,
Customer1 pump, andCustomer2 pump. As shown in Figure1,eachCustomer
componenthastwo ports,wherePay specifiesthebehavior of theCustomerasviewed
by theCustomer cashier connector, andGas specifiesthebehavior asviewedby
theCustomer pump connector. Thebehavior of theGas port consistsof repeatedly
takingthehose(take event)andpumpinggas(pump?x event).Thecomputationpart
of Customer specifiesthataCustomer doesthe following sequenceof actionsre-
peatedly:payfor gas,take thehose,obtaingasfrom thepump.

Figure2 presentsaninformal diagramof this architecture,with shadedboxesrep-
resentingWRIGHT componentsandclearboxesrepresentingWRIGHT connectors.The
components’portsandthe connectors’rolesareshown astrapezoids,andnamedin-
teractionsbetweenthe portsandthe rolesareshown aslabeleddirectededges.Note
that this diagramdoesnot describethe order in which the interactionsoccur locally
to connectorsandcomponents,theway the formal WRIGHT specificationin Figure1
does.

In this architecture,the customersrepeatedlypay the cashier, thentake the hose,
andthenwait for gas.Thecashier, uponreceiving a payment,turnsthepumpon.After
a customertakes the hoseandthe pumpreceivesauthorizationfrom the cashier, the
pumpthendischargestheamountof gas,specifiedby thecashier, to thecustomer.

This versionof the GasStationis known to have a critical race.Specifically, it
is possiblefor Customer1 to pay beforeCustomer2 paysbut for Customer2
to take the hosebeforeCustomer1, thus getting the amountof gaspurchasedby
Customer1.



ComponentCustomer
PortPay= pay!x � Pay
PortGas= pump?x� Gas
Computation= Pay.pay!x � Gas.pump?x� Computation

ComponentPump
PortOil1 = pump!x � Oil1
PortOil2 = pump!x � Oil2
PortFromcashier= pump?x� Fromcashier
Computation= Fromcashier.pump1?x�

Oil1.pump!x � Computation)�
Fromcashier.pump2?x� Oil2.pump!x � Computation)

ComponentCashier
PortCustomer1= pay?x � Customer1
PortCustomer2= pay?x � Customer2
PortTopump= pump1!x � Topump � pump2!x � Topump
Computation= Customer1.pay?x� Topump.pump1!x� Computation�

Customer2.pay?x� Topump.pump2!x� Computation

Fig.3. WRIGHT Componentsof theSecondVersionof theArchitecture

Thesecondversionof theGasStationremovesthis raceby combiningtaking the
hoseandpumpingthegasinto a singleactionandby having thecashiertell thepump
which customershouldget gas.This meansthat, insteadof paying and actively re-
questinggasby takingthehose,thecustomersnow mustpayandwait until thepump
contactsthemby sendinggas.Figure3 showsthesecondversionof thespecificationfor
Customer, Pump, andCashier componentsonly, sincechangesto theconnectors
aretrivial. Figure4 containsthe correspondingillustration.Note that the only differ-
encebetweenthediagramsin Figures2 and4 is in communicationsbetweentheports
of thecomponentsandtherolesof theconnectors.

4 CheckingPropertiesof the GasStation Ar chitecture

Theexistingversionsof INCA andFLAVERSdonotacceptWRIGHT specificationsas
input.While it shouldberelativelystraightforwardto build front-endsfor bothtoolsthat
would constructthe appropriateinternal representationsdirectly from WRIGHT, this
seemedinappropriatefor theinitial explorationwehadin mind.Both toolsacceptAda
codeasinput, sowe manuallytranslatedtheWRIGHT specificationsinto Ada in order
to apply the tools.The closerelationshipbetweenthe concurrency constructsin CSP
andAda madethis translationfairly easy. Eachcomponentandconnectorinstantiation
of the architectureis representedby an Ada task.The “?” and“!” operationsof CSP
naturallycorrespondto Ada rendezvous.Thenon-deterministicanddeterministicCSP
choiceoperatorsaremodeledwith theAdaselect statement.
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Fig.4. GasStationsystem,version2

Figure5 givestheAda codefor theCustomer1 componentfor thefirst WRIGHT

specification.Theassignmentstatementsetsthevariablecash to thevalueof a func-
tion whosebodyis not specified;theanalysistools treatthis asa nondeterministicas-
signment.After choosinganamountof gaswith thisassignment,theCustomer1 task
callsthegetmoney pay entryof theCustomer1 cashier taskwith theparame-
tercash. This rendezvouscorrespondsto thepay!xevent.TheCustomer1 taskthen
callsthegetoil take entryof theCustomer1 pump task,andthenacceptsa call
at its own gas pump entry. Note thata separateAda entryexists for eachinteraction
typebetweena role anda port, thenameof theentrybeingthenameof thereceiving
portor role,towhichthenameof theinteractionis appendedvia theunderscoresymbol.
For example,the interactionpump betweentheGas port of Customer1 component
andCustomer cashier connectorcorrespondsin theAda versionof Customer1
to theentrynamedgas pump. ThecompleteAdacodefor all versionsof theexample
canbefoundin [19].

Ourgoalwasto investigatewhetherexistingstaticconcurrency analysistoolscould
beusefullyappliedto checkapplication-specificpropertiesof architecturedescriptions.
Sincethegasstationis relatively simple,however, we focusedonpropertiesthatreflect
high-level requirementsfor a self-servicegasstation.Sincewe do not have any “offi-
cial” requirementsdocumentsfor thegasstation,wechoseasmallnumberof properties
thatseemedto usto reflectreasonablerequirements.Ourgoalwassimplyto explorethe
applicabilityof the staticanalysistools to architectures;we make no claim that these
arethemostimportantor significantrequirements.



taskbodyCustomer1is
cash: AMOUNT;

begin
loop

cash:= SomeAmount;
Customer1cashier.getmoney pay( cash);
Customer1pump.getoiltake;
acceptgaspump( gasamount: in AMOUNT);

endloop;
endCustomer1;

Fig.5. AdaTranslationof theCustomerSpecification

In theremainderof this section,we show how INCA andFLAVERSwereusedto
checkseveralpropertiesof thegasstationarchitectures,identifying certainfaultsand
verifying thatmodificationsto thearchitecturescorrectedthesefaults.

4.1 The Critical Raceto the Pump

As mentionedabove, the first WRIGHT specificationhasa critical race,in which one
customerpaysfor gasandthesecondcustomerthenpaysandtakesthepumpbeforethe
first customergetsgas.In thiscase,thesecondcustomergetsthegaspaidfor by thefirst
customer. Thefirst requirementwe consideredwasthatcustomersgetgasin theorder
in which they pay. We wantedto know whetherINCA andFLAVERScoulddetectthe
violation of this propertyin the first WRIGHT version,andwhetherthey could show
thatthepropertyholdsin thesecondversion.

We begin with the first version.The propertywe want to checkis statedin terms
of customerspayingandgettinggas.For the analysis,we must identify locationsin
the codethat correspondto theseevents.We identified a customerpaying with the
correspondingrendezvousbetweentheconnectortaskfrom thatcustomerto thecashier
and the cashiertask,and the customergetting gaswith the rendezvousbetweenthe
pumptaskandtheconnectortaskfrom thepumpto thecustomer.

TheINCA approachis to producenecessaryconditionsfor anexecutionof thesys-
temthatviolatestheproperty. Weexpressaviolationof thepropertyasanINCA query.
By symmetry, it is enoughto askfor anexecutionin whichCustomer2 paysandgets
gaswhileCustomer1 haspaidbut notyetgottengas.Sowewroteaquerydescribing
anexecutionin which a rendezvousbetweenCustomer1 cashier andCashier
occurs,followedby arendezvousbetweenCustomer2 cashier andCashier and
a rendezvousbetweenPump andPump Customer2 beforethenext rendezvousbe-
tweenPump andPump Customer1.

TheINCA queryweusedis shown in Figure6. Thisspecifiesa segmentof anexe-
cutiondividedinto two intervals.Thefirst interval runsfrom thebeginningof theexe-
cution(specifiedby the:initial keyword)andendswith somerendezvousbetween
Customer1 cashier andCashier at thecustomer1 pay entry (specifiedby
the:ends-with keywordandtherend function).This interval is followedimmedi-



(defquery "race" "nofair"
(omega-star-less
(sequence
(interval :initial t :open t
:ends-with ’(
(rend "customer1 cashier;cashier.customer1 pay")))

(interval
:ends-with ’((rend "pump;customer2 pump.getoil"))
:require ’(
(rend "customer2 cashier;cashier.customer2 pay"))

:forbid ’((rend "pump;customer1 pump.getoil"))))))

Fig.6. INCA Query:CustomersGetGasin theOrderThey Pay.

atelybyasecondoneendingwith arendezvousbetweenPump andCustomer2 pump
atthegetoil entryof Customer2 pump. Thesecondintervalcontainsarendezvous
betweenCustomer2 cashier andCashier atthecustomer2 pay entry(spec-
ified by the:require keyword)anddoesnotcontainany rendezvousbetweenPump
andCustomer1 pump at thegetoil entry(specifiedby the:forbid keyword).

FromtheAdacodecorrespondingto thefirst WRIGHT specificationandthisquery,
INCA generateda systemof inequalities.In this case,the systemof inequalitieshad
anintegersolution,andINCA gave usthebehavior of eachtaskcorrespondingto that
solution.From thesetaskbehaviors, it is straightforward to constructan executionin
which thedesiredpropertyis violated.To checkthis propertyfor thesecondWRIGHT

specification,it wasnecessaryto usetwo queries.(This is dueto a technicalreasonin-
volving certaincyclesin theFSAs.)Thefirst querycheckedthatthecashiernotifiesthe
pumpin thesameorderascustomerspay, andthesecondquerycheckedthatthepump
givesgasto thecustomersin thesameorderasit is notifiedby thecashier. Thecorre-
spondingsystemsof inequalitieswereinconsistent,verifying thatcustomersalwaysget
gasin theorderthatthey paywith thissecondarchitecture.

TheFLAVERSanalysisis similar. For a FLAVERSanalysis,theeventsof interest
areindicatedby annotatingtheAdacode.In thiscase,weusedautomaticallygenerated
annotationson theacceptstatements.For example,the “accept gas pump” state-
mentin theCustomer1 taskwasannotatedwith theeventcustomer1 gas pump.
We thengave FLAVERS a propertyspecification,in the form of a quantifiedregular
expression(QRE),askingwhetherany executioncouldgeneratethesequenceof events
correspondingto a violationof theproperty. TheQREweusedis shown in Figure7. It
consistsof thealphabet,quantifier, andregularexpression.Thealphabetof theQREap-
pearsin bracesandlistsall eventsusedfor thespecificationof theproperty.Thealphabet
is followedby the“none”quantifierinstructingFLAVERSto attemptto verify theprop-
erty thatno executionleadsto a sequenceof eventsin thealphabetthat lies in thelan-
guageof theregularexpressionthatfollows.In theregularexpression,theperiodstands
for thedisjunctionof all symbols,theasteriskis thetransitiveclosureoperator, thenota-
tion[-e] standsfor thedisjunctionof all symbolsin thealphabetotherthane, andthe
semicolonis the concatenationoperator. The languageof the regular expressionthus



{cashier customer1 pay, cashier customer2 pay,
customer1 pump getoil, customer2 pump getoil}

none

.*;
cashier customer1 pay;
[-customer1 pump getoil]*;
cashier customer2 pay;
[-customer1 pump getoil]*;
customer2 pump getoil;
.*

Fig.7. FLAVERSQRE:CustomersGetGasin theOrderThey Pay.

consistsof all stringsover the alphabetin which a cashier customer1 pay oc-
curs,followedby acashier customer2 pay andacustomer2 pump getoil
beforeacustomer1 pump getoil occurs.

For thefirst WRIGHT specification,FLAVERSproducesanexecutionin which the
propertyis violated.For thesecondspecification,FLAVERSverifiesthatthis property
holdsfor all executions.

Thus,bothtoolswereableto detectthefault in thefirst versionof thearchitecture,
show how it occurs,andverify thata modificationto thearchitecturecorrectsthefault.
Theremainingpropertieswerecheckedon thismodifiedversion.

4.2 No FreeGas

We next checkedthe requirementthatno customerreceivesgaswithout payingfor it.
This amountsto checkingthat, in every executionandfor eachcustomer, the events
of payingfor gasandreceiving gasstrictly alternate,with payingfor gascomingfirst.
By symmetryagain,it is sufficient to checkthis for Customer1. We usedthesame
rendezvouscorrespondingto theeventsof thecustomerpayingandgettinggasasin the
previoussection.

UsingINCA, thestandardwayto show two eventsalternateis to usetwo queries.In
thiscase,thefirst querydescribesaprefixof anexecutionin whichthenumberof times
thecustomerhaspaidfor gasexceedsthenumberof timesit hasreceivedgasby at least
two. Thesecondquerydescribesa prefixof anexecutionin which thenumberof times
thecustomerhasreceivedgasis greaterthanthenumberof timesthecustomerhaspaid
for gas.(For the completesetof INCA queriesandFLAVERS QREs,refer to [19].)
INCA reportedthatthenecessaryconditionsfor theexistenceof suchexecutionswere
inconsistent.This meansthat,in every prefix of anexecution,thenumberof timesthe
customerhaspaid for gasis eitherequalto thenumberof timesit hasreceivedgasor
is onegreaterthanthenumberof timesthecustomerhasreceivedgas,showing thatthe
eventsof payingfor gasandreceiving it strictly alternate,with payingfor gasoccurring
first.

For FLAVERS, we useda QRE with the samealphabetas the one in Figure 7
anda regular expressionrequiringthe two eventsto alternateappropriately. Herethe



regularexpression,asopposedto thepreviousproperty, specifieswhatbehavior mustbe
observedonall executions.FLAVERSverifiedthatthepropertyholdsonall executions.

4.3 CustomersGet the Right Amount of Gas

We alsochecked whethera customerreceivesthe amountof gasthat he or shepaid
for. To facilitatetheanalysis,we allowedonly two amounts(the typeAMOUNT in our
Ada programshad two values,1 and2). We then checked whetherit was possible
for a customerto pay for oneamountof gasand thenreceive the otheramount.By
symmetry, it is sufficient to checkonly for oneof thecustomerspayingfor oneunit of
gasandreceiving two units.

Our INCA queryaskedfor a prefix of anexecutionin which thefirst interval ends
with a rendezvouswith parameter1 betweenCustomer1 cashier andCashier
at thecustomer1 pay entry(theeventwherethecustomerpaysfor oneunit of gas)
andthe secondinterval endswith a rendezvouswith parameter2 betweenPump and
Customer1 pump at thegetoil entry (theeventwherethecustomerreceivestwo
unitsof gas).Thesecondintervalwasforbiddento containarendezvouswith parameter
1 betweenPump andCustomer1 pump at thegetoil entry (theeventwherethe
customerreceives the single unit of gasthat was paid for). INCA reportedthat the
systemof inequalitiesit generatedwasinconsistent,sono suchexecutioncouldexist.
Thisshowedthatcustomersnevergetthewrongamountof gas.

FLAVERSrequiredadditionalevent annotationsto capturethe numericvaluesof
parametersthat specify amountsof money and gas.Currently theseannotationsare
manuallyaddedto the sourcecodeof the systemunderanalysisin the form of com-
ments.TheQREfor this propertyspecifiedthaton no executionshouldit bepossible
that the eventof Cashier receiving 1 at its customer1 pay entry is followedby
theeventof Pump giving2 to thegetoil entryof theCustomer1 pump connector
beforePump gives1 to Customer1 pump. FLAVERSverifiedtheproperty.

4.4 Another RaceCondition

In checkingthefirst two propertiesdescribedearlier, we identifiedtheeventof a cus-
tomerpayingfor gaswith the pay?xactionon the cashier’s customerport (or, in the
Ada code,with thecorrespondingrendezvousbetweentheconnectorbetweenthecus-
tomer and cashierand the cashiertask).Similarly, we identified the event of a cus-
tomerreceiving gaswith the pump!x actionon the pump’s oil port (or with the cor-
respondingrendezvousbetweenthe pumpand the connectorbetweenthe pumpand
customer).Viewing eventsas actionstaken by components,we have heretaken the
viewpoint of the cashierand pump componentsaboutwhen a customerpaysor re-
ceivesgas.But we could just aswell take the viewpoint of the customercomponent.
In thatcase,we would identify thecustomerpayingwith thepay!x actionon thecus-
tomer’s payport andreceiving gaswith thepump?xactionon thecustomer’sgasport.
The Ada rendezvouscorrespondingto the first action involvesthe customerand the
Customer cashier connector;the rendezvouscorrespondingto thesecondaction
involvestheCustomer pump connector. In essence,we checkedwhetherthe pump
“believes” customersgetgasin thesameorderasthecashier“believes” they paid for



it. We could alsocheckwhethercustomersbelieve they get gasin the sameorderas
they believethey paidfor it. (Similarly, wecouldalsocheckwhetherthepumpbelieves
customersgetgasin thesameorderasthecustomersbelievethey paidfor it, etc.)

To checkthis propertyfor the secondversion,we modifiedthe INCA queryand
FLAVERSQRE describedin Section4.1 to usethe rendezvousin the customertask.
INCA found a solution to the inequalitiesand producedthe correspondingbehavior
of eachtask.Thesebehaviors yield anexecutionof thesystemin which thefirst cus-
tomercompletestherendezvouswith theconnectorbetweenit andthecashier, followed
by thecorrespondingrendezvousbetweenthe secondcustomerandits connector, but
thesecondcustomer’s connectordeliversthemoney to thecashierbeforethefirst cus-
tomer’s connector. (A similar raceoccurswith the connectorbetweenthe pumpand
thecustomersevenif themoney arrivesat thecashierin thecorrectorder.) FLAVERS
producedthesameexecution.

Theproblemhereis that,while communicationbetweena componentanda con-
nectoris synchronous,thecommunicationbetweentwo componentsmediatedby that
connectoris not.Wecanthink of it asthecustomer“mailing” themoney to thecashier,
and the pumpsimilarly “mailing” the gasto the customer—the customerpassesthe
money into theconnector, but hasnowayof knowing whentheconnectordeliversit to
thecashier. This is in contrastto theoriginal Ada versionsof thegasstationpresented
by HelmboldandLuckham[9], wherethecommunicationbetweencustomersandthe
cashierwasvia directAdarendezvousbetweenthetwo tasks.

In a certainsense,of course,this is not a critical requirementfor the gasstation,
sincecustomersdo get the gasthey pay for. In a real gasstation,though,it would
certainlymake customersunhappy. We thereforedecidedto modify thearchitectureto
ensurethat customersreceive gasin the order they pay, asviewed by the customers
themselves.Therearea numberof ways in which sucha modificationmight be car-
ried out. Onewould be to usea singleconnectortying bothcustomersto thecashier,
anda singleconnectorfrom thepumpto the two customers.Anotherwould be to add
additionalconnectorsfrom thecashierto thecustomersandfrom thecustomersto the
pumps,allowing the componentsto signalwhenthey hadreceivedmoney or gas.In-
stead,wechoseto keepthebasic“boxesandarrows” structure,but to modify thecom-
ponentsandconnectorsso that the connectorssignalthe componentthat sendsinfor-
mationwhenthatinformationhasbeendelivered.Wedid thisby adding“callback” and
“go ahead”actionsto thecommunicationbetweenthecustomersandcashier, andbe-
tweenthepumpandthecustomers.Thenew versionsof thecustomerandcashiertasks
andthecustomer-cashierconnectorsareshown in Figure8; theothermodificationsare
similar. Figure9 illustratesthisarchitecture.

We then analyzedthis modified architecture,translatingit into Ada in the same
way as the first two versions(i.e., with one task for eachcomponentandconnector,
etc.). Now, however, we identified the event of a customerpaying for gaswith the
rendezvousrepresentingthecallbackfrom theconnectorsignalingthatthemoney had
beendeliveredto the cashier. As for the previouscase,we identifiedthe eventof the
customergettinggaswith therendezvousbetweenthecustomerandthecustomer-pump
connectorat thecustomer’sGas pump entry.



ComponentCustomer
PortPay= pay!x � callback � Pay
PortGas= pump?x� go ahead� Gas
Computation= Pay.pay!x � Pay.callback� Gas.pump?x� Gas.goahead

� Computation

ComponentCashier
PortCustomer1= pay?x � go ahead� Customer1
PortCustomer2= pay?x � go ahead� Customer2
PortTopump= pump1!x � Topump � pump2!x � Topump
Computation= Customer1.pay?x� Customer1.goahead� Topump.pump1!x

� Computation
�

Customer2.pay?x� Customer2.goahead
� Topump.pump2!x� Computation

ConnectorCustomerCashier
RoleGivemoney = pay!x � callback � Givemoney
RoleGetmoney = pay?x � go ahead� Getmoney
Glue= Givemoney.pay?x� Getmoney.pay!x � Givemoney.callback

� Getmoney.go ahead� Glue

Fig.8. ModifiedCustomer, Cashier, andCustomercashierwith CallbackandGo ahead

For INCA, it was necessaryfor technicalreasons(againinvolving cycles in the
FSAs) to decomposethe propertyinto two queries.We first wrote a query to check
whetherthe cashiertells the pumpto give gasto the customersin the sameorderas
the customerspay for gas(in termsof the callbackrendezvous).INCA verified this
property. We thenuseda query that checked whethercustomersget gasin the same
orderasthecashiertells thepumpto give it to them.INCA alsoverifiedthis.Together,
theseshow that customersgetgasin thesameorderasthey pay. UsingQREsfor the
sametwo subproperties,FLAVERSalsoverifiedtheproperty.

We alsoverifiedtheotherpropertiesfor this versionof thearchitecture,usingboth
INCA andFLAVERS.

4.5 Performance

INCA andFLAVERSareresearchprototypes,andsotheabsolutetimethatanalysesof
thepropertiestookareindicativeof neithertherealpotentialof thetoolsnor theirscal-
ability. However, webriefly discussthesetimeshereto illustratethecurrentstateof the
tools.We ranall experimentson a DEC Alpha Station2004/233with 128megabytes
of physicalmemory. For eachof thethreeversionsof thearchitecture,it took lessthan
20secondsfor eachof thetoolsto createtheappropriateinternalrepresentationusedby
theanalyses.INCA tooklessthantwo secondsto checkeachof theproperties(lessthan
onesecondfor mostproperties).FLAVERS,a lessmatureprototype,took lessthan7
minutesto checkeachof theproperties(lessthan2 minutesfor mostproperties).A ma-
jor directionof ourongoingresearchis investigatingthesedifferencesin performance.

In additionto theapplication-specificproperties,thetoolsarealsocapableof check-
ing generalproperties.For example,weusedINCA to provetheabsenceof deadlockin
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Fig.9. GasStationsystem,version3

all threeversionsof thearchitecture.(Thecurrentimplementationof FLAVERScannot
checkfor deadlock.)

5 Conclusions

In this paper, we have shown how existing staticanalysistools canbe usedto check
application-specificpropertiesof architecturespecifications.Thetoolswereableto de-
tectfaultsin thespecifications,to provideexampleexecutionsdisplayingthefaults,and
to verify thatmodificationsto thespecificationscorrectlyremovedthefaults.Suchtools
canprovidecritical earlyfeedbackto systemarchitects,helpingto reducethecostand
improvethereliability of distributedsystems.

While our initial explorationusedWRIGHT asthearchitecturedescriptionlanguage
andINCA andFLAVERS asthe staticanalysistools,we seenothingthat limits this
approachto a particularlanguageor tools. Although the closerelationbetweenCSP
and Ada madeit easyto manuallytranslatethe WRIGHT specificationinto Ada for
usewith our tools,we expectthat the internalrepresentationsthat staticconcurrency
analysistoolsusecouldbecreatedfrom mostarchitecturedescriptionlanguageswith
sufficiently well-definedsemantics.Similarly, otherstaticanalysistoolscapableof for-
mulatingandcheckingapplication-specificproperties,suchasSPIN[11] or SMV [17]
couldbeusedwith architecturespecifications.

Thestaticanalysistoolsautomatethecheckingof properties,but it is still up to the
systemarchitectto formulatethoseproperties.As always,this is not straightforward
andhasto be donecarefully. The fact that the tools canprovide “counterexamples”



whenthey cannotverify a propertycan,however, provide importantassistanceto the
architectin understandingcomplex featuresof thesystem.

The preliminary investigationreportedheresuggestsa numberof interestingdi-
rectionsfor future work. First, analyzingsoftwarearchitecturesspecifiedin otherar-
chitecturedescriptionlanguagesmayindicateparticularlanguageconstructsthataffect
differentkinds of staticanalysisandmay suggestextensionsto the existing analysis
toolsor modificationsto thearchitecturedescriptionlanguagesin orderto achieve im-
provedanalysissupport.For example,thedynamicfeaturesof Darwin[14] mightcause
difficultiesfor many staticanalysistechniques.Anotherresearchdirectioninvolvesthe
analysisof architecturalstyles,familiesof architectureswith commonstructure.Prop-
ertiesprovedfor an architecturalstyle shouldhold for instantiationsof that style and
couldbeusedasconstraintsto improve theaccuracy of analysisof an instantiationof
thatstyle.Staticanalysistoolscanalsobeusedto show thatan instantiationcorrectly
conformsto a style.Finally, we notethat thestaticanalysistoolscanbeusedto show
thatarefinementor implementationof anarchitecturehasthepropertiesassumedin the
architecturedescription.For instance,thetoolscouldshow thatthe implementationof
a connectorin a pipe-and-filterarchitectureactuallybehavesasit should.

Thegasstationis asmall,but relatively rich, example.Theraceconditionin which
onecustomertakesthe pumpbeforeanothercustomerhasbeenstudiedfrom various
standpointsin thestaticconcurrency analysisliterature,andthetwo WRIGHT specifica-
tionssuppliedto usby Garlanwereintendedto illustrateit. Thesecondracecondition,
arisingfrom the asynchronouscommunicationbetweencomponentsprovided by the
connectorsin thefirst two versionsof thearchitecture,doesnotarisein theAda imple-
mentationsof the gasstationusedin earlierconcurrency analysis.The staticanalysis
identifieda genuinearchitecturalissuethatwe,at least,hadnot expectedto encounter.
We make no claim, of course,that our third versionof thegasstationspecificationis
theoptimalway to avoid this race,but we believe that theway that the toolsdetected
thisunexpectedproblemandverifiedthatamodificationdid indeedcorrectit illustrates
the importanceof applyingstaticconcurrency analysistechniquesto architecturede-
scriptions.While analyzinglarger andmorecomplex architectureswill of coursebe
somewhat harder, the muchgreaterdifficulty in understandingthoselarger andmore
complex systemsmakesstaticanalysisevenmoreimportant.
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