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ABSTRACT

In this paperwe shov how the FLAVERS dataflow anal-
ysis technique originally formulatedfor systemsusinga
rendezwusconcurreng model,canbe appliedto thevari-
ousconcurreng modelsusedin Java programs.The gen-
eralapproactof FLAVERSIs basedbnmodelingaconcur
rentsystemasa flow graphand,usinga dataflow analysis
algorithmover this graph,staticallycheckingif a property
holdson all (or no) executionsof the program. The accu-
ragy of thisanalysiscanbeiteratively improved,asneeded,
by supplying additional constraintsrepresenteds finite
stateautomatato thedataflow analysisalgorithm.

In this paperwe presentan approachfor analyzingJava

programsghatusesthe constraintmechanisnto modelthe
possiblecommunicationamongthreadsn Jazaprograms,
insteadof representinghem directly in the flow graph
model. We also discussa numberof errorpronethread
communicatiorpatternghatcanarisein Javaanddescribe
how FLAVERS canbe usedto checkfor the presenceof

these. A preliminary evaluationof this approachis car

ried outby analyzingsomesmallconcurrenfilavaprograms
for theseerrorprone communicationpatternsand other,

program-specificfaults.
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1 INTRODUCTION
With the advent of Web technology distributed program-
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ming, especiallyin the Jasa programminglanguage,is
growing rapidly in popularity The additional complex-
ity and inherentnon-determinismof distributed systems
makesunderstandingndreasoningaboutthemextremely
difficult. Moreover, testing such systemsis problematic
since, not only are there mary more alternatvesto ex-
plorewhentaskinterleaving is consideredbut two execu-
tions of the sameprogramwith the sametestdatamay not
even producethe sameresults. Staticanalysistechniques
arebeingdevelopedfor distributedsystemgo complement
traditionaltestingapproachesThesetechniquesstatically
determineif specifickinds of faultscanoccuron ary ex-
ecutionsof the system. In this paper we describehow
the FLAVERS staticanalysisapproactcanbe modifiedto
handlethe Java concurreng constructs. In addition, we
presenta numberof patternsof useof Java’s concurrenyg
constructghat could leadto erroneousbehaior andthen
describehow the modifiedversionof FLAVERS could be
appliedto detecttheseproblematicor suspiciougpatterns.

FLAVERS (FLow Analysisfor VERIfication of Systems)
usesdataflow analysistechniquego verify userspecified
propertiesof software systemg5]. The attractvenessof
this approachis in its low-order polynomial complexity
boundsandits ability to improve the precisionof theanal-
ysis by incrementallyimproving the accurag of the pro-
gram model. A prototypefor FLAVERS has beenim-
plementedcalled FLAVERS/Ada,thatanalyzesAda pro-
gramsor programmodelsthat userendezwus communi-
cations.

In FLAVERS/Ada, programsare modeledas trace flow
graphsthatrepresenthe potentialflow of controlthrough
the program,including intertaskcommunicationsand in-
terleavings. Additional information, representeas finite
stateautomataandcalledfeasibility constaints, is usedto
elaboratahe semanticof selectedaspect®f the program
whenneededo increasehe precisionof theanalysis.

The emphasi®of this paperis on modelingJava programs
in a way that can be usedby FLAVERS. The modifica-
tion of the systemmodel is not trivial, since Ada and
Java usessignificantly differentconcurreng models. We
describeone promisingapproachin which the semantics



of threadcommunicationsare representedvith feasibil-
ity constraints,insteadof being a part of the trace flow

graph. In addition, we discussa numberof application-
independenpatternsof threadcommunicationghat indi-

cateerroneour errorpronecodeanddiscussthe useof

FLAVERS for checkingfor the presencef suchpatterns.
We presentan initial empirical explorationthat seemsto

supportour hypothesighat the proposedapproachis ca-
pableof efficiently checkingboth generalandapplication-
specificpropertiesof concurrentlava programs.

The next sectiongivesa brief descriptionof relatedwork.

Section3 gives a short overview of the FLAVERS ap-

proachfor Ada. Section4 first providesanintroductionto

the Java concurrenyg constructaandthenpresentshe pro-

posedprogrammodelfor Java. Section5 describesome
suspiciougatternsof threadcommunicationsWe present
initial experimentalresultswith a prototypeimplementa-
tion of the proposedapproachin Section6. Finally, we

presena summaryanddescribeour futuredirections.

2 RELATED WORK

Most work in the areaof staticanalysisof concurrentand
distributed systemshasusedeither synchronousommu-
nicationmodelswith the rendezwusstyle of concurreng
or asynchronoumessage-passirggmmunicatioormodels.
Thesemodelsare different from the Java model, which
supportsmonitorsand a mixture of low-level threadsyn-
chronizationprimitives.

Therehasbeensomerecentwork concernedvith model-
ing Java programs. Corbett[2] describesa techniquefor
constructingcompactfinite statemodelsfor Java. This
approactrelieson a dataflow algorithmfor constructing
anapproximatiorof the run-timestructureof the program
heapthatis thenusedto reducethesizeof the concurrenyg
model. Thisaliasresolutionapproactcouldalsobeusedto
reducethe sizeof our traceflow graphprogrammodel. In
this paper however, we have not focusedon the optimiza-
tion of the programmodel.

Demartiniand Sisto[4] describetwo modelsof Jara pro-
grams. The first representdava programswith Petrinets
and the secondrepresentslava programswith Promela
code.Boththesemodelsareintendedo be usedfor reach-
ability analysis.While several approachesave beenpro-
posedo improvetheperformancef reachabilityanalysis,
in generathe useof reachabilityanalysisfor real software
systemgemainsprohibitively expensve.

As analternatveto techniquesvith exponentiaworst-case
boundssuchasreachabilityanalysige.g.[6, 8]), symbolic
model checking(e.g.[12]), and integer necessaryondi-
tions[3], dataflow analysedor concurrentsoftware have
beenformulatedwith low-orderpolynomialexecutiontime
and storagebounds. Most of thesedataflow approaches
checkapplication-independemropertiege.g.[1, 11,18]),

task body T1 is task body T2 is

begi n begi n
pl; p2;
T2. E accept E;
end T1; p3;
end T2;

Figurel: Adacodeexample

such as deadlock. FLAVERS is one of the few data
flow techniquescapableof directly checkingapplication-
specificpropertiesof concurrentsoftware. This approach
attemptsto verify the property of interestfor a software
systemusingan efficient low-order polynomialalgorithm
while giving the userthe ability to changethe amountof

detailmodeled andthusto improvethe precisionof there-

sults,without having to retuild the completemodelof the

system.

3 FLAVERSFOR ADA

With FLAVERS/Ada,programsaremodeledby traceflow
graphgTFGs).The TFGfor aconcurrenprogramis based
on the control flow graphs(CFGs)for the component®of
a system.For eachCFG we identify the nodesthat corre-
spondto obsenableactiities in the programthatan ana-
lyst wantsto reasonabout. Eachnodeis labeledwith an
event a userselectednameassociatedvith suchan ob-
senableactiity. To reducethe size of the representation
and consequentlymprove the efficiengy of the analysis,
the CFGsarerefinedto remove all nodesthat are not la-
beledwith anevent. In addition,any nodethatinvokesa
procedureor functionis replaceddy thereducedCFGrep-
resentatiorof thatroutine. In our experiencethisinlining
of routinesdoesnot causea severeblow-up in the size of
the CFGs,sincethenodesannotatedvith eventstendto be
relatively sparse.

TheTFGfor anAdaprogramis obtainedoy connectinghe
reducedinlined CFGsfor all tasks.Uniqueinitial andfinal
nodeshatrepresenthe startandthe endstatesof the pro-
gramrespectiely are connectedo the CFG of eachtask
in the program.Eachpossibletasksynchronizatiors rep-
resentedy a communicatiomode,which is connectedy
edgesto the appropriatenodesin the CFGsof both com-
municatingtasks. In addition, may immediatelyprecede
(MIP) edgesareaddedbetweemodesin separat€€FGsto
represenpossibleinterleavings of the actionsassociated
with thesenodes.The setof suchedgescanbe computed
efficiently [13].

Figurel containsatrivial exampleof Ada codethatis used
for illustrationpurposesin this example taskT1 first calls
procedurepl, then calls entry E of task T1, and finally
terminates. Task T2 first calls procedurep2, acceptsan
entry call for entry E, calls procedurep3, andfinally ter
minates. We assumehat procedure$l, p2, andp3 con-



Figure2: TFG for theexamplein Figurel
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Figure3: Propertyfor the examplein Figurel

tain no communicatiorstatementgi.e. entry callsandac-
cepts).Thecorrespondind FG is shovn in Figure2. The
rectangulaishapedhodesrepresentocal computationsn

the tasks(procedurecallsin this example). The diamond-
shapedodedabelednitial andfinal representhestartand
theendof the programcomputation Finally, the diamond-
shapedhodelabeledE representshe rendezwusbetween
thetwo taskson entryE. Solid edgegepresentontrolflow

localto thetasks while dasheckedgesareMIP edges.

The setof all eventsassociatedvith a model of the pro-
gramis thealphabetof the TFG. For the TFG in Figure2,
the eventsof interestarethe procedurecalls andthe ren-
dezwus. The language of the TFG is the setof eventse-
guenceghat occur on pathsfrom the initial nodeto the
final node.TheresultingTFG overapproximatethe setof
possiblesequencesf theseeventsin the sensethat each
real programexecutionmustcorrespondo a paththrough
the graphbut somepathsin the TFG may not correspond
to ary possibleexecution.

Propertiescan be describedn a numberof specification
languagesbut arerepresentethternallyasdeterministidi-
nite stateautomatgFSA) overthe TFG alphabetFigure3
givesa samplepropertyfor the examplein Figurel. This
propertystatesthat on all executionsof this programthe
call to procedurg3 mustalwaysfollow the call to proce-
durepl (andpl mustalwaysbe called). (Note thatif the
call to p3 happendirst, the transitionfrom theinitial state
of the propertyto the non-acceptingink state3 is taken.)

2= E-0) -0
E, p3 P2, 3;%/2 E, p2, p3
GO p2.53

Figure4: A feasibility constraintfor the examplein Fig-
urel

The setof all eventsusedin the propertyFSA represents
the alphabetof the property The languageof a property
is the setof all eventsequenceacceptedy its FSA. Con-
ceptually a propertyholdsfor a programif the projection
of thelanguageof the TFG on the alphabebf the property
is containedin the languageof this property Dataflow
analysisis usedto solwe this containmenfroblemby in-
crementallycomputingthe setof propertyautomatastates
thatcouldbeassociateavith the executionof eachnodein
the TFG. Thisis awell-formeddataflow analysisproblem
that can be shawvn to terminate,produceconsenative re-
sults,andhave aworst-caseompleity of O(SN?%), where
S is the numberstatesin the propertyFSA and N is the
numberof nodesin the TFG.

If theanalysidindsthata propertyholds,thenit is guaran-
teedto bevalid on all possibleprogramexecutions.When
the analysisindicatesthat the propertydoesnot hold on
somepathsthroughthe TFG, this may be becauséehe pro-
gramisin erroror it maybebecausall thepathsn thepro-
grammodelthatviolatethis propertydo not correspondo
feasibleprogramexecutions.For example,oneof the pos-
siblepathsin the TFGin Figure2isinitial, p1, E, final. But
this path doesnot representa legal executionof the pro-
grambecausebeforethis programcanterminate taskT2
mustexecuteprocedurep? andp3. FLAVERS providesa
meandor selectvely removing infeasiblepathsfrom con-
siderationby allowing the analystto add feasibility con-
straints,finite stateautomatathat model semanticrestric-
tionson the programexecutionthatarenot reflectedn the
TFG. For example,CFGs,andthe TFGsconstructedrom
them,do notmodelthevaluesassignedo variablesduring
execution.Thus,pathsthroughthe TFG maynotrepresent
feasibleexecutionsbecause¢hesepathsdo not respecthe
valuesof somevariables.A feasibility constraintcould be
constructedo track the possiblefinite valuesor rangesof
valuesof sucha variable,therebyeliminatingtheseinfea-
sible paths.

An exampleof afeasibility constrainis shavnin Figure4.
This constraintassureshatthe controlflow within taskT2
is followed. For instancejf the control pathinitial, p1, E,
final is followedin the TFG in Figure 2, the startstateof
theconstrainfautomatons associatevith nodeinitial and
thenpropagates$o nodepl, sincepl is notin thealphabet
of this constraint(it is notaneventin taskT2). Whenthis



statel is propagatedo nodeE, the constraintentersthe
violation statev, indicatingthatthis pathrepresentsnin-
feasibleexecution.

Each feasibility constrainthas a distinct violation state,
which signifiesthat the sequencef eventsappliedto the
constraintdoesnot correspondo ary legal behaior of the
program. The propertieso be checledfor a programand
thefeasibility constraintaarecombinednto a single prod-
uct automatorwith the following characteristics(1) The
productautomatoraccept@asequencef eventsif andonly
if this sequencés acceptedy the propertyautomaton(2)
The productautomatongoesto the violation stateif and
only if atleastoneof the constraintsggoesto its violation
state. In practice,we usean efficient approachwherethe
full productautomatoris notactuallycreated16].

The containmenproblemon thepropertyautomatoris re-
placedwith the containmentproblemon the productau-
tomaton.We saythata propertyholdssubjectto the feasi-
bility constraintsf all eventsequenceffom the TFG lan-
guagethat do not sendthe productautomatorto the vio-
lation stateare acceptedy this productautomaton.The
problemof determiningf thisis the caseis solved by data
flow analysis,which propagateshe statesof the product
automatorthroughthe TFG. This statepropagationphase
of the analysisinvolves computing,for eachnodein the
TFG, the setof productautomatastatesthat characterize
the stateof the programimmediatelyafterexecutionof the
coderepresentedly thisnode.Becausehedataflow prob-
lem solvedby statepropagations distributive, the solution
of this dataflow problemconvergesto ajoin overall paths
solution[10], andsowe needto look only atthefinal node
of the TFG to determinewhetherthe propertyholds. We
saythata propertyholdson all terminatingexecutionsof
the programif afterall violation statesarediscardedrom
thefinal nodeof the TFG, only acceptingstatef the prod-
uctautomatorarepresenthere-.

Notethattheeffectivenes®f FLAVERSIn partdepend®n

the users ability to identify the aspectf the systemthat
have to be modeledwith feasibility constraints.To facil-

itate this task, when FLAVERS determineghat the prop-
erty doesnot hold, it producesone or more samplepaths
throughthe TFG and/orsourcecode. The usercanthen
decidewhetherthesepathscorrespondo feasibleor in-

feasibleexecutionsof the system. Furthermorejf a path
correspondso aninfeasibleexecution,the reasonfor this

infeasibility often suggestsa specificconstraintthat mod-
els the aspectof the systemthat is misinterpretedn the
path. FLAVERS providesautomatedsupportfor mary of

thekindsof constraintghatareusuallyneeded.

4 ANALYSIS OF CONCURRENT JAVA PRO-
GRAMS

1As describechere,only terminatingexecutionsareconsidered.

class Threadl extends Thread class Exanpl e extends Thread
public Threadl() {...} public static void
public void run() main(String [] args)

{ {
vj ect lock = new Object();
} Threadl t1 = new Threadl();
} Thread2 t2 =
new Thread2(t1, |ock);
synchroni zed (I ock)

{

class Thread2 extends Thread

public Thread2(Thread ot her, t2.start();
Obj ect lock) {...} tl.start();
public void run() }
{ }
synchroni zed (1 ock) }

tl.join();

Figure5: Java codeexample

In thissectionwe discusgheconcurreng modelemployed
by Java, highlight the troublesomespect®of dealingwith
this modelin a static manney and describeour approach
to building modelsof Java programsin a way amenable
to FLAVERS analysis. The approachthat we take in
this modelingis to usethe feasibility constraintmecha-
nism to representhreadinteractionsin Java, as opposed
to incorporatingtheseinteractionsin the TFG asdonein
FLAVERS/Ada.

4.1 JavaModel of Concurrency

In Java, concurreny is modeledwith threads Although
the term threadis usedin the Java literatureto refer to
boththreadobjectsandthreadtypes,in this paperwe call
threadtypes thread classesand thread instancessimply
threads Figure 5 containsan examplein which thread
classeghr eadl andThr ead2 aredefinedby extendingthe
standardJava Thr ead class. Threadst 1 andt 2 of these
two respectre classesare createdand usedin the main
methodof classExanpl e.

Any Java application must contain a mai n() method,
which senesasthe “main” threadof execution. This is
theonly threadthatis runningwhenthe programis started.
Althoughthe objectcontainingthis methoddoesnot have
to extendthe Thr ead class,it is a separatehreadof con-
trol.

In Java, executionof all threads,exceptthe main thread,
is startedby calling their start () methods. Therun()

methodof athreadis never calledexplicitly butis invoked
implicitly asaresultof callingthest art () methodof this
thread. Sinceonly the main threadis runninginitially, in

multi-threadedprogramsthe main threadmustinstantiate
and start someof the other threads. Thesethreadsmay
then instantiateand start other threads. For example,in

Figure5 the main threadcreategby calling the appropri-
ate constructorsthreadt 1 of classThreadl and thread
t 2 of classThr ead2 andthenstartseachby invoking their



start() methods.

Java usessharedmemoryasthe basicmodelfor commu-
nicationsamongthreads. In addition, threadscan affect
the executionof otherthreadsin a numberof otherways,
suchasdynamicallystartinga threador joining with an-
otherthread,which blocksthe callerthreaduntil the other
threadfinishes.

The mostsignificantof the Java threadinteractionmech-
anismsis basedon monitors. A monitor is a portion of
code(usually but notnecessarilywithin asingleobject)in
whichonly onethreadis allowedto runatatime. Javaim-
plementsthis notion with synchr oni zed statementsnd
locks. EachJava objecthasanimplicit lock, which may
be used by synchroni zed statements To executea
synchroni zed statementa threadmustacquirethe lock
of the objectindicatedby this statementandit releases
thislock whenit exits thissynchr oni zed statementSince
only onethreadmay bein possessionf ary givenlock at
ary giventime, thismeanghatatmostonethreadatatime
may be executingin oneof thesynchr oni zed statements
protectedby thatlock. In Figure5, anobjectl ock of Jasa
predefinedclassbj ect is usedto createthe monitor in
which boththreadsmi n andt 2 participate.Note thatthe
identity of objectl ock hasto be corveyedto threadt 2. In
thiscasehisis doneviatheconstructonew Thread2(t1,

| ock).

Threadsmay interrupttheir executionin monitorsby call-
ing the wai t () methodof the lock objectof this moni-
tor. During executionof thewai t () method thethreadre-
leaseghe lock andbecomesnactive, therebygiving other
threadsan opportunityto acquirethis lock. Suchinactive
threadsmay be awakenedonly by someotherthreadexe-
cutingoneof thenoti fy() andnotifyA | () methodsof
thelock object. Thedifferencebetweerthesewo methods
isthatnot i f y() wakesuponearbitrarythreadfrom all the
potentiallymary waiting threadsandnot i f yAl | () wakes
up all suchthreads. Similar to callsto wai t (), callsto
thenotify() andnotifyAl | () methodsmusttake place
insidemonitorsfor thecorrespondindpcks. Both notifica-
tion methodsarenon-blocking which meanghatwhether
thereare waiting threadsor not, the naotification call will
returnandtheexecutionwill continue.

In the rest of the paperwe refer to start(), join(),
wai t (), notify(), andnotifyA | () methodsasthread
communicationmethods.

4.2 Flow Graph Model for Java

2A relatedconstructis asynchr oni zed method but theinlining per
formedin thisapproactresultsin codewith synchr oni zed statements.

3Additional threadmethodsst op() , suspend() , andresune() are
definedin JDK 1.1 but have beendeprecatedn JDK 1.2 sincethey en-
couragaunsafesoftwareengineeringractices Becausef thisandspace
limitationswe do not cover thesemethodsn this paper We discusshan-
dling thesemethodsn [14].

Dynamiccreationof threadsis a well-known problemfor
static analysis. The numberof instancesof eachthread
classmay be unbounded. For our analysiswe male the
usualassumptiorhatthereexistsaknown upperboundon
the numberof instancef eachthreadclass. Alias reso-
lution, including dealingwith method(andthreadobject)
polymorphismjs alsoanimportantissue.For thepurposes
of this papemwe assumehataliasresolutionhasbeencon-
senatively performedusingtechniquesuchas[2,9,17].

The monitorbasedmodel of communicationsbetween
threadsis significantly differentfrom the communication
mechanismsaisedby other popularconcurrenianguages,
suchasthe rendezousmodelof Ada 83 and CSPor the
messageendingmodel of Promela. The numberof dif-
ferentthreadcommunicationmethodsin Java makes the
problemof constructinghe programmodelmoredifficult
thantheonefor Ada. We solwe this problemby represent-
ing only the controlflow within individual threadsandthe
interleavings of eventsin the TFG model of the program
andusethefeasibility constraintmechanisnfor modeling
the semanticsof threadinteractions. Sincesomeof the
threadcommunicationmechanismssuch as notification,
require maintainingthe stateof mary threadssimultane-
ously, representinghesemechanismén the flow graphis
cumbersomeFeasibilityconstraintsaremorereadily suit-
ablefor capturingthis functionality. In addition,sincedif-
ferentwaysin which threadsaffect eachother’s behavior
usedifferentthreadmethods representingheir function-
ality by separatd=SAsis conceptuallysimplerthancom-
bining themall in one TFG*. Oneshortcomingpof this ap-
proachis that, in practice,increasinghe numberandsize
of feasibility constraintfrequentlyleadsto increasedime
and spacerequirementsof the FLAVERS analyses. We
view theapproachdescribechereasareasonabldrst step
toward using FLAVERS for analysisof Java. In the fu-
ture, we planto evaluatethe time andspacerequirements
of modelingthreadcommunicationswith feasibility con-
straintsandto experimentwith alternatve approaches.

As with Ada, we first createa reduced,inlined control
flow graphfor eachmethodin the program.Eachcall to a
communicatiommethodis labeledwith a tuple of theform
(o,mc), whereo is the objectowning methodm mis the
methoditself, andc is the calling thread.For example for
thecodein Figure5, thecallt 1. start in themainmethod
will be representedvith the label (t 1,start ,mai n). To
malke it easyto reasonaboutgroupsof communications,
we allow thewild-card symbol’ x’, which is usedto indi-
catethat one of the partsof the communicatioriabel can
take ary value. For example, (t ,start, x) representan
eventin which somethreadin theprogramcallsthest ar t

4Althoughnot shavn here,anotheradvantageof this approactis that
someof thesecommunicatiorconstraint€anbeincorporatednto certain
automaticallygeneratedeasibility constraints.
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Figure6: CFGtransformatiorfor wai t () methodcalls

methodof threadt. The first nodeof a threadt is la-
beled(x,begi n,t) andthe last nodeof this threadis la-
beled(x,end,t). For consisteng, we usethis labelformat
for arbitrary userspecifiedeventsaswell. For example,
the useof a variablevar thatoccursin threadt could be
labeled(x,use_var ,t).

For thepurpose®f ouranalysisadditionalmodelingis re-
quiredforwai t () methodcallsandsynchr oni zed blocks.
Becausanentranceo or exit fromasynchr oni zed block
by one threadmay influenceexecutionsof otherthreads,
we representheentranceandexit pointsof synchr oni zed

blockswith additionalnodedabeled(l ock,entry,t) and
(lock,exit,t), wheret isthethreadmodeledby theCFG
and| ock is the lock objectof the synchroni zed block.

We assumehat the threadentersthe synchronizedlock
immediatelyafterthe entry nodeis executedandexits this
block immediatelyafter the exit nodeis executed. Thus,
the entry nodeis outsidethe synchr oni zed block andthe
exit nodeis insidethis block.

The executionof awai t () methodby a threadinvolves
severalactiities. Thethreadreleaseshelock of themoni-
tor containingthiswai t () call andthenbecomesnactive.
After the threadreceves a notification, it first hasto re-
acquirethe lock of the monitor, beforeit cancontinueits
execution. To be ableto reasonaboutall theseactvities
of athread we performatransformatiorthatreplacesach
noderepresentin@wai t () methodcall with threediffer-
ent nodes,as illustratedin Figure 6. The node labeled
(lock,wai t,t) representshe execution of the wait ()
method, the node labeled (I ock,wai ting,t) represents
the threadbeingidle while waiting for a notification,and
the node labeled (1 ock, noti fied-entry,t) represents
the threadafterit receveda notificationandis in the pro-
cessof obtainingthe lock to re-enterthe synchroni zed
block. The shadedregions in the figure representthe
synchroni zed block.

The CFGsfor individual threadsarecombinednto a TFG
by usingonly the May ImmediatelyPrecedgMIP) edges,
which, asin the approactof FLAVERS/Ada,representll
possibleinterlearingsamongpairsof nodesfrom different

main
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u 3
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Figure7: TFG example

tasks.We have developedaconsenrative, preciseandcost-
effective algorithmfor generatingheseedged15] thatis
similar to our algorithmfor Ada[13]. Notethatunlike the
casefor TFGsin FLAVERS/Ada,no additionalnodesare
createdto representommunicationsamongthe program
threads. Note also that even without representinghread
communicationgxplicitly in our Java graph model, this
modelconsenatively overapproximateall possiblesxecu-
tionsof aprogram.

Figure7 shows the TFG for the programin Figure5. The
shadedregionsinclude nodesin the monitor of the pro-
gram,solid edgegrepresentontrol flow within individual
threadsanddashededgesare MIP edges.To simplify the
figure, MIP edgesbetweennodesfrom threadst 1 andt 2
arenotshawn.

4.3 Modeling Thread Communicationswith Feasibil-
ity Constraints

Although the TFG for a concurrentJava programrepre-
sentsa consenative overapproximatiorof all programbe-

haviors, it doesnot modelthreadinteractions.We model

threadcommunicationaisingfeasibility constraints.Note

that feasibility constraintamodelingsometypesof thread
interactionsn the programmay not be necessaryor con-

clusive analysisof the propertyof interest.At presentwe

allow the userto choosethe typesof threadinteractions
in the programthat areto be modeledby feasibility con-

straints.In future,we planto provide guidancen theform

of heuristics,suggestingconstructionof feasibility con-

straintsfor certainkinds of threadinteractionsdepending
ontheprogramstructureandthe propertybeingverified.

For eachthreadinteractionmechanisnpresenin JDK 1.2
we describethe correspondindeasibility constraint(sand
shav the FSA(s). Transitionsof theseFSAsaredefinedin
termsof TFG nodes We usethelabel (0, m c¢) to represent
the setof all nodesmarked with that label. We use set
operationn labelsto identify the setof nodesonwhicha
transitionis taken. (x, x, x) standsfor the setof all nodes
in the graph. For example, the self-transitionon state0
in Figure 8, marked (x, %, %) \ ((*,%,t) U (t,start, x))
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Figure8: Constrainfor st ar t
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Figure9: Constrainforj oi n

is takenupontraversalof any nodethatdoesnot represent
ary actiity performedby threadt or a call to thestart
methodof threadt .

Startconstaint

The startconstraintenforceshe requirementhata thread
cannotexecuteuntil it is startecby someotherthread.This
constraintcan be constructedor eachthreadin the pro-
gram,otherthanthe mainthread. The startconstraintfor
athreadt is shovn in Figure8. StateO modelsthe situ-
ation beforet is started. Fromthis state,the transitionto
the violation stateis takenif ary nodein threadt is tra-
versedby the analysis. After a noderepresentinga call
to themethodst art () of t is traversed(this nodehasla-
bel(t,start,s), wherethreads makesthecall), the con-
straintmakesthe transitionto statel, after which no se-
guenceof eventscanviolatethis constraint.

Using the startconstraintmakesit possibleto modeland
analyzeprogramsn whichsomethreadsnaynotbestarted
at all. The CFG for eachthreadthat may be createdis
constructedand included in the TFG, but the nodesof
this threads CFG will be traversedwithout violating this
threadsstartconstrainbnly onthoseexecutionsvherethis
threadis actuallystarted.

Join constaint

The join constraintenforcesthe requirementhat after a
threadterminatesno nodesfrom this threadcanexecute.
In addition, it modelsthe fact that a threadcalling the
j oi n() methodof anotherthreadmay proceedonly after
thislatterthreadterminatesFigure9 showsthis constraint.
State0 representshe situationwherethreadt hasnotter

(ry o, %) \ (%, %, 1)U
(o,notify,*)U
(o, notifyAll,x))

(o,notify, ) U (o,notifyAll, )

(%, %, %) \ (0,wait,t)

Figure10: Constraintfor wait-notify constructs

minated.Thetransitionto theviolation stateis takenfrom
state0 if anoderepresentingcalltothej oi n() methodof
threadt is traversed.Suchatraversalrepresentsininfea-
sible pathbecause call to j oi n() cannotterminateuntil
t is terminated. Statel representshe situationaftert is
terminated. The transitionfrom stateO to statel is taken
uponthetraversalof thefinal nodein threact . If any node
fromthreadt is traversedwhile this constrainis in statel,
thetransitionto theviolation stateis taken.

Wait-notify constaint

A wait-notify constraintmodelsthe factthat a threadcan
exit a statein which it is waiting for a notificationonly af-
ter sucha notificationcomesfrom someotherthread.This
constrainthasto be constructedor a specificthreadanda
specificmonitor. Figure10 showsthis constrainfor thread
t anda monitor for objecto. StateO containsno transi-
tions to the violation stateand representshe stateof the
threadin whichit is notwaiting for a notificationon object
0. Oncethe nodethat representshreadt makinga call
to thewai t () methodof o is traversed the constrainten-
tersstatel. While the constraintis in this state,traversal
of ary nodein threadt leadsto the violation state,which
representsghe fact that, after a threadexecutesa wai t ()
methodanduntil it recevesthecorrespondinguotification,
it staysidle. After anodecorrespondingo a call to either
anotify() oranotifyAl () methodof objecto is tra-
versed the constraintgoesbackto state0, signifying that
thethreadmaybe active now.

Becauseof the differencein semanticsof notify() and
notifyAl |l () methods,the state propagationhasto be
modified slightly to handletraversalof noti fy nodes. If
therearemultiple threadswaiting for a notificationon the
sameobject,anoti fy() methodcall notifiesonly a sin-
gle arbitrarythread.This threadmay proceedwhile other
waiting threadsmustwait for anothemotification. Thus,
if we have wait-notify constraintfor multiple threadsbout
thesamdock, andanot i f y nodefor thislock is traversed
with a stateof the productautomatorthatrepresentsg of
theseconstraintsbeing in statel, k¥ successostatesare
produced Eachsuccessostateis characterizety exactly
onewait-notify constrainithangingo state0. Thischange
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Figurel1: Monitor constraint

of the statepropagatioralgorithmis quite straightforvard
andit doesnotintroduceadditionalworst-caseomplexity.

Becausall threadswaiting for a notificationonalock are
notified by a call to thenot i f yAl | methodfor this lock,

traversalof a nodecorrespondindo sucha call resultsin

a single productautomatonstatefor eachinput product
automatorstate. In this outputstate,all wait-notify con-
straintsfor the correspondindock arein state0.

Monitor constaint

A singlefeasibility constraintanbecreatedor eachmon-
itor in the program. If a programcontainsk threadsthis
constrainthask + 2 states:oneviolation state,one state
that representshat no threadsare executingin the moni-
tor, andonestateperthreadto representhatthis threadis
executingin the monitor. We extendour label notationby
introducingsetsME, to represenall nodesnsidethemon-
itor for lock 0 andME, () to represenall nodesof threadt
insidethemonitorfor thelock o. If thethreadsaredenoted
t1, ta, ..o, t, thenME, = U%_, ME, ().

Figurellshavsthegeneraform of themonitorconstraint,
with only two stategepresentinghreadst; andt;, execut-
ing insidethe monitor shavn. StateO representshe situ-
ation whereno threadsexecutein this monitor. Thus,the
transitionsonary nodedocatedin this monitorwill leadto
theviolationstate.Oneof thethreadssayt,, mayenterthe
monitor only afterit acquiredthe lock, which is modeled
by entry andnotified-entry nodes. After one such
nodeis executed statek is entered.It correspondso the
situationwherenoneof the otherthreadsmay executein-
sideof this monitorandthreadt; maynotexecuteoutside
of this monitor. Traversalsof theseoffending nodeswill
resultin the constraintenteringits violation state. Statek
may be exited only after traversinga nodethatrepresents
threadt;, leaving this monitor. This happensvhenthread
t;, eitherleavesthesynchr oni zed blockin whichit is cur
rently executingor it executeghewai t () methodof object
0, labeled(o, exi t x,t) and(o,wai t x,t) respectiely.

Notethatthis constraininaybesimplifiedin the context of
a specificprogram. If athreaddoesnot participatein the
monitormodeledby the constraintthe statefor it doesnot
have to be createdn the constraint.Similarly, if athread,
sayt;, entersthe monitor but never executesthe wai t ()
methodfor the lock of this region, the transitionslabeled
(o,wait;,t) and(o,notified-entry;,t) donothaveto
beincluded.

5 GENERAL CONCURRENCY FAULTS IN JAVA
Geneal concuriencyfaultsreferto situationshatarecon-
sideredharmfulin concurrenprogramsywithout regardto
the specificapplication. Well-known examplesare dead-
locks and livelocks, when all or someof the threadsin
theprogramarestalled,andconcurrentef-usefaults[19].
Most of the otherconcurreng faultsidentifiedin the static
analysisliteratureareapplication-specificThis low num-
ber of generalconcurreny faultsis explainedby the fact
that most static analysisapproachesleal with high-level
rendezwusor message-sendirgpncurreng models.Jaza
providesa numberof specializedpften low-level, thread
communicationmechanisms. One implication of this is
that somecombinationsof thesecommunicationamech-
anismsmay representither erroneousor suspiciousse-
gquence®f activities. Many of thesesequencesanbede-
scribedasFSAsanddetectedisingtheapproactdescribed
in this paper Someerroneouor suspiciousactvities in-
volve countsandthuscannotbe representedvith an FSA,
but it is oftenpossibleto relaxthe specificatiorto enablea
representatioimn the FSA form.

In this section,we identify a numberof generalconcur
reng faultsin Java programs. Due to spacelimitations,
ourdiscussiorhereis brief.

5.1 Prematurej oi n() Calls

A calltothej oi n() methodof athreads prematueif this

threadhasnot beenstartedat the time of the call. In Java

suchcalls are simply ignored. The presenceof program

executionsexhibiting such behavior is alarmingbecause
this may indicatea fault in the programlogic. To detect
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Figurel2: Prematuej oi n() callsproperty
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Figure 13: Propertythat a threadcannotbe startedmore
thanoncewithout beingstoppedn between

suchquestionablesequencesye specifythe propertythat
thej oi n() methodof a threadmay not be called before
thisthreadis started Figure12 illustratesthis property

5.2 No ThreadRestarted

A call to the start() methodof a threadinitiates exe-
cution of this thread. What happendf a threadis started
twice? The answerdependon whetheror not the thread
is actve whenthest art () methodis called. If thethread
is active, exceptionl | | egal ThreadSt at e is thrown. If
the threadhas already completedits execution, the sec-
ondstart() callis simply ignored. Figure 13 shovs a
propertythatforbidsrestartinga threadwhile it is still ac-
tive. While we believe thatin most casesthe possibility
of two or morecallsto thestart () methodof a thread
representsa seriously erroneoussituation, the exception
handlingmechanismof Java lets programmerscatchthe
I'l'l egal ThreadSt at e exception,recovering from the er-
ror. While no exceptionsarethrown andthe programis not
interruptedin the secondcase,it may indicatesuspicious
logic, whereathreadis assumedo be alive while in factit
is stopped.

5.3 Waiting Forever

Onespecificcaseof livelockthatis asuspiciousiseof Jasa

concurreng mechanismss whena threadbecomesnac-

tive and never becomesactive again. This happensvhen

thethreadexecuteghewai t () methodfor thelock object

of a monitor, but is never notified andthusnever resumes
its execution. The propertystatingthat this mustnot hap-

pencannotbe specifiedasan FSA because&ountingis re-

(o, wai t, *)

(o,notifyAll, )

(o, notifyAll, )

Figure14: Thepropertythatno threadcanwait forever

quired.Sincethenot i f y() methodonly notifiesonearbi-

trary waiting thread,to representhis kind of livelock the
numberof threadshaving executedthewai t () methodof

alock objectmustbe matchedwith the numberof callsto

thenoti fy() methodof the samelock object. Notethata
specializedlataflow analysisalgorithmcanbedefinedfor

thiscasesincethenumberof threadghatcanwait for ano-

tification at the sametime is boundedby the total number
of threadsin the program. Becauseof spacelimitations,
we do notdescribehis approacthere.

The casewhereonly noti fyAl | () methodsareusedcan
berepresenteth the FSA form. The propertythatcanbe
checled for suchprogramsis shovn in Figure 14. Note
that our currentapproachis not capableof handlingthis
property Sinceterminatingexecutionsaredefinedasthose
whereall threadgerminate the executionghatviolatethis
propertywill be ignoredsincethey involve at leastone
threadwaiting forever. At presentwe areworking on ex-

tendingtheapproacho handleexecutionghatmaynotter-

minate.

5.4 No UnnecessaryNotifications

Notifications issued when no threads are waiting are
wasteful. In addition, they also may indicate suspicious
logic (e.g. wherethe programmerassumesrroneously
that somethreadsmay be waiting). FLAVERS can be

usedto determineif certaincalls to the notify() and
notifyAll () methodsare not necessaryon some exe-

cutions. Similar to the property of threadswaiting for-

ever, this property cannot be specifiedin general be-

causehandling calls to the notify() methodinvolves
counting. A wealer property can be checled that relies
onnotifyAll () methodsto determineif thereare ary

threadswaiting. This propertyis shovn in Figure15.

5.5 DeadInteractions

We call athreadinteraction,suchasa call to a communi-
cationmethodof anotherthread,deadif by the time this
interactiontakes place, the target threadhas alreadyter-
minated. Accordingto the Java semanticssuchcalls are
simply ignored.While in mary casegleadinteractionsare
notharmful,in othercaseshey couldindicateafaultin the
programlogic or unoptimalcode.Althoughthegeneratle-
scriptionof this faultis program-independénit hasto be
checledfor specificthreadinteractionmethods Figure16
shaws a propertyof deadj oi ns, wherelabel S represents
aspecifict . j oi n() methodcall.
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6 PRELIMIN ARY EXPERIMENT AL RESULTS
Before committing to a careful implementation of
FLAVERS/Jaa, we produceda prototypeto testthe fea-
sibility of this approach.Herewe presentthe initial data
from this study using three small concurrentJava pro-
grams. The FLAVERS/Jaa prototypeis implementedn
Java. The currentversionsupportsall control constructs
other than exceptionsbut doesnot supportfull semantic
analysisandinlining. While theseshortcomingsvouldim-
pedeanalysisof largerealprogramsijt waseasyto modify
our small testexamplesto enablethe tool to parsethem.
The resultsof this study are encouragingjndicating the
ability of the approachto checkpropertiesof thesepro-
gramsconclusvely in a reasonablysmall amountof time
comparableto that taken by FLAVERS/Adato analyze
similar examples.

6.1 Empirical Results

In this study we considerthreeexamples:dining philoso-
phersreaders-writersandgasstation. Thedining philoso-
phersexampleis takenfrom [4] andhasthreephilosophers.
The readers-writereexample is basedon the producer
consumemrxamplefrom [2] andhastwo readersandtwo
writers. Thisexamplewasimplementedy apersomotfa-
miliar with FLAVERS.Thegasstationexampleis therace-
free versionof [7]. It wasimplementecdby one of the au-
thors. This examplecontainstwo customerspne cashier
andonepump.

In eachof thesethreeexamplesthe threadsof control are
synchronizedprimarily by monitors. In fact, no calls to

thej oi n() methodsof threadswvereusedin ary of the ex-
amples. Thus, we checled only the generalconcurrenyg
propertiesNo thread restartedand No unnecessaryoti-
ficationsfor eachexample. PropertyNo threadrestarted
was successfullyerified for all examples. All examples
werefoundto bein violation of the No unnecessaryoti-
ficationspropertyandtherereally exist feasibleexecutions
of the programshat exhibit violation of this property No
feasibility constraintsvererequiredfor checkingfor these
two generalconcurreng faults.

In addition, for eachof the exampleswe checled two

application-specifiproperties.FLAVERS/J&a provedall

thesepropertiexconclusvely. Dueto thelack of spacewe

do not describeeachof thesepropertiesandthe detailsof

checkingthemwith FLAVERS/J&a, presentingonly the

summaryof the resultsin Figure 17. For eachexample,
we indicatethe numberof lines of codeandthe number
of nodesin the corresponding’ FG. The secondandthird

columnsgive the numberof concurreng constraints, as
describedn Sectiond, andotherfeasibility constraintge-

quiredfor the analysisrespectiely. In all caseghesead-

ditional feasibility constraintsareof two types,constraints
that model control flow in a singlethread,similar to the

constrainin Figure4 for the Ada examplein Figurel, and
constraintsthat model behaiors of selectprogramvari-

ables. The executiontime in secondss shown in the last
column and includesthe combinedtime it took to parse
Java code, constructall necessanartifacts, and run the

analysis. For our experiments,we useda Symantec]IT

compilerfor JDK 1.1onaworkstationequippedvith a266

MHz Pentiumll processoand64Mb of memory running

Windows NT.

6.2 Discussion

One interestingobsenation is that the only concurreng

constraintrequiredfor checkingpropertiesof thesethree
exampleswvasthe monitor constraint.On onehand,thisis

reasonablsinceall threaddn all examplesarestartedn a

straightfornardmannerby the mainthreadwith no events
of interesthappeningn themainthreadandno callsto the

j oi n() method.Onthe otherhand,thewait-notify mech-
anismis usedextensiely in all examplesandyet no wait-

notify constraintsvererequired. The factthat only moni-

tor constraintsvererequiredgivesushopethatin general,
for well-structuredJava programs the proposedapproach
of modelingJava concurreng with feasibility constraints
will not addtoo much overheadto the analyses.Further
experimentatiorwill be neededo testthis hypothesis.

Another obsenation is that whenever checkinga prop-

5In all casesat first we attemptedto analyzeeachpropertywithout
usingary concurreng constraintandthenwereaddingtheseconstraints
oneby one,until eithera conclusve resultwasobtainedor we wereable
to find a path that violated the propertyand correspondedo a feasible
executionof theprogram.



conc. | feas. | time,
const. | const. sec
Dining philosophers 65 loc, 98 nodes
no threadrestarted 0 0 2.24
no unnecessargotifications 0 0 2.24
no lifting left forks together 3 6 28.95
no eatingtogether 3 6 28.64
Readers-writers, 62loc, 73 nodes
no threadrestarted 0 0 1.86
no unnecessargotifications 0 0 1.83
only onewrite atatime 1 1 2.22
no readandwrite together 1 1 2.22
Gasstation, 63 loc, 68 nodes
no threadrestarted 0 0 2.24
no unnecessargotifications 0 0 2.16
norace 2 8 20.06
no pumpingwithout payment 0 1 2.47

Figurel7: Analysisresultsfor the examples

erty requiredat leastonemonitor constraintmonitor con-
straintshad to be constructedfor all lock objectsin the
example.This probablyreflectsthefactthatthe concepiof
monitorsis centralin Java concurreng andso eachmoni-
tor usedin aprogramimposesmportantrestrictionsonthe
controlflow.

In theprocesf finding out experimentallywhich concur
reng/ andfeasibility constraintsarenecessaryor conclu-
sively proving the propertiesof our examples,we discov-
eredthatin mostcasesaddingmonitor constraintsactually
improvedthe analysistime of thetool. Thereasorfor this
is thatusinga monitor constraintsignificantlyreduceghe
numberof control pathsexploredby FLAVERS/Jaa.

Checkingfor generalconcurreng faults from Section5
provedto be very straightforvard, not requiring ary fea-
sibility constraints. We believe that in the caseof the
No thread restartedpropertythis is just the result of the
straightforvardway of startingthreadsn our examples.In
the caseof the No unnecessaryatificationsproperty we
obsenedthatall examplescontainexecutionson which a
call to thenoti fyAl | () methodof a lock objectis exe-
cutedbeforeary callsto thewai t () methodof this object.

The timing datafor this analysisare quite encouraging,
given the immaturity of the analysistool. Evenwith the
large numberof feasibility constraintsneededfor check-
ing someof the propertiesof the dining philosophersand
gasstationexamples the analysistime never exceeded30
seconds. Thesetimes are comparableto thosetaken by
FLAVERS/Ada,amorematuretool, to checkAdaversions
of theseprograms.

7 CONCLUSION
We have presentedan adaptationof the FLAVERS ap-

proachfor analyzingapplication-specifipropertiesf con-
currentJava programs.With this approachthe semantics
of eachof the Java communicatiorconstructaaremodeled
with feasibility constraints.We view this approachasan
initial proposal. In factthereis a spectrumof alternatve
approachesfrom modelingall intertaskcommunications
asfeasibility constraintsaswe adwcatehere to modeling
all communicationglirectly in the flow graphrepresenta-
tion of the program. The approachdescribedhereseems
to usto be a good startingpoint, but extensive empirical
evaluationwill be neededo determinethe mostefficient
representationWe intendto undertale suchstudiesin the
future.

The proposedechniquehasthe worst-casecomplexity of
O(SN?),whereN isthenumberof eventsof interestin the
programand S is the size of the productof all finite state
automatausedin the analysis. Our experiencewith Ada
programsindicatesthatin practicethe numberandsize of
thesefinite stateautomataarenot very large. In addition,
usuallythe combinedstatespaceof theseautomatas only
afractionof their full crossproduct.It remainsto be seen
if thisis truefor Javaprogramsn general.

We have produced an initial implementation of the
FLAVERS/Jaatool andundertalenaninitial casestudyin
which we analyzeda numberof propertiesof threesmall
concurrentlava programs.Our prototypewasable of an-
alyzing theseprogramsin a reasonableamountof time.
Thesepreliminaryresultsgive ushopethatin generabnly
asmallfractionof all possibleconcurrenyg constraintfor
a programis actually neededfor checkingpropertiesof
this programconclusvely. More extensve experimenta-
tion will berequiredto supportthis hypothesis.However,
before committing to suchan in-depth casestudy of the
applicability of this approachto medium-and large-size
Java programswe will experimentwith alternatve mod-
eling approachesSubsequentlywe planon usinga large
setof real-world Javaprogramsfor comparingthefeasibil-
ity of thesemodelingapproacheandidentifying the most
promisingone.
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