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ABSTRACT
In this paperwe show how theFLAVERSdataflow anal-
ysis technique,originally formulatedfor systemsusinga
rendezvousconcurrency model,canbeappliedto thevari-
ousconcurrency modelsusedin Java programs.Thegen-
eralapproachof FLAVERSis basedonmodelingaconcur-
rentsystemasa flow graphand,usinga dataflow analysis
algorithmover this graph,staticallycheckingif a property
holdson all (or no) executionsof theprogram.Theaccu-
racy of thisanalysiscanbeiteratively improved,asneeded,
by supplyingadditionalconstraints,representedas finite
stateautomata,to thedataflow analysisalgorithm.

In this paperwe presentan approachfor analyzingJava
programsthatusestheconstraintmechanismto modelthe
possiblecommunicationsamongthreadsin Javaprograms,
insteadof representingthem directly in the flow graph
model. We also discussa numberof error-pronethread
communicationpatternsthatcanarisein Javaanddescribe
how FLAVERS canbe usedto checkfor the presenceof
these. A preliminary evaluationof this approachis car-
riedoutby analyzingsomesmallconcurrentJavaprograms
for theseerror-pronecommunicationpatternsand other,
program-specific,faults.
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1 INTRODUCTION
With the advent of Web technology, distributedprogram-

�
Thisresearchwaspartiallysupportedby theAir ForceResearchLab-

oratory/IFTDandtheDefenseAdvancedResearchProjectsAgency under
ContractF30602-97-2-0032andby theNationalScienceFoundationun-
der GrantCCR-9708184.The views andconclusionscontainedherein
arethoseof theauthorsandshouldnot beinterpretedasnecessarilyrep-
resentingthe official policies or endorsements,either expressedor im-
plied, of the National ScienceFoundation,the DefenseAdvancedRe-
searchProjectsAgency, theAir ForceResearchLaboratory/IFTD,or the
U.S.Government.

Appears in Proceedingsof the 21st International Conferenceon
Software Engineering, pp. 399– 410,May 1999.

ming, especiallyin the Java programminglanguage,is
growing rapidly in popularity. The additional complex-
ity and inherentnon-determinismof distributed systems
makesunderstandingandreasoningaboutthemextremely
difficult. Moreover, testingsuchsystemsis problematic
since, not only are there many more alternatives to ex-
plorewhentaskinterleaving is considered,but two execu-
tionsof thesameprogramwith thesametestdatamaynot
even producethe sameresults.Staticanalysistechniques
arebeingdevelopedfor distributedsystemsto complement
traditionaltestingapproaches.Thesetechniquesstatically
determineif specifickinds of faultscanoccuron any ex-
ecutionsof the system. In this paper, we describehow
theFLAVERSstaticanalysisapproachcanbemodifiedto
handlethe Java concurrency constructs. In addition, we
presenta numberof patternsof useof Java’s concurrency
constructsthat could leadto erroneousbehavior andthen
describehow themodifiedversionof FLAVERScouldbe
appliedto detecttheseproblematicor suspiciouspatterns.

FLAVERS (FLow Analysisfor VERification of Systems)
usesdataflow analysistechniquesto verify user-specified
propertiesof softwaresystems[5]. The attractivenessof
this approachis in its low-order polynomial complexity
boundsandits ability to improvetheprecisionof theanal-
ysis by incrementallyimproving the accuracy of the pro-
gram model. A prototypefor FLAVERS has beenim-
plemented,calledFLAVERS/Ada,thatanalyzesAda pro-
gramsor programmodelsthat userendezvouscommuni-
cations.

In FLAVERS/Ada, programsare modeledas trace flow
graphsthat representthepotentialflow of control through
the program,including intertaskcommunicationsand in-
terleavings. Additional information, representedasfinite
stateautomataandcalledfeasibilityconstraints, is usedto
elaboratethesemanticsof selectedaspectsof theprogram
whenneededto increasetheprecisionof theanalysis.

Theemphasisof this paperis on modelingJava programs
in a way that can be usedby FLAVERS. The modifica-
tion of the systemmodel is not trivial, since Ada and
Java usesignificantly different concurrency models. We
describeonepromisingapproachin which the semantics



of threadcommunicationsare representedwith feasibil-
ity constraints,insteadof being a part of the traceflow
graph. In addition, we discussa numberof application-
independentpatternsof threadcommunicationsthat indi-
cateerroneousor error-pronecodeanddiscussthe useof
FLAVERSfor checkingfor thepresenceof suchpatterns.
We presentan initial empirical exploration that seemsto
supportour hypothesisthat the proposedapproachis ca-
pableof efficiently checkingbothgeneralandapplication-
specificpropertiesof concurrentJavaprograms.

Thenext sectiongivesa brief descriptionof relatedwork.
Section3 gives a short overview of the FLAVERS ap-
proachfor Ada. Section4 first providesanintroductionto
theJava concurrency constructsandthenpresentsthepro-
posedprogrammodelfor Java. Section5 describessome
suspiciouspatternsof threadcommunications.We present
initial experimentalresultswith a prototypeimplementa-
tion of the proposedapproachin Section6. Finally, we
presentasummaryanddescribeour futuredirections.

2 RELATED WORK
Most work in theareaof staticanalysisof concurrentand
distributedsystemshasusedeithersynchronouscommu-
nicationmodelswith the rendezvousstyleof concurrency
or asynchronousmessage-passingcommunicationmodels.
Thesemodelsare different from the Java model, which
supportsmonitorsanda mixture of low-level threadsyn-
chronizationprimitives.

Therehasbeensomerecentwork concernedwith model-
ing Java programs.Corbett[2] describesa techniquefor
constructingcompactfinite statemodelsfor Java. This
approachrelieson a dataflow algorithmfor constructing
anapproximationof therun-timestructureof theprogram
heapthatis thenusedto reducethesizeof theconcurrency
model.Thisaliasresolutionapproachcouldalsobeusedto
reducethesizeof our traceflow graphprogrammodel. In
this paper, however, we have not focusedon theoptimiza-
tion of theprogrammodel.

DemartiniandSisto[4] describetwo modelsof Java pro-
grams. The first representsJava programswith Petri nets
and the secondrepresentsJava programswith Promela
code.Both thesemodelsareintendedto beusedfor reach-
ability analysis.While severalapproacheshave beenpro-
posedto improvetheperformanceof reachabilityanalysis,
in generaltheuseof reachabilityanalysisfor realsoftware
systemsremainsprohibitively expensive.

As analternativeto techniqueswith exponentialworst-case
bounds,suchasreachabilityanalysis(e.g.[6,8]), symbolic
model checking(e.g. [12]), and integer necessarycondi-
tions [3], dataflow analysesfor concurrentsoftwarehave
beenformulatedwith low-orderpolynomialexecutiontime
andstoragebounds. Most of thesedataflow approaches
checkapplication-independentproperties(e.g.[1,11,18]),

task body T1 is
begin
p1;
T2.E;

end T1;

task body T2 is
begin
p2;
accept E;
p3;

end T2;

Figure1: Adacodeexample

such as deadlock. FLAVERS is one of the few data
flow techniquescapableof directly checkingapplication-
specificpropertiesof concurrentsoftware. This approach
attemptsto verify the propertyof interestfor a software
systemusingan efficient low-orderpolynomialalgorithm
while giving the userthe ability to changethe amountof
detailmodeled,andthusto improvetheprecisionof there-
sults,without having to rebuild thecompletemodelof the
system.

3 FLAVERS FOR ADA
With FLAVERS/Ada,programsaremodeledby traceflow
graphs(TFGs).TheTFGfor aconcurrentprogramis based
on the control flow graphs(CFGs)for the componentsof
a system.For eachCFGwe identify thenodesthatcorre-
spondto observableactivities in the programthatan ana-
lyst wantsto reasonabout. Eachnodeis labeledwith an
event, a user-selectednameassociatedwith suchan ob-
servableactivity. To reducethe sizeof the representation
and consequentlyimprove the efficiency of the analysis,
the CFGsarerefinedto remove all nodesthat arenot la-
beledwith an event. In addition,any nodethat invokesa
procedureor functionis replacedby thereducedCFGrep-
resentationof thatroutine. In our experience,this inlining
of routinesdoesnot causea severeblow-up in the sizeof
theCFGs,sincethenodesannotatedwith eventstendto be
relatively sparse.

TheTFGfor anAdaprogramis obtainedby connectingthe
reduced,inlinedCFGsfor all tasks.Uniqueinitial andfinal
nodesthatrepresentthestartandtheendstatesof thepro-
gramrespectively areconnectedto the CFG of eachtask
in theprogram.Eachpossibletasksynchronizationis rep-
resentedby a communicationnode,which is connectedby
edgesto the appropriatenodesin the CFGsof both com-
municatingtasks. In addition, may immediatelyprecede
(MIP) edgesareaddedbetweennodesin separateCFGsto
representpossibleinterleavings of the actionsassociated
with thesenodes.Thesetof suchedgescanbecomputed
efficiently [13].

Figure1 containsatrivial exampleof Adacodethatis used
for illustrationpurposes.In thisexample,taskT1 first calls
procedurep1, then calls entry E of task T1, and finally
terminates. Task T2 first calls procedurep2, acceptsan
entry call for entry E, calls procedurep3, andfinally ter-
minates.We assumethat proceduresp1, p2, andp3 con-
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Figure2: TFG for theexamplein Figure1
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Figure3: Propertyfor theexamplein Figure1

tain no communicationstatements(i.e. entrycallsandac-
cepts).ThecorrespondingTFG is shown in Figure2. The
rectangular-shapednodesrepresentlocal computationsin
thetasks(procedurecalls in this example).Thediamond-
shapednodeslabeledinitial andfinal representthestartand
theendof theprogramcomputation.Finally, thediamond-
shapednodelabeledE representsthe rendezvousbetween
thetwo tasksonentryE. Solidedgesrepresentcontrolflow
local to thetasks,while dashededgesareMIP edges.

The setof all eventsassociatedwith a modelof the pro-
gramis thealphabetof theTFG.For theTFG in Figure2,
the eventsof interestarethe procedurecalls andthe ren-
dezvous. The language of the TFG is the setof eventse-
quencesthat occur on pathsfrom the initial nodeto the
final node.TheresultingTFG overapproximatesthesetof
possiblesequencesof theseeventsin the sensethat each
realprogramexecutionmustcorrespondto a paththrough
the graphbut somepathsin the TFG may not correspond
to any possibleexecution.

Propertiescan be describedin a numberof specification
languagesbut arerepresentedinternallyasdeterministicfi-
nitestateautomata(FSA)over theTFG alphabet.Figure3
givesa samplepropertyfor theexamplein Figure1. This
propertystatesthat on all executionsof this programthe
call to procedurep3 mustalwaysfollow thecall to proce-
durep1 (andp1 mustalwaysbe called). (Note that if the
call to p3 happensfirst, thetransitionfrom theinitial state
of thepropertyto thenon-acceptingsink state3 is taken.)

1 2 43
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p3
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E,p2,p3

Figure4: A feasibility constraintfor the examplein Fig-
ure1

The setof all eventsusedin the propertyFSA represents
the alphabetof the property. The languageof a property
is thesetof all eventsequencesacceptedby its FSA.Con-
ceptually, a propertyholdsfor a programif theprojection
of thelanguageof theTFG onthealphabetof theproperty
is containedin the languageof this property. Data flow
analysisis usedto solve this containmentproblemby in-
crementallycomputingthesetof propertyautomatastates
thatcouldbeassociatedwith theexecutionof eachnodein
theTFG.This is awell-formeddataflow analysisproblem
that canbe shown to terminate,produceconservative re-
sults,andhaveaworst-casecomplexity of

�������
	��
, where�

is the numberstatesin the propertyFSA and
�

is the
numberof nodesin theTFG.

If theanalysisfindsthatapropertyholds,thenit is guaran-
teedto bevalid on all possibleprogramexecutions.When
the analysisindicatesthat the propertydoesnot hold on
somepathsthroughtheTFG, thismaybebecausethepro-
gramis in erroror it maybebecauseall thepathsin thepro-
grammodelthatviolatethis propertydo not correspondto
feasibleprogramexecutions.For example,oneof thepos-
siblepathsin theTFGin Figure2 is initial , p1, E, final. But
this pathdoesnot representa legal executionof the pro-
grambecause,beforethis programcanterminate,taskT2
mustexecuteproceduresp2 andp3. FLAVERSprovidesa
meansfor selectively removing infeasiblepathsfrom con-
siderationby allowing the analystto add feasibility con-
straints,finite stateautomatathat modelsemanticrestric-
tionson theprogramexecutionthatarenot reflectedin the
TFG.For example,CFGs,andtheTFGsconstructedfrom
them,donotmodelthevaluesassignedto variablesduring
execution.Thus,pathsthroughtheTFGmaynot represent
feasibleexecutionsbecausethesepathsdo not respectthe
valuesof somevariables.A feasibility constraintcouldbe
constructedto track thepossiblefinite valuesor rangesof
valuesof sucha variable,therebyeliminatingtheseinfea-
siblepaths.

An exampleof afeasibilityconstraintis shown in Figure4.
This constraintassuresthatthecontrolflow within taskT2
is followed. For instance,if thecontrolpathinitial , p1, E,
final is followed in the TFG in Figure2, the startstateof
theconstraintautomatonis associatedwith nodeinitial and
thenpropagatesto nodep1, sincep1 is not in thealphabet
of this constraint(it is not aneventin taskT2). Whenthis



state1 is propagatedto nodeE, the constraintentersthe
violation statev, indicatingthat this pathrepresentsan in-
feasibleexecution.

Each feasibility constrainthas a distinct violation state,
which signifiesthat the sequenceof eventsappliedto the
constraintdoesnot correspondto any legalbehavior of the
program.Thepropertiesto becheckedfor a programand
thefeasibility constraintsarecombinedinto a singleprod-
uct automatonwith the following characteristics:(1) The
productautomatonacceptsasequenceof eventsif andonly
if this sequenceis acceptedby thepropertyautomaton;(2)
The productautomatongoesto the violation stateif and
only if at leastoneof the constraintsgoesto its violation
state. In practice,we usean efficient approachwherethe
full productautomatonis not actuallycreated[16].

Thecontainmentproblemonthepropertyautomatonis re-
placedwith the containmentproblemon the productau-
tomaton.We saythata propertyholdssubjectto thefeasi-
bility constraintsif all eventsequencesfrom theTFG lan-
guagethat do not sendthe productautomatonto the vio-
lation stateareacceptedby this productautomaton.The
problemof determiningif this is thecaseis solvedby data
flow analysis,which propagatesthe statesof the product
automatonthroughtheTFG.This statepropagationphase
of the analysisinvolvescomputing,for eachnodein the
TFG, the setof productautomatastatesthat characterize
thestateof theprogramimmediatelyafterexecutionof the
coderepresentedby thisnode.Becausethedataflow prob-
lemsolvedby statepropagationis distributive,thesolution
of thisdataflow problemconvergesto a join overall paths
solution[10], andsoweneedto look only at thefinal node
of the TFG to determinewhetherthe propertyholds. We
saythat a propertyholdson all terminatingexecutionsof
theprogramif afterall violation statesarediscardedfrom
thefinal nodeof theTFG,only acceptingstatesof theprod-
uctautomatonarepresentthere1.

Notethattheeffectivenessof FLAVERSin partdependson
theuser’s ability to identify theaspectsof thesystemthat
have to be modeledwith feasibility constraints.To facil-
itate this task,whenFLAVERS determinesthat the prop-
erty doesnot hold, it producesoneor moresamplepaths
throughthe TFG and/orsourcecode. The usercan then
decidewhetherthesepathscorrespondto feasibleor in-
feasibleexecutionsof the system. Furthermore,if a path
correspondsto an infeasibleexecution,the reasonfor this
infeasibility oftensuggestsa specificconstraintthatmod-
els the aspectof the systemthat is misinterpretedin the
path. FLAVERSprovidesautomatedsupportfor many of
thekindsof constraintsthatareusuallyneeded.

4 ANALYSIS OF CONCURRENT JAVA PRO-
GRAMS

1As describedhere,only terminatingexecutionsareconsidered.

class Thread1 extends Thread
{
public Thread1() {...}
public void run()
{

...
}

}

class Thread2 extends Thread
{
public Thread2(Thread other,

Object lock) {...}
public void run()
{

synchronized (lock)
{
t1.join();
...

}
}

}

class Example extends Thread
{
public static void
main(String [] args)
{
Object lock = new Object();
Thread1 t1 = new Thread1();
Thread2 t2 =
new Thread2(t1, lock);

synchronized (lock)
{
t2.start();
t1.start();

}
}

}

Figure5: Java codeexample

In thissectionwediscusstheconcurrency modelemployed
by Java,highlight thetroublesomeaspectsof dealingwith
this model in a staticmanner, anddescribeour approach
to building modelsof Java programsin a way amenable
to FLAVERS analysis. The approachthat we take in
this modeling is to use the feasibility constraintmecha-
nism to representthreadinteractionsin Java, asopposed
to incorporatingtheseinteractionsin the TFG asdonein
FLAVERS/Ada.

4.1 Java Model of Concurrency
In Java, concurrency is modeledwith threads. Although
the term threadis usedin the Java literature to refer to
both threadobjectsandthreadtypes,in this paperwe call
threadtypes thread classesand threadinstancessimply
threads. Figure 5 containsan example in which thread
classesThread1 andThread2 aredefinedby extendingthe
standardJava Thread class. Threadst1 andt2 of these
two respective classesare createdand usedin the main
methodof classExample.

Any Java application must contain a main() method,
which servesas the “main” threadof execution. This is
theonly threadthatis runningwhentheprogramis started.
Althoughtheobjectcontainingthis methoddoesnot have
to extendtheThread class,it is a separatethreadof con-
trol.

In Java, executionof all threads,except the main thread,
is startedby calling their start() methods. The run()
methodof a threadis nevercalledexplicitly but is invoked
implicitly asa resultof calling thestart() methodof this
thread.Sinceonly the main threadis runninginitially, in
multi-threadedprogramsthe main threadmust instantiate
and start someof the other threads. Thesethreadsmay
then instantiateand start other threads. For example, in
Figure5 the main threadcreates(by calling the appropri-
ate constructors)threadt1 of classThread1 and thread
t2 of classThread2 andthenstartseachby invoking their



start() methods.

Java usessharedmemoryasthe basicmodelfor commu-
nicationsamongthreads. In addition, threadscan affect
the executionof otherthreadsin a numberof otherways,
suchasdynamicallystartinga threador joining with an-
otherthread,which blocksthecaller threaduntil theother
threadfinishes.

The mostsignificantof the Java threadinteractionmech-
anismsis basedon monitors. A monitor is a portion of
code(usually, but notnecessarily, within asingleobject)in
whichonly onethreadis allowedto runata time. Java im-
plementsthis notion with synchronized statementsand
locks. EachJava objecthasan implicit lock, which may
be used by synchronized statements2. To execute a
synchronized statement,a threadmustacquirethe lock
of the object indicatedby this statement,and it releases
thislock whenit exits thissynchronized statement.Since
only onethreadmaybein possessionof any givenlock at
any giventime,thismeansthatatmostonethreadatatime
maybeexecutingin oneof thesynchronized statements
protectedby thatlock. In Figure5, anobjectlock of Java
predefinedclassObject is usedto createthe monitor in
which boththreadsmain andt2 participate.Note that the
identityof objectlock hasto beconveyedto threadt2. In
thiscasethisisdonevia theconstructornew Thread2(t1,
lock).

Threadsmayinterrupttheir executionin monitorsby call-
ing the wait() methodof the lock object of this moni-
tor. Duringexecutionof thewait() method,thethreadre-
leasesthelock andbecomesinactive, therebygiving other
threadsan opportunityto acquirethis lock. Suchinactive
threadsmaybe awakenedonly by someotherthreadexe-
cutingoneof thenotify() andnotifyAll() methodsof
thelock object.Thedifferencebetweenthesetwo methods
is thatnotify() wakesuponearbitrarythreadfrom all the
potentiallymany waiting threadsandnotifyAll() wakes
up all suchthreads. Similar to calls to wait(), calls to
thenotify() andnotifyAll() methodsmusttake place
insidemonitorsfor thecorrespondinglocks.Bothnotifica-
tion methodsarenon-blocking,which meansthatwhether
therearewaiting threadsor not, the notificationcall will
returnandtheexecutionwill continue.

In the rest of the paperwe refer to start(), join(),
wait(), notify(), andnotifyAll() methodsasthread
communicationmethods3.

4.2 Flow Graph Model for Java
2A relatedconstructis asynchronized method,but theinlining per-

formedin thisapproachresultsin codewith synchronized statements.
3Additional threadmethodsstop(), suspend(), andresume() are

definedin JDK 1.1 but have beendeprecatedin JDK 1.2 sincethey en-
courageunsafesoftwareengineeringpractices.Becauseof thisandspace
limitationswe do not cover thesemethodsin this paper. We discusshan-
dling thesemethodsin [14].

Dynamiccreationof threadsis a well-known problemfor
static analysis. The numberof instancesof eachthread
classmay be unbounded.For our analysiswe make the
usualassumptionthatthereexistsaknown upperboundon
the numberof instancesof eachthreadclass. Alias reso-
lution, including dealingwith method(andthreadobject)
polymorphism,is alsoanimportantissue.For thepurposes
of this paperweassumethataliasresolutionhasbeencon-
servatively performed,usingtechniquessuchas[2,9,17].

The monitor-basedmodel of communicationsbetween
threadsis significantlydifferent from the communication
mechanismsusedby otherpopularconcurrentlanguages,
suchasthe rendezvousmodelof Ada 83 andCSPor the
messagesendingmodelof Promela. The numberof dif-
ferent threadcommunicationmethodsin Java makes the
problemof constructingtheprogrammodelmoredifficult
thantheonefor Ada. We solve this problemby represent-
ing only thecontrolflow within individual threadsandthe
interleavings of eventsin the TFG modelof the program
andusethefeasibility constraintmechanismfor modeling
the semanticsof threadinteractions. Sincesomeof the
threadcommunicationmechanisms,suchas notification,
requiremaintainingthe stateof many threadssimultane-
ously, representingthesemechanismsin theflow graphis
cumbersome.Feasibilityconstraintsaremorereadilysuit-
ablefor capturingthis functionality. In addition,sincedif-
ferentwaysin which threadsaffect eachother’s behavior
usedifferent threadmethods,representingtheir function-
ality by separateFSAsis conceptuallysimplerthancom-
bining themall in oneTFG4. Oneshortcomingof this ap-
proachis that, in practice,increasingthenumberandsize
of feasibilityconstraintsfrequentlyleadsto increasedtime
and spacerequirementsof the FLAVERS analyses. We
view theapproachdescribedhereasa reasonablefirst step
toward using FLAVERS for analysisof Java. In the fu-
ture,we plan to evaluatethe time andspacerequirements
of modelingthreadcommunicationswith feasibility con-
straintsandto experimentwith alternativeapproaches.

As with Ada, we first createa reduced,inlined control
flow graphfor eachmethodin theprogram.Eachcall to a
communicationmethodis labeledwith a tupleof theform�
o 
 m 
 c � , whereo is the objectowning methodm, m is the

methoditself, andc is thecalling thread.For example,for
thecodein Figure5, thecallt1.start in themainmethod
will be representedwith the label

�
t1 
 start 
 main � . To

make it easyto reasonaboutgroupsof communications,
we allow thewild-cardsymbol’ � ’, which is usedto indi-
catethat oneof the partsof the communicationlabel can
take any value. For example,

�
t 
 start 
�� � representsan

eventin whichsomethreadin theprogramcallsthestart

4Althoughnot shown here,anotheradvantageof this approachis that
someof thesecommunicationconstraintscanbeincorporatedinto certain
automaticallygeneratedfeasibility constraints.



�
lock � wait � t �
�
lock � waiting � t �

�
lock � notified-entry � t �

�
lock � wait � t �

Figure6: CFGtransformationfor wait() methodcalls

methodof threadt. The first nodeof a threadt is la-
beled

� ��
 begin 
 t � and the last nodeof this threadis la-
beled

� ��
 end 
 t � . For consistency, weusethis labelformat
for arbitrary user-specifiedeventsas well. For example,
the useof a variablevar thatoccursin threadt could be
labeled

� ��
 use var 
 t � .
For thepurposesof ouranalysis,additionalmodelingis re-
quiredfor wait()methodcallsandsynchronized blocks.
Becauseanentranceto or exit from asynchronized block
by one threadmay influenceexecutionsof other threads,
werepresenttheentranceandexit pointsof synchronized
blockswith additionalnodeslabeled

�
lock 
 entry 
 t � and�

lock 
 exit 
 t � , wheret is thethreadmodeledby theCFG
andlock is the lock objectof the synchronized block.
We assumethat the threadentersthe synchronizedblock
immediatelyaftertheentrynodeis executedandexits this
block immediatelyafter the exit nodeis executed. Thus,
theentrynodeis outsidethesynchronized block andthe
exit nodeis insidethis block.

The executionof a wait() methodby a threadinvolves
severalactivities. Thethreadreleasesthelock of themoni-
tor containingthis wait() call andthenbecomesinactive.
After the threadreceivesa notification, it first hasto re-
acquirethe lock of the monitor, beforeit cancontinueits
execution. To be able to reasonaboutall theseactivities
of athread,weperformatransformationthatreplaceseach
noderepresentinga wait() methodcall with threediffer-
ent nodes,as illustrated in Figure 6. The node labeled�
lock 
 wait 
 t � representsthe execution of the wait()

method, the node labeled
�
lock 
 waiting 
 t � represents

the threadbeingidle while waiting for a notification,and
the node labeled

�
lock 
 notified-entry 
 t � represents

thethreadafter it receiveda notificationandis in thepro-
cessof obtainingthe lock to re-enterthe synchronized
block. The shadedregions in the figure representthe
synchronized block.

TheCFGsfor individual threadsarecombinedinto a TFG
by usingonly theMay ImmediatelyPrecede(MIP) edges,
which, asin theapproachof FLAVERS/Ada,representall
possibleinterleavingsamongpairsof nodesfrom different
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7 � t1 � join � t2 �

� � � end � t2 �

� � � begin � main �
� lock � entry � main �
� t2 � start � main �
� t1 � start � main �
� lock � exit � main �
� � � end � main �

� � � begin � t2 �
� lock � entry � t2 �

� lock � exit � t2 �

main

t1

t2

. . .

� � � end � t1 �

� � � begin � t1 �

Figure7: TFGexample

tasks.Wehavedevelopedaconservative,precise,andcost-
effective algorithmfor generatingtheseedges[15] that is
similar to our algorithmfor Ada [13]. Notethatunlike the
casefor TFGsin FLAVERS/Ada,no additionalnodesare
createdto representcommunicationsamongthe program
threads. Note also that even without representingthread
communicationsexplicitly in our Java graphmodel, this
modelconservativelyoverapproximatesall possibleexecu-
tionsof a program.

Figure7 shows theTFG for theprogramin Figure5. The
shadedregions include nodesin the monitor of the pro-
gram,solid edgesrepresentcontrolflow within individual
threadsanddashededgesareMIP edges.To simplify the
figure,MIP edgesbetweennodesfrom threadst1 andt2
arenot shown.

4.3 Modeling Thr eadCommunicationswith Feasibil-
ity Constraints

Although the TFG for a concurrentJava programrepre-
sentsa conservativeoverapproximationof all programbe-
haviors, it doesnot modelthreadinteractions.We model
threadcommunicationsusingfeasibility constraints.Note
that feasibility constraintsmodelingsometypesof thread
interactionsin theprogrammaynot benecessaryfor con-
clusive analysisof thepropertyof interest.At present,we
allow the userto choosethe typesof threadinteractions
in the programthat areto be modeledby feasibility con-
straints.In future,weplanto provideguidancein theform
of heuristics,suggestingconstructionof feasibility con-
straintsfor certainkinds of threadinteractionsdepending
on theprogramstructureandthepropertybeingverified.

For eachthreadinteractionmechanismpresentin JDK 1.2
wedescribethecorrespondingfeasibilityconstraint(s)and
show theFSA(s).Transitionsof theseFSAsaredefinedin
termsof TFGnodes.Weusethelabel

�
o 
 m 
 c � to represent

the set of all nodesmarked with that label. We useset
operationson labelsto identify thesetof nodesonwhicha
transitionis taken.

� ��
���
�� � standsfor thesetof all nodes
in the graph. For example, the self-transitionon state0
in Figure 8, marked

� ��
���
�� ������� ��
���
 t ��� � t 
 start 
�� �!�
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Figure9: Constraintfor join

is takenupontraversalof any nodethatdoesnot represent
any activity performedby threadt or a call to thestart
methodof threadt.

Startconstraint
Thestartconstraintenforcestherequirementthata thread
cannotexecuteuntil it is startedby someotherthread.This
constraintcan be constructedfor eachthreadin the pro-
gram,otherthanthe main thread.The startconstraintfor
a threadt is shown in Figure8. State0 modelsthe situ-
ation beforet is started.Fromthis state,the transitionto
the violation stateis taken if any nodein threadt is tra-
versedby the analysis. After a noderepresentinga call
to themethodstart() of t is traversed(this nodehasla-
bel
�
t 
 start 
 s � , wherethreads makesthecall), thecon-

straintmakesthe transitionto state1, after which no se-
quenceof eventscanviolatethis constraint.

Using the startconstraintmakesit possibleto modeland
analyzeprogramsin whichsomethreadsmaynotbestarted
at all. The CFG for eachthreadthat may be createdis
constructedand included in the TFG, but the nodesof
this thread’s CFG will be traversedwithout violating this
thread’sstartconstraintonlyonthoseexecutionswherethis
threadis actuallystarted.

Join constraint
The join constraintenforcesthe requirementthat after a
threadterminates,no nodesfrom this threadcanexecute.
In addition, it models the fact that a threadcalling the
join() methodof anotherthreadmay proceedonly after
thislatterthreadterminates.Figure9 showsthisconstraint.
State0 representsthesituationwherethreadt hasnot ter-
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Figure10: Constraintfor wait-notify constructs

minated.Thetransitionto theviolationstateis takenfrom
state0 if anoderepresentingacall to thejoin()methodof
threadt is traversed.Sucha traversalrepresentsaninfea-
siblepathbecausea call to join() cannotterminateuntil
t is terminated.State1 representsthe situationafter t is
terminated.The transitionfrom state0 to state1 is taken
uponthetraversalof thefinal nodein threadt. If any node
from threadt is traversedwhile thisconstraintis in state1,
thetransitionto theviolationstateis taken.

Wait-notify constraint
A wait-notify constraintmodelsthe fact that a threadcan
exit a statein which it is waiting for a notificationonly af-
ter sucha notificationcomesfrom someotherthread.This
constrainthasto beconstructedfor a specificthreadanda
specificmonitor. Figure10showsthisconstraintfor thread
t anda monitor for objecto. State0 containsno transi-
tions to the violation stateandrepresentsthe stateof the
threadin which it is notwaiting for anotificationonobject
o. Oncethe nodethat representsthreadt makinga call
to thewait() methodof o is traversed,theconstrainten-
tersstate1. While the constraintis in this state,traversal
of any nodein threadt leadsto theviolation state,which
representsthe fact that, after a threadexecutesa wait()
methodanduntil it receivesthecorrespondingnotification,
it staysidle. After a nodecorrespondingto a call to either
a notify() or a notifyAll() methodof objecto is tra-
versed,the constraintgoesbackto state0, signifying that
thethreadmaybeactivenow.

Becauseof the differencein semanticsof notify() and
notifyAll() methods,the statepropagationhas to be
modifiedslightly to handletraversalof notify nodes. If
therearemultiple threadswaiting for a notificationon the
sameobject,a notify() methodcall notifiesonly a sin-
gle arbitrarythread.This threadmayproceed,while other
waiting threadsmustwait for anothernotification. Thus,
if we have wait-notify constraintsfor multiple threadsbut
thesamelock, andanotify nodefor this lock is traversed
with a stateof the productautomatonthat represents6 of
theseconstraintsbeing in state1, 6 successorstatesare
produced.Eachsuccessorstateis characterizedby exactly
onewait-notify constraintchangingto state0. Thischange
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Figure11: Monitor constraint

of thestatepropagationalgorithmis quitestraightforward
andit doesnot introduceadditionalworst-casecomplexity.
Becauseall threadswaiting for a notificationon a lock are
notified by a call to the notifyAll methodfor this lock,
traversalof a nodecorrespondingto sucha call resultsin
a single productautomatonstatefor eachinput product
automatonstate. In this outputstate,all wait-notify con-
straintsfor thecorrespondinglock arein state0.

Monitor constraint
A singlefeasibilityconstraintcanbecreatedfor eachmon-
itor in the program. If a programcontains6 threads,this
constrainthas 6�>@? states:oneviolation state,onestate
that representsthat no threadsareexecutingin the moni-
tor, andonestateperthreadto representthat this threadis
executingin themonitor. We extendour labelnotationby
introducingsetsME A to representall nodesinsidethemon-
itor for lock o andME A �4B!� to representall nodesof threadt
insidethemonitorfor thelock o. If thethreadsaredenotedB�C

,
B 	 , ...,

B!D
, thenME A=EGF

D
HJI C ME A �,B H � .

Figure11showsthegeneralformof themonitorconstraint,
with only two statesrepresentingthreads

B C
and
B D

execut-
ing insidethe monitor shown. State0 representsthe situ-
ation whereno threadsexecutein this monitor. Thus,the
transitionsonany nodeslocatedin thismonitorwill leadto
theviolationstate.Oneof thethreads,say

B D
, mayenterthe

monitor only after it acquiredthe lock, which is modeled
by entry and notified-entry nodes. After one such
nodeis executed,state 6 is entered.It correspondsto the
situationwherenoneof theotherthreadsmayexecutein-
sideof this monitorandthread

B!D
maynot executeoutside

of this monitor. Traversalsof theseoffendingnodeswill
resultin theconstraintenteringits violation state.State6
maybe exited only after traversinga nodethat represents
thread

B D
leaving this monitor. This happenswhenthreadB D

eitherleavesthesynchronized blockin whichit is cur-
rentlyexecutingor it executesthewait() methodof object
o, labeled

�
o 
 exit D 
 t � and

�
o 
 wait D 
 t � respectively.

Notethatthisconstraintmaybesimplifiedin thecontext of
a specificprogram. If a threaddoesnot participatein the
monitormodeledby theconstraint,thestatefor it doesnot
have to becreatedin theconstraint.Similarly, if a thread,
say
B H , entersthe monitor but never executesthe wait()

methodfor the lock of this region, the transitionslabeled�
o 
 wait H 
 t � and

�
o 
 notified-entry H 
 t � do not have to

beincluded.

5 GENERAL CONCURRENCY FAULTS IN JAVA
General concurrencyfaultsreferto situationsthatarecon-
sideredharmful in concurrentprograms,without regardto
the specificapplication. Well-known examplesaredead-
locks and livelocks, when all or someof the threadsin
theprogramarestalled,andconcurrentdef-usefaults[19].
Mostof theotherconcurrency faultsidentifiedin thestatic
analysisliteratureareapplication-specific.This low num-
ber of generalconcurrency faults is explainedby the fact
that most static analysisapproachesdeal with high-level
rendezvousor message-sendingconcurrency models.Java
providesa numberof specialized,often low-level, thread
communicationmechanisms.One implication of this is
that somecombinationsof thesecommunicationsmech-
anismsmay representeither erroneousor suspiciousse-
quencesof activities. Many of thesesequencescanbede-
scribedasFSAsanddetectedusingtheapproachdescribed
in this paper. Someerroneousor suspiciousactivities in-
volve countsandthuscannotberepresentedwith anFSA,
but it is oftenpossibleto relaxthespecificationto enablea
representationin theFSA form.

In this section,we identify a numberof generalconcur-
rency faults in Java programs. Due to spacelimitations,
ourdiscussionhereis brief.

5.1 Prematurejoin() Calls
A call to thejoin() methodof athreadis premature if this
threadhasnot beenstartedat the time of thecall. In Java
suchcalls aresimply ignored. The presenceof program
executionsexhibiting suchbehavior is alarmingbecause
this may indicatea fault in the programlogic. To detect
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Figure13: Propertythat a threadcannotbe startedmore
thanoncewithout beingstoppedin between

suchquestionablesequences,we specifythepropertythat
the join() methodof a threadmay not be calledbefore
this threadis started.Figure12 illustratesthis property.

5.2 No Thr eadRestarted
A call to the start() methodof a threadinitiates exe-
cution of this thread. What happensif a threadis started
twice? The answerdependson whetheror not the thread
is active whenthestart() methodis called.If thethread
is active, exceptionIllegalThreadState is thrown. If
the threadhasalreadycompletedits execution, the sec-
ond start() call is simply ignored. Figure 13 shows a
propertythat forbidsrestartinga threadwhile it is still ac-
tive. While we believe that in mostcasesthe possibility
of two or more calls to the start() methodof a thread
representsa seriouslyerroneoussituation, the exception
handlingmechanismof Java lets programmerscatchthe
IllegalThreadState exception,recovering from the er-
ror. While noexceptionsarethrown andtheprogramis not
interruptedin the secondcase,it may indicatesuspicious
logic, wherea threadis assumedto bealivewhile in factit
is stopped.

5.3 Waiting Forever
Onespecificcaseof livelockthatis asuspicioususeof Java
concurrency mechanismsis whena threadbecomesinac-
tive andnever becomesactive again. This happenswhen
thethreadexecutesthewait() methodfor thelock object
of a monitor, but is never notifiedandthusnever resumes
its execution.Thepropertystatingthat this mustnot hap-
pencannotbespecifiedasanFSA becausecountingis re-
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Figure14: Thepropertythatno threadcanwait forever

quired.Sincethenotify() methodonly notifiesonearbi-
trary waiting thread,to representthis kind of livelock the
numberof threadshaving executedthewait() methodof
a lock objectmustbematchedwith thenumberof callsto
thenotify() methodof thesamelock object.Notethata
specializeddataflow analysisalgorithmcanbedefinedfor
thiscase,sincethenumberof threadsthatcanwait for ano-
tification at thesametime is boundedby the total number
of threadsin the program. Becauseof spacelimitations,
we donot describethisapproachhere.

Thecasewhereonly notifyAll() methodsareusedcan
berepresentedin theFSA form. Thepropertythatcanbe
checked for suchprogramsis shown in Figure14. Note
that our currentapproachis not capableof handlingthis
property. Sinceterminatingexecutionsaredefinedasthose
whereall threadsterminate,theexecutionsthatviolatethis
propertywill be ignoredsince they involve at least one
threadwaiting forever. At presentwe areworking on ex-
tendingtheapproachto handleexecutionsthatmaynotter-
minate.

5.4 No UnnecessaryNotifications
Notifications issued when no threads are waiting are
wasteful. In addition, they also may indicatesuspicious
logic (e.g. where the programmerassumeserroneously
that somethreadsmay be waiting). FLAVERS can be
usedto determineif certain calls to the notify() and
notifyAll() methodsare not necessaryon someexe-
cutions. Similar to the propertyof threadswaiting for-
ever, this property cannot be specified in general be-
causehandling calls to the notify() method involves
counting. A weaker propertycan be checked that relies
on notifyAll() methodsto determineif thereare any
threadswaiting. This propertyis shown in Figure15.

5.5 DeadInteractions
We call a threadinteraction,suchasa call to a communi-
cationmethodof anotherthread,dead if by the time this
interactiontakes place, the target threadhasalreadyter-
minated. Accordingto the Java semantics,suchcalls are
simply ignored.While in many casesdeadinteractionsare
notharmful,in othercasesthey couldindicateafault in the
programlogic or unoptimalcode.Althoughthegeneralde-
scriptionof this fault is program-independent, it hasto be
checkedfor specificthreadinteractionmethods.Figure16
shows a propertyof deadjoins, wherelabel

�
represents

a specifict.join() methodcall.
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6 PRELIMIN ARY EXPERIMENT AL RESULTS
Before committing to a careful implementation of
FLAVERS/Java, we produceda prototypeto test the fea-
sibility of this approach.Herewe presentthe initial data
from this study, using three small concurrentJava pro-
grams. The FLAVERS/Java prototypeis implementedin
Java. The currentversionsupportsall control constructs
other than exceptionsbut doesnot supportfull semantic
analysisandinlining. While theseshortcomingswould im-
pedeanalysisof largerealprograms,it waseasyto modify
our small testexamplesto enablethe tool to parsethem.
The resultsof this study are encouraging,indicating the
ability of the approachto checkpropertiesof thesepro-
gramsconclusively in a reasonablysmall amountof time
comparableto that taken by FLAVERS/Ada to analyze
similarexamples.

6.1 Empirical Results
In this study, we considerthreeexamples:dining philoso-
phers,readers-writers,andgasstation.Thediningphiloso-
phersexampleis takenfrom[4] andhasthreephilosophers.
The readers-writersexample is basedon the producer-
consumerexamplefrom [2] andhastwo readersandtwo
writers.Thisexamplewasimplementedby apersonnotfa-
miliar with FLAVERS.Thegasstationexampleis therace-
freeversionof [7]. It wasimplementedby oneof the au-
thors. This examplecontainstwo customers,onecashier,
andonepump.

In eachof thesethreeexamplesthe threadsof control are
synchronizedprimarily by monitors. In fact, no calls to

thejoin() methodsof threadswereusedin any of theex-
amples. Thus,we checked only the generalconcurrency
propertiesNo thread restartedandNo unnecessarynoti-
ficationsfor eachexample. PropertyNo threadrestarted
wassuccessfullyverified for all examples. All examples
werefound to be in violation of theNo unnecessarynoti-
ficationspropertyandtherereallyexist feasibleexecutions
of theprogramsthatexhibit violation of this property. No
feasibility constraintswererequiredfor checkingfor these
two generalconcurrency faults.

In addition, for eachof the exampleswe checked two
application-specificproperties.FLAVERS/Java provedall
thesepropertiesconclusively. Dueto thelackof space,we
do not describeeachof thesepropertiesandthedetailsof
checkingthemwith FLAVERS/Java, presentingonly the
summaryof the resultsin Figure17. For eachexample,
we indicatethe numberof lines of codeand the number
of nodesin thecorrespondingTFG. Thesecondandthird
columnsgive the numberof concurrency constraints5, as
describedin Section4, andotherfeasibility constraintsre-
quiredfor theanalysis,respectively. In all casesthesead-
ditional feasibility constraintsareof two types,constraints
that modelcontrol flow in a single thread,similar to the
constraintin Figure4 for theAdaexamplein Figure1, and
constraintsthat model behaviors of selectprogramvari-
ables.The executiontime in secondsis shown in the last
column and includesthe combinedtime it took to parse
Java code, constructall necessaryartifacts, and run the
analysis. For our experiments,we useda SymantecJIT
compilerfor JDK 1.1onaworkstationequippedwith a266
MHz PentiumII processorand64Mb of memory, running
WindowsNT.

6.2 Discussion
One interestingobservation is that the only concurrency
constraintrequiredfor checkingpropertiesof thesethree
exampleswasthemonitorconstraint.On onehand,this is
reasonablesinceall threadsin all examplesarestartedin a
straightforwardmannerby themainthread,with noevents
of interesthappeningin themainthreadandnocallsto the
join() method.On theotherhand,thewait-notify mech-
anismis usedextensively in all examplesandyet no wait-
notify constraintswererequired.The fact thatonly moni-
tor constraintswererequiredgivesushopethatin general,
for well-structuredJava programs,the proposedapproach
of modelingJava concurrency with feasibility constraints
will not add too muchoverheadto the analyses.Further
experimentationwill beneededto testthis hypothesis.

Another observation is that whenever checkinga prop-

5In all casesat first we attemptedto analyzeeachpropertywithout
usingany concurrency constraintsandthenwereaddingtheseconstraints
oneby one,until eithera conclusive resultwasobtainedor we wereable
to find a path that violated the propertyandcorrespondedto a feasible
executionof theprogram.



conc. feas. time,
const. const. sec

Dining philosophers, 65 loc, 98 nodes
no threadrestarted 0 0 2.24
no unnecessarynotifications 0 0 2.24
no lifting left forks together 3 6 28.95
no eatingtogether 3 6 28.64

Readers-writers, 62 loc, 73 nodes
no threadrestarted 0 0 1.86
no unnecessarynotifications 0 0 1.83
only onewrite ata time 1 1 2.22
no readandwrite together 1 1 2.22

Gasstation, 63 loc, 68nodes
no threadrestarted 0 0 2.24
no unnecessarynotifications 0 0 2.16
no race 2 8 20.06
no pumpingwithoutpayment 0 1 2.47

Figure17: Analysisresultsfor theexamples

erty requiredat leastonemonitorconstraint,monitorcon-
straintshad to be constructedfor all lock objectsin the
example.Thisprobablyreflectsthefactthattheconceptof
monitorsis centralin Java concurrency andsoeachmoni-
tor usedin aprogramimposesimportantrestrictionsonthe
controlflow.

In theprocessof findingoutexperimentallywhichconcur-
rency andfeasibility constraintsarenecessaryfor conclu-
sively proving the propertiesof our examples,we discov-
eredthatin mostcasesaddingmonitorconstraintsactually
improvedtheanalysistime of thetool. Thereasonfor this
is thatusinga monitorconstraintsignificantlyreducesthe
numberof controlpathsexploredby FLAVERS/Java.

Checkingfor generalconcurrency faults from Section5
proved to be very straightforward, not requiringany fea-
sibility constraints. We believe that in the caseof the
No threadrestartedpropertythis is just the result of the
straightforwardwayof startingthreadsin ourexamples.In
the caseof the No unnecessarynotificationsproperty, we
observedthatall examplescontainexecutionson which a
call to the notifyAll() methodof a lock object is exe-
cutedbeforeany callsto thewait() methodof thisobject.

The timing data for this analysisare quite encouraging,
given the immaturity of the analysistool. Even with the
large numberof feasibility constraintsneededfor check-
ing someof the propertiesof the dining philosophersand
gasstationexamples,theanalysistime never exceeded30
seconds. Thesetimes are comparableto thosetaken by
FLAVERS/Ada,amorematuretool, to checkAdaversions
of theseprograms.

7 CONCLUSION
We have presentedan adaptationof the FLAVERS ap-

proachfor analyzingapplication-specificpropertiesof con-
currentJava programs.With this approach,the semantics
of eachof theJava communicationconstructsaremodeled
with feasibility constraints.We view this approachasan
initial proposal. In fact thereis a spectrumof alternative
approaches,from modelingall intertaskcommunications
asfeasibilityconstraints,asweadvocatehere,to modeling
all communicationsdirectly in the flow graphrepresenta-
tion of the program. The approachdescribedhereseems
to us to be a goodstartingpoint, but extensive empirical
evaluationwill be neededto determinethe mostefficient
representation.We intendto undertake suchstudiesin the
future.

Theproposedtechniquehasthe worst-casecomplexity ofKL���M�N	O�
, where

�
is thenumberof eventsof interestin the

programand
�

is thesizeof the productof all finite state
automatausedin the analysis. Our experiencewith Ada
programsindicatesthat in practicethenumberandsizeof
thesefinite stateautomataarenot very large. In addition,
usuallythecombinedstatespaceof theseautomatais only
a fractionof their full crossproduct.It remainsto beseen
if this is truefor Javaprogramsin general.

We have produced an initial implementation of the
FLAVERS/Javatool andundertakenaninitial casestudyin
which we analyzeda numberof propertiesof threesmall
concurrentJava programs.Our prototypewasableof an-
alyzing theseprogramsin a reasonableamountof time.
Thesepreliminaryresultsgiveushopethatin generalonly
a small fractionof all possibleconcurrency constraintsfor
a programis actually neededfor checkingpropertiesof
this programconclusively. More extensive experimenta-
tion will berequiredto supportthis hypothesis.However,
beforecommitting to suchan in-depthcasestudy of the
applicability of this approachto medium-and large-size
Java programs,we will experimentwith alternative mod-
eling approaches.Subsequently, we planon usinga large
setof real-world Javaprogramsfor comparingthefeasibil-
ity of thesemodelingapproachesandidentifying themost
promisingone.
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