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ABSTRACT

In this paper we extendthe dataflow basedfinite stateverificationapproachusedin FLAVERS soit is applicableto infinite
aswell asfinite executions.We first describethe previously developedalgorithmthatis usedto checkpropertiesspecifiedin
regular language®n finite executionsof distributed systems.We then presentwo new algorithmsthat enableFLAVERS to
checksafetyor livenesgropertieson infinite executionsof distributedsoftwaresystems.

The attractvenesof FLAVERS s in its low-order polynomialcompleity bounds,its ability to derive the model of ex-
ecutablebehaior automaticallyfrom a programs sourcecode, andits ability to improve the precisionof the analysisby
incrementallyimproving the accurayg of the programmodel. All thesefeaturesare presered in the proposedextensions.
Theseextensionsapplyto the existing FLAVERS prototypedor analysisof both AdaandJava programs.
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1 INTRODUCTION

Finite stateverificationtechniqguesanbe usedfor detectingthe presencer proving the absencef certainkinds of errorsin
softwaresystemsTheseapproachearebasednreasoningboutafinite, abstractednodelof asystemsbehaiors. FLAVERS
(FLow Analysisfor VERIfication of Systems)s a finite stateverificationapproacthat usesdataflow analysistechniquego
verify userspecifiedpropertiesof sequentialand concurrentsoftware systemg11,12]. FLAVERS is capableof verifying
propertiesaboutsequencesf events,wherethe eventsarerecognizableactionsin the programandthe sequencesare either
translatednto or specifieddirectly asa finite stateautomaton(FSA). The attractvenesof this approachis in its low-order
polynomialcomplexity boundsiits ability to derive the modelof executablebehavior automaticallyfrom a programs source
code,andits ability to improve the precisionof the analysisby incrementallyimproving the accurag of the programmodel.
FLAVERS prototypeshave beendevelopedfor Ada[11] andJava[16].

To date,FLAVERS hasbeenrestrictedto consideringprogramswith only finite executions. This is a seriouslimitation,
becausein practice distributedsystemsarefrequentlyintendedto executeinfinitely. In this paperwe proposetwo extensions
to the FLAVERS analysisalgorithmthatallow FLAVERSto checkpropertieson softwaresystemswith infinite executions.

Traditionally, verificationpropertiehave beerclassifiednto two broadcateyories:safetyandlivenesg1,3]. Thedistinction
is that safetypropertiesarefinitely refutableandlivenesgropertiesare never finitely refutable. Intuitively, a safetyproperty
specifieghatanundesirablestateof the systemis never reachedanda livenesgropertyspecifieshat a desirablestateof the
systemis eventuallyreachedn all executions.
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Any propertycanbe represente@sa union of a safetypropertyanda livenesgproperty[2]. Any propertychecled only
on finite executionsof a systemis a safetyproperty sincethe so-called‘undesirable”stateof the systemcan be viewed as
theterminalstaté wherethe predicateof interesteitherholdsor doesnt hold. Safetypropertiesarealsoa concernfor infinite
executionswhenthe propertyis finitely refutable.Thus,a propertythatcanbe provedby examiningall finite executiontrace
prefixeswould be suchan infinite safetyproperty In this paperwe focuson extendingFLAVERS to handleboth safetyand
livenesspropertiedor infinite executions.

Our extensionfor checkingsafetypropertieson infinite executionsis very simpleandrequirestwo small modificationsto
the original FLAVERS’ approach:(1) a modificationof the propertyrepresentatiomnd (2) a simple changein the analysis
algorithm,wherepropertyviolationsarechecled not only in the terminalstateof the systembut alsoat relevantintermediate
pointsof systemexecution.

Our extensionfor checkinglivenesgropertiesvith FLAVERS is basedon representinghe propertyof interestasa Biichi
automaton[22] and computingthe statesthat this automatoncan be in at different points of the programexecution. This
computationis carriedout by the samedataflow algorithmthat FLAVERS usesfor checkingpropertieson finite executions.
After thatwe determindf thegraphcontaingnfinite pathswith suffixesonwhichthepropertyBiichiautomatomeverentersan
accepstate.An existenceof suchapathsignifiesthatthe propertyrepresentetly theautomatordoesnothold ontheexecution
of the systemcorrespondingo this paththroughthe graph.Checkingthis is basedon computingmaximalstrongly-connected
componentsn the derivedrepresentationf the program.This algorithmcould alsobe appliedto safetypropertiedor infinite
executionshut its worst-caséoundis largerthanthatof thealgorithmspecializedor safetypropertieon infinite executions.

Our algorithmfor checkingsafetypropertieson infinite executionsusesa form of FSA-basedropertyspecificationused,
for example,in [7] and makesa fairly obvious changeto the original dataflow algorithmof FLAVERS. Our algorithmfor
checkinglivenesspropertiess similar to the existing algorithmsusedby modelchecking[9] andreachabilityanalysis[5, 13]
approachesDespitethesesimilarities,we make severalimportantcontributions. First, our proposedextensionsmaintainthe
currentstrong points of FLAVERS, using an efficient dataflow algorithm, automaticallydealingwith software systemsat
the implementatiorievel (althoughFLAVERS can handlehigh-level specificationsaaswell [17]), and giving the analystthe
opportunityto improve the precisionof the analysisincrementallyby deferringthe modelingof certainfeaturesof the system
until it becomesglearthatsuchmodelingis necessarySecondwe canusethe existing FLAVERS framawork for specifying
fairnessor otherconditionsthatshouldbe assumedluring infinite executionsof the system.Finally, we do notassumehatall
loopsin the threadsof control of the systemcanexecuteinfinitely. Insteadthe analysthasthe meansof specifyingwhich of
thethreadlioopscanor cannotexecuteinfinitely.

For corveniencewe introducethe following abbreviations. We will referto the original algorithmof FLAVERS[11] as
finite executionsor FE, algorithm;to the proposedalgorithmfor checkingsafetypropertieson infinite executionsassafetyinfi-
nite executionsor SIE, algorithm;andto the proposedilgorithmfor checkinglivenesgropertiesaslivenessnfinite executions
or LIE, algorithm.

In thenext sectionwe give a brief overview of theexisting techniquedor checkinglivenesgpropertieoninfinite executions
of softwaresystems.In Section3 we describethe FE algorithm. Section4 describeghe specificationof safetypropertieson
infinite executionsand introducesthe SIE algorithm. In Section5 we describethe specificationof livenesspropertiesand
introducethe LIE algorithm. In Section6 we discusssometheissuegelatedto fairnessconditionsandincrementalprecision
improvementsFinally, in Section?7, we outline directionsfor futurework.

2 RELATED WORK

There exists a considerableamount of work on finite state verification approachedor verifying concurrentsystems.
Therearefour major approacheso finite stateverification: reachabilityanalysis,necessargonditions,modelchecking,and
dataflow analysisapproachesln this sectionwe describethe way in which somerepresentati finite stateverificationtech-
nigueshandlepropertieson infinite executions.

SPIN[13] is areachabilityanalysistechniquethatacceptgpropertiesxpressedn lineartemporallogic (LTL) andfocuses
on systemswith asynchronougoncurreng control. Eachof the threadsof controlin the software systemis modeledwith
a Buichi automatonandthe negation of a propertyis also representeds a Biichi automaton.All theseBichi automataare
combinedin a synchronousross-productwith the worst-casesize of this automatonbeing exponentialin the numberof
threadsof control. If the languageof the resultingBiichi automatoris non-emptyit meanshatthe propertycanbe violated.
Thiscanbedeterminedn timelinearin thenumberof statesaandtransitionsn thecombinedBiichi automatorby performingthe
Tarjandepth-firstsearchalgorithm[20] for constructingall strongly-connectedomponentslf thereexistsareachabletrongly-
connectedomponenthatcontainsatleastoneacceptingtate areachablecceptanceycle exists,andsothepropertyviolation
is found. The compleity of SPINanalysiss O(S + V'), whereS is the numberof statesn the productBichi automatorand
V' is thenumberof transitionsin this automaton.

lwithout lossof generalitywe canassumehatthereis a singleterminalstate.



EnhancedCompositionaReachabilityAnalysis (ECRA) [8] works similarly to SPIN.ECRA computesa crossproductof
automatan a compositionalway, “hiding” someof the transitionsandthus,potentially reducingthe sizeof the crossproduct
automatonFor safetypropertiesECRA uses-SAsto represenall threadf controlaswell asto representhe property which
is augmentedvith a specialtrapstatethatrepresentpropertyviolations. After the FSAsfor the propertyandthreadof control
arecomposednto a single cross-producautomatonthe propertyis violatedif this cross-producautomatorncontainsa trap
state.Theanalysisof livenesgropertiesvith ECRA is donein a similarway [5], usingBichi automatansteadof FSAs. The
propertyis consideredo beviolatedif thereis areachablestrongly-connectedomponentn the productBiichi automatorthat
doesnot containtransitionsto acceptingstateof this automatonCorwversely if eachreachabletrongly-connectedomponent
containsat leastonetransitioninto anacceptingstateof the productautomatonthe propertyholds. The latter holdstrue only
undera relatively strongfairnessassumptiorthat eachtransitionin a reachablestrongly-connectedomponenis eventually
executedf this strongly-connectedomponents executedforever (the semantic®f thedistributedsystemdor which ECRA s
designednakethisassumptiompossible) Theworst-caseompleity of ECRAIs thesameasthatof SPIN,but agoodselection
of thedecompositiorof the systemmodelmayresultin significantreductiondn the sizeof the productautomatorin practice.

Necessargonditionsanalysig10] generates setof integerlinearinequalitiesthatrepresentsaecessargonditionsfor the
existenceof legal executionsfor systemswith synchronougoncurreng control. The necessargonditionsexpressconstraints
on the numberof timescertainsystemeventstake placerelative to othersystemevents. The negationof the propertyis also
representedsa setof inequalities. For infinite executions,someof the constraintsare computedusing strongly-connected
component®f Biichi automatawhereeachautomatorrepresents threadof controlin the system. For livenesgroperties,
someadditionalinequalitieshave to be introduced. Integerlinear programmings usedto solve this setof inequalities.If no
solutionof thesetof inequalitiesexists, the propertyholdson all executionsof the system.This approachs NP-hardin thesize
of the systemof integerinequalitiesthathasto be solved. In practice this approachs oftenvery efficient, althoughit doesnot
appeatto be applicableto asynchronousommunicatiormechanisms.

Modelchecking[9] doesnot make a cleardistinctionbetweersafetyandlivenesgpropertiesin this approachit is assumed
thatall executionsof the systemareinfinite andpropertiesarerepresenteéh computatiortreelogic (CTL). To provea CTL
formula F', modelcheckingconstructsa Kripke structure[14] for the system. This Kripke structurerepresentshe setof all
reachablestatesof the systemandthusthe numberof its statess exponentialin the numberof threadsof controlandmodeled
variables. The goal of modelcheckingis to checkwhetheror not formula F' holdsin the startstateof the Kripke structure,
which signifiesthatit holdsfor all possibleexecutionsof the system.

In generalthe compleity of modelcheckingis O((V + E) f), where f is the sizeof the CTL formularepresentinghe
property V is the numberof statesand E is the numberof transitionsin the Kripke structure. The algorithmfor checking
livenesgropertiesnvith FLAVERSthatwe proposen this paperis quite similar to this specificcaseof modelchecking.

3 THE FE VERSION OF FLAVERS

In this sectionwe introducethe FSA-basedproperty specificationusedby FLAVERS, give a very high-level overview of
FLAVERS,andthenpresenthe FE algorithm.

3.1 RepresentingFE Properties

FLAVERS usesan event-basediiew of the software systembeinganalyzed.In this view, userselectechamescalledevents
areassociateavith obsenableactiities of interestin the systemandthenall potentialexecutionsof the systemarerepresented
assequencesf theseevents.For example,bothavariableassignmenéanda methodcall could be examplesof events.

A numberof formalismsfor specifyingpropertiehave beenproposedincludingtemporalogics[9,19], processlgebrag4,
15], andvariousformsof regularlanguageandfinite stateautomatd18,21]. FLAVERSusedeterministidinite stateautomata
for specifyingpropertieso be checledon terminatingexecutionsof a system.

A deterministid=SA canberepresentedsatuple (S, so, X, d, A). S is thesetof all statesof theFSA, includingtheunique
startstatesg. X is calledthe alphabetof the FSA andincludesall eventsusedby this FSA. § is a total transition function
S x ¥ — S thatrepresentsll event-basedransitionsbetweenthe statesof the FSA. We dealwith total FSAs,which means
thatfrom ary statethereis atransitionbasedon eacheventfrom the alphabet. We write 6(s, e) = s’ to indicatethatthereis a
transitionfrom states to states’ basedon evente. Finally, A is the setof acceptstates{a,, as, ...,ap}, V1 < i < p,a; € S.
A traceof anFSA onaneventsequencey = ey, es, ..., €, IS asequencef statessy, s, -.-, s, Wheresg is the startstateand
forarny i,1 < i < n, thereis atransitionfrom s;_; to s; on evente;. A sequencef eventse, ..., e,, is acceptedy P if the
laststatein the correspondingraceof this automatoris anacceptstate:s,, € A. An exampleof anFSA s givenin Figurel.
This FSAhastwo statess, ands;, andsoS = {sg, 51 }. States, is thestartstate which is denotedby anarrow with no origin,
andalsoanacceptstate asdenotedoy concentriccircles. Thealphabebf this FSAis {open, close, C}. Thereis atransition
from statesg to states; basedon eventopen. Graphically we may represenseveraltransitionsfrom states to states’ with a

2For corveniencewe introducea singletrap statethatis the destinatiomodeof all “ille gal” transitionsintroducecdto make the FSA total.



close, C open, C

Figurel: An exampleFSA or Buchiautomaton

singlearrow thatis labeledwith alist of eventsonwhichall thesetransitionsarebased For example,in Figurel the self-arrav
on states; is labeledopen, C andthusrepresent$wo transitions,d(s1,open) = s; andd(s1,C) = s;. This FSA accepts
thesequencepen, C, close, becausét hasatraceso, s1, s1, so Onthis sequencandthe laststatein this sequencesy, is an
acceptstate.

We call the setof propertieghatcanbe specifiedasan FSA regular eventsequencingroperties Sucha propertyholdsfor
asystemif for any terminatingexecutionof this systemthe sequencef eventsobsenedon this executionputsthe FSAin an
accepistate.

3.2 Overview of the FE Approach

FLAVERS modelsthe software systemunderanalysisasa Trace Flow Graph (TFG). The TFG is basedon the control flow
graphg CFGs)for thecomponentsf thesystemwherethenodesn the TFG maybelabeledwith events.We call thecollection
of all eventswith whichthenodesof the TFG arelabeledthealphabetof this TFG. To reducethe sizeof therepresentatiorthe
CFGsarerefinedto remove all nodesthatarenotlabeledwith aneventor thatdo not affectthe sequencin@f events.Thus,the
resultingrefined CFGscorrectly captureall possiblesequencesf eventsassociatedvith their correspondinggomponent.At
presentFLAVERS handlesinterprocedurakystemsby in-lining calledroutines. Sincenodeswith eventsareusuallya small
subsetof all the nodesin the original CFG, the refinedCFG is typically much smallerthanthe original CFG. Thus,in our
experiencejn-lining of refinedCFGsusuallydoesnot causea severeblow-up in the sizeof the CFGrepresentation.

The TFG for a concurrentsystemis obtainedby connectingthe refined, in-lined CFGsfor all threadsof control with
additionalnodesand edges. Uniqueinitial andfinal nodesrepresenthe startandthe end statesof the systemrespectiely.
In addition, dependingon the concurreng semanticof the systembeingmodeled,the TFG may include specialnodesthat
representommunicatioramongthethreadf control. In all casesspecialedgeghatrepreseninterleavingsof eventsfrom the
thread=f controlexecutingin parallelareaddedo the TFG. Eachpathfrom theinitial to thefinal nodein the TFG represents
a sequencef eventsthat occuron the nodesalongthis path. The TFG is a conservativaepresentationf the sequencesf
eventsthatcould occuralonga systemexecution.Thatis, any sequencef eventsin the TFG alphabethatcould occurduring
executionof the systemis representethy somepathin the TFG with a correspondingventsequenceHowever, the corverse
is not true, since CFGsandthus TFGs may containa numberof infeasiblepaths which do not correspondo ary system
executions.

Formally, aTFGis alabeleddirectedgraphG = (N, E, ninitial , Ninal, 2, L), whereN is thesetof graphnodes E is theset
of edgesniniia € IV, nsinal € IV aretheinitial andfinal nodes X is analphabebf eventlabelsassociateavith the graph,and
L : N — Y isafunctionthatlabelssomeof the nodesof the graphwith aneventdrawvn from this alphabetFor corvenience
in presentinghealgorithms with eachnoden in the TFG, we associat@ setPred(n) containingall predecessorsf n.

A propertyspecifiedasan FSA holdsfor asystemif this FSAacceptsventsequencebr all pathsthroughthe TFG for this
system.FLAVERS usesthe dataflow based~E analysisalgorithmto solve this problem.This is doneby associatingtatesof
thepropertyFSAwith the nodesof the TFG. We usea forward-flov dataflow algorithmwherestatesare propagatedrom one
nodeto anotheydependingon the FSA transitionfunction associatedvith the eventsthatareencountereih the TFG. Thus,a
states is associatedvith noden if andonly if thereis a pathfrom theinitial nodeof the TFG to n thatencountersa sequence
of eventsthatdrivesthe propertyFSA to states whenthe pathreaches:. Note thatsincemultiple pathsmay exist from the
initial nodeto noden, a setof propertystatesmay be associatedavith eachnode. The iterative worklist algorithm continues
to propagatestatesto nodesin the TFG until it reachesa fixed point, whereno additionalstatescanbe associatedavith TFG
nodes.The outcomef this analysisareeitherthat(1) the setannotatinghefinal nodeof the TFG containsonly acceptstates
of theFSA, indicatingthatthe propertyholdsonall executionsof thesystemor (2) the setannotatinghefinal nodeof the TFG
containsatleastonenon-accepstateof the FSA, which meanghatthe propertymay nothold on someexecutions.

Thealphabebdf thepropertymustbeasubsebf theeventsin thealphabebtftheTFG: X C Y. Torepresenthefactthatthe
property“ignores”theeventsnotin X, we canmodify thetransitionfunctionof the FSA to containself-transitionson all states
of thepropertyfor all eventsthatarein the TFG alphabebut notin theFSAalphabet¥s € S,Ve € (X¢ \ X),d(s,e) = s. As
aresultof this modification,the alphabebf the propertybecome®qualto the alphabebf the TFG: X = Y.



If the analysisfinds that a property holds on all pathsthroughthe TFG, thenit is guaranteedo hold on all possible
executionsof the system.Whentheanalysisndicateshatthe propertydoesnot hold on somepathsthroughthe TFG, this may
be becausdhe systemis in erroror it may be becausaill the pathsin the systemmodelthatviolate this propertycorrespond
to infeasiblepaths. FLAVERS providesa meandfor selectvely remaoving infeasiblepathsfrom consideratiorby allowing the
analystto addfeasibility constrints finite stateautomatahat modelsemanticrestrictionson the systems executionthatare
notreflectedn the TFG. For example,CFGs,andthe TFGsconstructedrom them,typically do not modelthevaluesassigned
to variablesduring execution. Thus, pathsthroughthe TFG may not representeasibleexecutionsbecausehesepathsdo not
respecthe valuesof somevariables.A feasibility constraintcould be constructedo track the possiblefinite valuesor ranges
of valuesof sucha variable,therebyeliminating someor all infeasiblepaths. Formally, a constraintautomatonis an FSA
C = (S¢,s¢,%¢,00,cc), wherece is auniguecrashstate.

The crashstateof a feasibility constraintsignifiesthatthe sequencef eventsappliedto the constraintdoesnot correspond
to ary legal behavior of the system.For ary statet € S andary evente € ¢, 6c(t,e) = c¢ if andonly if observingevent
e at statet doesnot correspondo ary legal behaior of the constraint.The crashstateis a sink, which meanghatthereareno
transitionsrom this stateto any otherstatein theconstraint Whenfeasibility constraintareused,nsteadof propagatingtates
of the propertyautomatorthroughthe TFG, the FE algorithmpropagatesuplesof statesvhereeachtuple hasanelementhat
represents stateof the propertyandanelementor a stateof eachof the constraintsMore preciselytupleT = (p, c1, ..., k),
wherep € Sp,¢; € S¢,,V1 < i < k andthestart tupleTj is thetuple (sp, s¢,, ---, 8¢, ). If oneof theelementsn atuple
represents crashstatefor a constraintthis tupleis not propagatedbeyondthis node.

Similarto thecasewherenofeasibility constraintareused the FE algorithmrunsuntil it reaches fixedpoint, afterwhich
the statesof the propertyannotatinghefinal TFG nodedeterminenvhetherthe propertyholdson all executionsof the system.

In the following, we refer to the collection consistingof the TFG, property automatonP, and the constraintautomata
C4, ..., C, asananalysisproblem Similar to extendingthe alphabebf the property we extendthe alphabet®f all constraints
to includeall eventsin thealphabebf the TFG:Vi,1 <i < k,Ve € (Zg \ Z¢;),Vs € S¢;,d(s,e) = s.

We referto thecollectionof all possibletuplesfor a givenanalysisproblemasTuples

Tuples= (] |J - U ®er,er)

PESP c1€Sc;  ck€Sg,

A tupletransitionfunctionA : N x Tuples— Tuplesdescribegropagatiorof tuplesthroughTFG nodes.lIt is definedas
follows:
Vn € N,T = (p,c1,...,cx) € Tuples A(n, T) = (6p(p, L(n)), d¢, (c1, L(n)), ..., ¢, (ck, L(n)))

3.3 The FE Algorithm
TheFE algorithmof FLAVERSIs aforwardflow dataflow algorithmoverthe TFG with the power-setof Tuplesasthelattice.
Thefunctionspaces providedby function(Q : 2TUPles x N — 2TuPles hasedhn thetupletransitionfunction A3:

Vn € N, A € 2P O (A,n) = {T|3T" € A,A(T",n) =T}

The FE algorithmassociateswo setsof tupleswith eachnoden in the TFG, IN(n) andOUT(n). TheIN setfor noden
representshe possiblestatesof the systemimmediatelybeforethis nodeis executed.This setis computedasthe unionof all
possiblestatesn which the systemcanbe afterthe predecessanodesfor n areexecuted:

IN(n) = |J OUT(p)

pEPredn)

The OUT setfor noden representshe possiblestatesof the systemimmediatelyafter this nodeis executed. This setis
computedby applying the transitionfunction to n andthe tuplesin its IN setandremoving from the resultall tuplesthat
containatleastoneconstraintcrashstate:

ouTn)=( |J AMmT)\{T =p,c1,....cx) € Tupleddi,1 <i < k,c; = oy}
TeIN(n)

Thealgorithmis initialized by settingthe OUT setof theinitial TFG nodeto containthe starttuple andsettingall otherIN
andOUT setsto beempty

Thealgorithmrepeatedlyecompute$N andOUT setsof the TFG nodesn anarbitraryorder, until afixedpointis reached.
To determineif the propertyholdson all terminalexecutionsof the system,all tuplesin the OUT setof thefinal TFG node
areinvestigated.The propertyholdsif all statesof the propertyFSA in thesetuplesareacceptstates:VT = (p,¢1,...,ck) €
OUT(nsinal) : p € Ap. If this conditionis nottrue, FLAVERS concludeghatthe propertydoesnot hold.

3To satisfythe definitionof a functionspaceseveraladditionalfunctionsalsoneedto bedefined but they arenotimportantfor the discussiorin this paper
An interestedeaderis referredto [12].




4 THE SIE VERSION OF FLAVERS

By makinga simplemaodificationto the FE algorithm,FLAVERS canchecksafetypropertiesoninfinite executions.The most
importantchanges in therepresentationf properties Althoughwe still useFSAsto represensafetypropertieso bechecled
oninfinite executionstheseFSAshave a somevhatdifferentform thanthoseusedin the FE algorithm.

Any event sequencingafetypropertycanbe formulatedin a form that describesundesirablebehaviors of the software
systenmunderanalysis.Thereasorfor thisis thatsafetypropertiesrefinitely refutablestatementandsothey canberepresented
assequencesf eventsthatshouldbe obsenedto refutethe property Therefutationeventmustbe explicit andthusrepresents
acertainpointin the eventsequencesSimilarto theapproactof [6], we definea specialviolation statev, which representshe
propertybeingrefuted.v is a sink state which meanghatthereis a transitionfrom v to v on ary eventin the alphabebdf this
FSA.We saythatsequencesf eventsthatcorrespondo tracesof this FSA that containthe violation statev violate the safety
propertyrepresentethy this FSA. Thefollowing theoremoffersa proof thatany regular eventsequencingafetypropertycan
berepresentedsan FSAwith aviolation state.

Theorem 1. Anyregular eventsequencingafetypropertycanberepresentedasan FSAwith a uniqueviolation statev, suc
thatthepropertydoesnothold on an eventsequencé andonlyif thetraceof the FSAcorrespondingo this sequenceontains
v. Thecorverseis true aswell: anyFSAwith a violation staterepresentsa safetyproperty

Proof. Dueto thespacdimitations,we donotpresenthefull formalproof, whichis basedntheformaldefinitionof safety[1].
O

TheSIEalgorithmof FLAVERSused=SAswith aviolation stateto represenproperties Thisalgorithmproceedsn exactly
the sameway asthe FE algorithm,with the exceptionthatinsteadof checkingjust thefinal nodeof the TFG for violations,we
checkall nodes.lt is not sufficientto checkonly thefinal node becausdt representshe terminalstateof the system|n which
all thread=f controlterminated.Thisterminalstateis neverreachedf atleastonethreadentersaninfinite loop. Thus,the SIE
algorithmchecksif any noden of the TFG containsa tupleT' suchthatthe propertyin this tupleis in the violation state;this
represents violation of the property

Theworst-caseompleity of the SIE algorithmis the sameasthatof the FE algorithm,O(N2S), whereN is thenumber
of nodesin the modelof the software systemunderanalysisand S is the numberof statesin the synchronougross-product
of theautomatorrepresentinghe propertyof interestandall feasibility constraintautomatausedby FLAVERSto improve its
analysisprecision.

5 THE LIE VERSION OF FLAVERS

In this sectionwe first describethe representatiorf livenesspropertiesusedin our LIE FLAVERS algorithm, presentan
overview of theapproachandthengive the detailsof the LIE algorithmitself.

5.1 RepresentingLivenessProperties

Since FSAs can encodeonly finite event sequencesye needa differentformalismto describeinfinite behaviors. w-auto-
mata[21] provide suchaformalism.Usually, for aninfinite tracesequence to be acceptedy anw-automatonsomeinfinite
patternof acceptstatesof this automatommustbe obsenedon the tracesof this automatoron ¢. In particulat we useawell-
known subclasof w-automataBiichi automata. A deterministicBlichi automatonis an automaton(Sg, s, 5,08, AB),
whereSg is asetof statessp € Sp is astartstate, X is thealphabet,Ap is asetof acceptstatesanddg is thetransition
functionSg x g — Spg. A traceof a Biichi automatoron aninfinite eventsequence = ey, es, ... is aninfinite sequence
of statessy, s1, ..., wheresy is the startstateandfor arny i > 1, thereis a transitionfrom s; ; to s; on evente;. A Bichi
automatoracceptsan infinite sequencef eventsey, es, ... if the correspondingrace containsan infinite numberof accept
states. For example, the automatonin Figure 1 can be interpretedas a Biichi automaton. An infinite event sequenceof
alternatingopen andclose eventsSopen, close, open, close, ... iS acceptedy this automatorbecausehe corresponding
traceof this automatorsg, s1, sg, ... containsaninfinite numberof occurrencesf accepistates.

An arbitraryBiichiautomatorcannoteusedasalivenesgropertyin ourapproachThereasorfor thisis thatin FLAVERS,
if theeventassociatedvith anodeis notin thealphabebf a (propertyor constraintautomatontheautomatordoesnotchange
statewhenthetransitionfunctionfor tuplesis usedto computethe OUT setfor this node.Thus,it is possiblethatanexecution
tracehasa suffix in which all tupleshave the Biichi propertyautomatorin its acceptstatebecausaoneof the eventsin this
traceis in thealphabebf this property To avoid this situation,we modify eachBiichi propertyautomatorin a way thatmakes
its alphabetequalto the alphabetof the TFG. The modificationis basedon creatingan additionalnon-accepstatefor each
acceptstatein the Blichi automatorand having transitionson eventsthat are not in the alphabetf the Biichi automatorgo
from eachacceptstateto its newly createchon-accepstate.

For this modification,let A be a Biichi automatorfor which¥ 4 C X7, whereXr is the alphabebf the TFG. We build a
new Biichiautomatond’ equialentto A in thesensehatit acceptdhe samesetof infinite stringsin the following way:



) a a, b
(P) © (p) @9
i i

D . b b, c a.b C
(a) An example property before (b) An examplepropertyaftertransformation
transformation
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. For eachacceptingstates € Sy, createa new non-acceptingtates’ € S4:. For eachtransitionoriginatingin s,
d(s,e) = s, createatransitiond(s’, e) = s". Notethatthisincludescasesvheres” = s. Createatransitionfrom s to
s' for eacheventin X1 \ X 4. Finally, createa self-transitionon states’ for eacheventin X7\ ¥ 4: §(s',e) = s'.

Note that after this modification,all transitionshasedon eventsthat were not originally in the alphabetof the propertythat

originatein an acceptingstates leadto a new states’ createdby the algorithm. Figure 2 illustratesthe Blichi automaton
transformationdefinedhere. We assumethat ¥ = {a,b,c} andX4 = {a,b}. Figure2(a)shows a Biichi automaton
beforethe transformatiorand Figure 2(b) shows the correspondindiichi automatorafter the transformation.Note that this

transformatiordoesnot causea severeblow-up in the size of the Biichi propertyautomatonsincethe numberof extra states
createcequalsthe numberof acceptstatesn the original Biichi propertyautomaton.

5.2 Overview of the LIE Approach

A directandvery naive approactto checkingpropertieson infinite executionswould be to follow the FE algorithmwith a
Biichi automatorrepresentinghe propertyof interestbut to presere the history of changesor each(T', n) pair, startingwith

theinitial pair (T, ninitiar ). Thenwe cancheckif the currentstateis alreadypresentin this historyandif anaccepistateof the
propertyhasbeenenteredsinceits lastoccurrenceOf course the complexity of storingandperusingall thatadditionalhistory
informationis prohibitive. Insteadwe usethe FE algorithmbut thenevaluatethe TFG with all thetuplesassignedo its nodes
to find infinite behaviors. In therestof this sectionwe give the detailsof this LIE algorithmandthe artifactsthatit reliesupon.

As describedn Section3.3,the FE algorithmof FLAVERS associatesetsof tuplesOUT(n) with eachnoden in the TFG.
A tupleT isin OUT(n) if thereis apaththroughthe TFG from theinitial nodeniniia to n thatcorrespondso atraceof events
thatwould causethe automatdor the propertyandall constraintdo transferfrom their startstatego the statesepresentety
tupleT'. Thus,the problemof determiningwhethera particulartuple T' appearsn the OUT setof noden canbeviewedasa
reachabilityproblemin the tuple-nodespaceTuplesx N. Formally, the tuple-nodespaceTuplesx N is a structure(P, Ey,),
whereP is the setof pairs (T, n) suchthatT € OUT(n) afterthe FE statealgorithmterminatesandEy, is the setof edges,
WhEYE((Tl,nl), (TQ,TLQ)) € B if (Tl,nl), (TQ,TLQ) ePAn € PrEd(nz) A A(nl,Tl) =T5.

We saythat thereexists a path from pair (T, n) to pair (I',n’) if therearepairs(71,n1), ..., (Tk,ny) for somek > 0,
suchthat (T, n), (T1,n1)), (T1, n1), (Te,n2)), ..., (T, nx), (T',n')) € En. A readiability functionRead : P — 2P for
a given pair returnsthe setof all pairsthat canbe reachedor this pair througha pathin the tuple-nodespace:V(T,n) €
Tuplesx N,Reat((T,n)) = {(T",n")|3 apathfrom (T,n) to (T",n')}.

Fromanabstractevel, our LIE algorithmusesanapproactior analyzingthetuple-nodespacehatis very similarto theap-
proachusedby modelcheckingandreachabilityanalysisapproacheswe attempto identify strongly-connectedomponentin
thetuple-nodespacethatdo nothave tuplescontaininganaccepistateof the property If sucha strongly-connectedomponent
is found, it represent®ne or moreinfinite executionson which an acceptstateof the propertyis not enterednfinitely often.
By the definitionof Blichi automataacceptancethe propertyis violatedon suchexecutions.On the otherhand,theabsencef
suchstrongly-connectedomponentsignifiesthatthe livenesgpropertyholdson all infinite executionsof the program.In the
restof this sectionwe describethis algorithmin detail.



5.3 TheLIE Algorithm
Thefollowing algorithmfor checkinglivenesgropertiesvith FLAVERS assumeshatthe FE algorithmis usedfirst, andso
every nodeof the TFG hasa setof tuples,denotedOUT, associatedvith it. Thefollowing stepsarethenperformed:

1. Remaore from the OUT setsof all TFG nodesall tupleswherethe Blichi automatons in anaccepttate.

2. Find all maximal strongly-connecte¢domponentsn the resulting (reduced)tuple-nodespace. A maximal strongly-
connectedomponentn thetuple-nodespaceluplesx N is definedasa setof tuple-nodepairsC C P suchthat

(a) V(Tl,nl), (Tg,nz) € C, (TQ,?’LQ) € Rea¢1((T1,n1)) and
(b) V(Tl,nl) S C, (TQ,’I’LQ) eP \ C, (Tl,nl) ¢ Rea(h((TQ,ng)) \% (Tz,nz) ¢ Rea¢1((T1,n1)).

3. If atleastonestrongly connecteccomponentasbeenfound, the propertyis violated. This propertyviolation canbe
illustratedby insertingin the OUT setsof all TFG nodesthe tuplesthatwereremovedin step1 of this algorithmand
showing apathfrom (Tinitiar , ninitiar ) tO this strongly-connectedomponent.

Intuitively, if afterremaving all tuplesin which the propertyautomatoris in anacceptstate,no strongly-connectedom-
ponentsexist in the tuple-nodespace,it meansthat no executioncan be found on which the propertyautomatorentersan
acceptstateonly afinite numberof times. This meanghatthe livenesgropertybeingchecled holdson all possibleprogram
executions Alternatively, if astronglyconnectedomponents found,it representsa suffix of aninfinite executionsuchthaton
this suffix no acceptstatesof the propertyareentered.Thus,on this executionan acceptstateof the propertyis enteredonly a
finite numberof times,andsothe propertyis violated.

This approachs similar to the oneusedby modelchecking[9]. In fact,ourapproacttanbereducedo checkinga specific
CTL formula AG AFa with modelchecking,wherea is truein atuple-nodepair (T',n) if andonly if the stateof A in T is
accepting. The major differencebetweenour approachandthat of model checkingis in the way that the statespaceof the
systemis representedndin theway this representatiois computed.

5.4 Propertiesof the LIE Algorithm
We needto prove terminationandconsenativenessanddeterminehe complexity of this algorithm.

Theorem 2 (Termination). For anyLIE analysisproblem(G, P, C4, ..., Ck), thealgorithmterminates.

Proof. This follows from the factthatthe tuple-nodespaceis finite andterminationof the efficient Tarjanalgorithm[20] for
computingmaximalstrongly-connectedomponents. O

Consenrativenessof our algorithm meansthat if there exists an executionof the systemon which the Biichi property
automatordoesnot hold, thealgorithmwill detectthat.
Theorem 3 (Conselvativeness).If there existsan executionof the systemon which there is a sufix whele an acceptstateof
the propertyBlchi automatoris notreadedinfinitely often,our algorithmwill detectthat.

Proof. Supposehatthereis anexecutionof thesystemwith asuffix onwhichtheBiichiautomatomeverentersanaccepstate.
Sinceboththe TFG modelandthe FE algorithmareconsenrative [11], this meanghatthereis a tracethroughthe tuple-node
spaceof the problemon which the Biichi automatomever entersanaccepttate.Sincethe tuple-nodespacas finite, this trace
mustcorrespondo a loop L in the tuple-nodespace.Whenour algorithm eliminatesall statesof the tuple-nodespacethat
correspondo tuplesin which the Biichi propertyautomatorin anacceptstate,loop L is still presentsincein no tuplesalong
this loop is the propertyin anacceptstate. Thus,thereexists a strongly-connectedomponenthat containsthis loop, andso
ouralgorithmwill concludethatthe propertymaybeviolated. O

Thefollowing theoremstategsheworst-caseomplexity of thealgorithm.
Theorem 4 (Worst-caseComplexity). Theworst-casecompleity of our algorithmasdescribeds O(|N|?|Tuples + |Etw|).

Proof. The| N |?|Tuples componenbf thecompleity formulain thestatemenof thistheorenis justtheworst-cas&€omplexity
of theFE algorithmthatmustbedonefirst. Theworst-caseompleity of the Tarjanalgorithmfor finding all maximalstrongly-
connecteccomponent®f the tuple-nodespaceis O(|P| + |Ew|). By observingthat|P| < |N||Tupled, we arrive at the stated
compleity. O

This worst-caseesultis consistentvith the complexity of otherfinite stateverificationapproachesn livenesgproperties,
exceptfor [10], wherethe worst-caséboundin generalcannotbe expressedn termsof the characteristicef the propertyand
systemmodels.
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Figure3: A fairness=SA example

5.5 Implementation

We have implementedhe approactproposedn this paperandcarriedout aninitial, preliminaryexperiment,jn whichwe dealt
with two livenesgropertiesfor a concurrentAda producer/consumexample.In this example,multiple producerthreadsput

itemsin an unboundedouffer and multiple producerthreadsextract items from this buffer. Our first propertyspecifiesthat

a consumethreaddoesnot stane, i.e. on all infinite executionsa consumethreadextractsitemsfrom the buffer an infinite

numberof times. This propertycanbeviolated,sincethe exampledoesnot guarantedair treatmenbf all threads.Ourimple-

mentationcorrectlyfindsaninfinite executionthatdemonstratestanationof aconsumethread.Our secondoropertyspecifies
thaton all infinite executionssomebuffer actiity (putting or extractingitems)happensnfinitely often. Our implementation
correctlydemonstratethatthis propertyholdson all possibleexecutionsof the example.

The producer/consumeaxampleis scalablewe checledthe two propertiesdescribedabove on four differentsizesof the
example: 2, 4, 6, 8, wherethe size correspondso the numberof consumers/produceis the example. (Thus,the example
of size2 hastwo producersandtwo consumers.}or eachof the sizesthe outcomedescribedn the previous paragraptwas
obtained An interestingobsenationis thatfor bothpropertiesthe numberof requiredconstraintglid notdepencdbnthesizeof
the example.For thefirst propertywe neededwo constraintsnodelingcontrol flow throughselectthreadsandfor the second
propertywe neededhreesimilar constraints.n all casescheckingeachof the propertiesook under4 secondn a Pentium
[l Xeon550MHz machine.

6 FAIRNESS ASSUMPTIONS AND PRECISION IMPROVEMENTS

To beconsenrative, FLAVERS assumeshatall tracesthroughthe TFG or tuple-nodespacecorrespondo executablebehavior
in the systembeinganalyzed.Constraintscanbe usedto eliminateinfeasibletracesselectvely. For infinite executions the
algorithmdescribedchbove assumeshatall loopscanbe executednfinitely. It would be morerealisticto recognizethatsome
loops canexecuteinfinitely, while otherscannot. Programoptimizationtechniquesould be usedto statically detectat least
someof thefinite loops. Using FLAVERS constraintmechanisme.g. modelingvaluesof variablesusedin loop predicates),
informationcould be providedto improve or refinethis staticanalysis.Alternatively, we believe thatit may be morepractical
to let the analystmarkthoseloopsin threadshatcannever executeinfinitely (or, the analystmay markall potentiallyinfinite
threadloops). Given this information, the above algorithm can be modified so as not to considerthe strongly-connected
componentsn the tuple-nodespacethat correspondo a setof loopsin the control flow of individual threadsjf ary of these
loopscannotbeinfinite.

Fairnessconditionsare often employedto ensurethat somereasonabléehaiors of a systemaretakeninto account.For
example,in aclient-sener configurationof systemthreadsa possiblefairnessequirements thatif two clientthreadsequest
a servicesS infinitely often andthe sener satisfiesS infinitely often, thenboth clients obtainthe serviceinfinitely often (in
otherwords, it is not possiblefor oneof the clientsto “starve” while the otheralwaysgetsthe service). With FLAVERS, we
canagainusethefeasibility constraintmechanismo represenfairnessaassumptionsBecausdeasibility constraintare FSAs,
theseassumptionareratherstrong.For example,usingonly FSAs,it is impossibleto representhe fairnessassumptiorabout
the client-sener systemdescribedabove. However, we canrepresenain assumptiorthat after client A requestedervice,the
senercanseneatmost3 requestsrom clientsotherthanA beforeservingclient A. An FSAmodelingthis fairnessassumption
is shawvn in Figure3. Transitiondabeledrequest A representhe eventof client A requestingserviceandtransitiondabeled
serve Aandserve other representheeventsof thesenerservingA andaclientotherthanA respectiely. (Notethatin this
example,we make two reasonablassumptiongboutthe system:(1) a client doesnot posta requestf it hasoneunsatisfied
requesbutstandingand (2) the sener doesnot provide an unrequestedervice.) We believe that suchfairnessconditionsare
practical,sincethey canbe derivedfrom the actualspecification®f the descriptionof the ervironmentin which the software
systemunderanalysishasto execute,unlike fairnessconditionsthatspecifythata servicewill be offeredinfinitely often.



7 CONCLUSIONS AND FUTURE WORK

In this paper we have extendedthe original dataflow analysisalgorithmof FLAVERS (FE algorithm)to checkpropertieson
infinite executionsof concurrensoftwaresystems.Two differentalgorithmsarepresentedpnefor checkingsafetyproperties
and the other for checkinglivenessproperties. Although, by representingsafety propertiesas Biichi automata,we could
usethe LIE algorithmfor checkingboth kinds of propertieson infinite executions,the SIE algorithm hasbetterworst-case
compl«ity boundsthanthe LIE algorithm. Both of thesealgorithmsdo not involve changingthe existing analysisalgorithm
of FLAVERSbut ratheraddto it, in alanguagendependentvay. This meanshatthe feasibility constraintof FLAVERSthat
improve precisionof the analysiscanbe usedsuccessfullywith the proposedalgorithms. This is particularly attractive since
feasibility constraintsanbe usedto modelfairnessassumptionaboutthe systemunderanalysisor to refineinformationabout
infinite andfinite loops. Of course the problemof determiningpreciselywhethera givenloop canbe infinite is undecidable.
Efficient, consenative automatedechniquesanbe usedfor this problemandsupplementedavith guidancefrom the analyst.
With suchinformation, the precisionof the analysisresultswould improve considerably Thus,we believe thatthis approach
would provide a more preciseand realistic basisfor analysisandincorporatesapplication-specifi¢dairnessand executability
considerations.
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