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ABSTRACT
In this paper, we extendthedataflow basedfinite stateverificationapproachusedin FLAVERSso it is applicableto infinite
aswell asfinite executions.We first describethepreviously developedalgorithmthat is usedto checkpropertiesspecifiedin
regular languageson finite executionsof distributedsystems.We thenpresenttwo new algorithmsthat enableFLAVERSto
checksafetyor livenesspropertieson infinite executionsof distributedsoftwaresystems.

The attractivenessof FLAVERS is in its low-orderpolynomialcomplexity bounds,its ability to derive the modelof ex-
ecutablebehavior automaticallyfrom a program’s sourcecode,and its ability to improve the precisionof the analysisby
incrementallyimproving the accuracy of the programmodel. All thesefeaturesare preserved in the proposedextensions.
Theseextensionsapplyto theexistingFLAVERSprototypesfor analysisof bothAdaandJavaprograms.
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Finite stateverification,modelchecking,staticanalysis,safety, liveness.

1 INTRODUCTION
Finite stateverificationtechniquescanbeusedfor detectingthepresenceor proving theabsenceof certainkindsof errorsin
softwaresystems.Theseapproachesarebasedonreasoningaboutafinite, abstractedmodelof asystem’sbehaviors. FLAVERS
(FLow Analysisfor VERificationof Systems)is a finite stateverificationapproachthatusesdataflow analysistechniquesto
verify user-specifiedpropertiesof sequentialand concurrentsoftware systems[11,12]. FLAVERS is capableof verifying
propertiesaboutsequencesof events,wherethe eventsarerecognizableactionsin the programandthe sequencesareeither
translatedinto or specifieddirectly asa finite stateautomaton(FSA). The attractivenessof this approachis in its low-order
polynomialcomplexity bounds,its ability to derive the modelof executablebehavior automaticallyfrom a program’s source
code,andits ability to improve theprecisionof theanalysisby incrementallyimproving theaccuracy of theprogrammodel.
FLAVERSprototypeshavebeendevelopedfor Ada [11] andJava [16].

To date,FLAVERS hasbeenrestrictedto consideringprogramswith only finite executions.This is a seriouslimitation,
because,in practice,distributedsystemsarefrequentlyintendedto executeinfinitely. In this paperwe proposetwo extensions
to theFLAVERSanalysisalgorithmthatallow FLAVERSto checkpropertieson softwaresystemswith infinite executions.

Traditionally, verificationpropertieshavebeenclassifiedinto two broadcategories:safetyandliveness[1,3]. Thedistinction
is thatsafetypropertiesarefinitely refutableandlivenesspropertiesarenever finitely refutable.Intuitively, a safetyproperty
specifiesthatanundesirablestateof thesystemis never reachedanda livenesspropertyspecifiesthata desirablestateof the
systemis eventuallyreachedonall executions.
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Any propertycanbe representedasa union of a safetypropertyanda livenessproperty[2]. Any propertycheckedonly
on finite executionsof a systemis a safetyproperty, sincethe so-called“undesirable”stateof the systemcanbe viewed as
theterminalstate1 wherethepredicateof interesteitherholdsor doesn’t hold. Safetypropertiesarealsoa concernfor infinite
executions,whenthepropertyis finitely refutable.Thus,a propertythatcanbeprovedby examiningall finite executiontrace
prefixeswould be suchan infinite safetyproperty. In this paperwe focuson extendingFLAVERSto handlebothsafetyand
livenesspropertiesfor infiniteexecutions.

Our extensionfor checkingsafetypropertieson infinite executionsis very simpleandrequirestwo smallmodificationsto
the original FLAVERS’ approach:(1) a modificationof the propertyrepresentationand(2) a simplechangein the analysis
algorithm,wherepropertyviolationsarecheckednot only in theterminalstateof thesystembut alsoat relevant intermediate
pointsof systemexecution.

Our extensionfor checkinglivenesspropertieswith FLAVERS is basedon representingthepropertyof interestasa B
�
uchi

automaton[22] and computingthe statesthat this automatoncan be in at different pointsof the programexecution. This
computationis carriedout by the samedataflow algorithmthatFLAVERSusesfor checkingpropertieson finite executions.
After thatwedetermineif thegraphcontainsinfinite pathswith suffixesonwhichthepropertyB

�
uchiautomatonneverentersan

acceptstate.An existenceof suchapathsignifiesthatthepropertyrepresentedby theautomatondoesnotholdontheexecution
of thesystemcorrespondingto this paththroughthegraph.Checkingthis is basedon computingmaximalstrongly-connected
componentsin thederivedrepresentationof theprogram.This algorithmcouldalsobeappliedto safetypropertiesfor infinite
executions,but its worst-caseboundis largerthanthatof thealgorithmspecializedfor safetypropertieson infinite executions.

Our algorithmfor checkingsafetypropertieson infinite executionsusesa form of FSA-basedpropertyspecification,used,
for example,in [7] andmakesa fairly obvious changeto the original dataflow algorithmof FLAVERS. Our algorithmfor
checkinglivenesspropertiesis similar to theexisting algorithmsusedby modelchecking[9] andreachabilityanalysis[5, 13]
approaches.Despitethesesimilarities,we make several importantcontributions. First, our proposedextensionsmaintainthe
currentstrongpoints of FLAVERS, usingan efficient dataflow algorithm, automaticallydealingwith software systemsat
the implementationlevel (althoughFLAVERS canhandlehigh-level specificationsaswell [17]), andgiving the analystthe
opportunityto improve theprecisionof theanalysisincrementallyby deferringthemodelingof certainfeaturesof thesystem
until it becomesclearthatsuchmodelingis necessary. Second,we canusetheexisting FLAVERSframework for specifying
fairnessor otherconditionsthatshouldbeassumedduringinfinite executionsof thesystem.Finally, we do not assumethatall
loopsin thethreadsof controlof thesystemcanexecuteinfinitely. Instead,theanalysthasthemeansof specifyingwhich of
thethreadloopscanor cannotexecuteinfinitely.

For convenience,we introducethe following abbreviations. We will refer to the original algorithmof FLAVERS [11] as
finiteexecutions, or FE, algorithm;to theproposedalgorithmfor checkingsafetypropertieson infinite executionsassafetyinfi-
niteexecutions, or SIE, algorithm;andto theproposedalgorithmfor checkinglivenesspropertiesaslivenessinfiniteexecutions,
or LIE, algorithm.

In thenext sectionwegiveabrief overview of theexistingtechniquesfor checkinglivenesspropertiesoninfinite executions
of softwaresystems.In Section3 we describetheFE algorithm. Section4 describesthespecificationof safetypropertieson
infinite executionsand introducesthe SIE algorithm. In Section5 we describethe specificationof livenesspropertiesand
introducetheLIE algorithm. In Section6 we discusssomethe issuesrelatedto fairnessconditionsandincrementalprecision
improvements.Finally, in Section7, weoutlinedirectionsfor futurework.

2 RELATED WORK
There exists a considerableamount of work on finite state verification approachesfor verifying concurrentsystems.
Therearefour majorapproachesto finite stateverification: reachabilityanalysis,necessaryconditions,modelchecking,and
dataflow analysisapproaches.In this sectionwe describetheway in which somerepresentative finite stateverificationtech-
niqueshandlepropertieson infinite executions.

SPIN[13] is a reachabilityanalysistechniquethatacceptspropertiesexpressedin lineartemporallogic (LTL) andfocuses
on systemswith asynchronousconcurrency control. Eachof the threadsof control in the softwaresystemis modeledwith
a B

�
uchi automatonandthe negationof a propertyis also representedasa B

�
uchi automaton.All theseB

�
uchi automataare

combinedin a synchronouscross-product,with the worst-casesize of this automatonbeing exponentialin the numberof
threadsof control. If the languageof the resultingB

�
uchi automatonis non-empty, it meansthat thepropertycanbeviolated.

Thiscanbedeterminedin timelinearin thenumberof statesandtransitionsin thecombinedB
�
uchi automatonby performingthe

Tarjandepth-firstsearchalgorithm[20] for constructingall strongly-connectedcomponents.If thereexistsareachablestrongly-
connectedcomponentthatcontainsat leastoneacceptingstate,areachableacceptancecycleexists,andsothepropertyviolation
is found. Thecomplexity of SPINanalysisis

�������	��

, where

�
is thenumberof statesin theproductB

�
uchi automatonand�

is thenumberof transitionsin this automaton.
1Without lossof generality, wecanassumethatthereis asingleterminalstate.



EnhancedCompositionalReachabilityAnalysis(ECRA) [8] workssimilarly to SPIN.ECRA computesa crossproductof
automatain a compositionalway, “hiding” someof thetransitionsandthus,potentially, reducingthesizeof thecrossproduct
automaton.For safetyproperties,ECRAusesFSAsto representall threadsof controlaswell asto representtheproperty, which
is augmentedwith aspecialtrapstatethatrepresentspropertyviolations.After theFSAsfor thepropertyandthreadsof control
arecomposedinto a singlecross-productautomaton,the propertyis violatedif this cross-productautomatoncontainsa trap
state.Theanalysisof livenesspropertieswith ECRA is donein a similar way [5], usingB

�
uchi automatainsteadof FSAs.The

propertyis consideredto beviolatedif thereis a reachablestrongly-connectedcomponentin theproductB
�
uchi automatonthat

doesnot containtransitionsto acceptingstatesof thisautomaton.Conversely, if eachreachablestrongly-connectedcomponent
containsat leastonetransitioninto anacceptingstateof theproductautomaton,thepropertyholds.Thelatterholdstrueonly
undera relatively strongfairnessassumptionthat eachtransitionin a reachablestrongly-connectedcomponentis eventually
executedif thisstrongly-connectedcomponentis executedforever(thesemanticsof thedistributedsystemsfor whichECRAis
designedmakethisassumptionpossible).Theworst-casecomplexity of ECRAis thesameasthatof SPIN,but agoodselection
of thedecompositionof thesystemmodelmayresultin significantreductionsin thesizeof theproductautomatonin practice.

Necessaryconditionsanalysis[10] generatesa setof integerlinearinequalitiesthatrepresentsnecessaryconditionsfor the
existenceof legalexecutionsfor systemswith synchronousconcurrency control. Thenecessaryconditionsexpressconstraints
on the numberof timescertainsystemeventstake placerelative to othersystemevents. The negationof the propertyis also
representedasa setof inequalities. For infinite executions,someof the constraintsarecomputedusingstrongly-connected
componentsof B

�
uchi automata,whereeachautomatonrepresentsa threadof control in the system.For livenessproperties,

someadditionalinequalitieshave to be introduced.Integer linearprogrammingis usedto solve this setof inequalities.If no
solutionof thesetof inequalitiesexists,thepropertyholdsonall executionsof thesystem.Thisapproachis NP-hardin thesize
of thesystemof integerinequalitiesthathasto besolved. In practice,this approachis oftenveryefficient,althoughit doesnot
appearto beapplicableto asynchronouscommunicationmechanisms.

Modelchecking[9] doesnotmakeacleardistinctionbetweensafetyandlivenessproperties.In thisapproach,it is assumed
thatall executionsof thesystemareinfinite andpropertiesarerepresentedin computationtreelogic (CTL). To prove a CTL
formula � , modelcheckingconstructsa Kripke structure[14] for the system.This Kripke structurerepresentsthe setof all
reachablestatesof thesystemandthusthenumberof its statesis exponentialin thenumberof threadsof controlandmodeled
variables.The goal of modelcheckingis to checkwhetheror not formula � holdsin the startstateof the Kripke structure,
which signifiesthatit holdsfor all possibleexecutionsof thesystem.

In general,the complexity of modelcheckingis
�
����������
���


, where
�

is the sizeof the CTL formula representingthe
property,

�
is the numberof states,and

�
is the numberof transitionsin the Kripke structure.The algorithmfor checking

livenesspropertieswith FLAVERSthatweproposein this paperis quitesimilar to this specificcaseof modelchecking.

3 THE FE VERSION OF FLAVERS
In this sectionwe introducethe FSA-basedpropertyspecificationusedby FLAVERS, give a very high-level overview of
FLAVERS,andthenpresenttheFE algorithm.

3.1 RepresentingFE Properties
FLAVERSusesanevent-basedview of thesoftwaresystembeinganalyzed.In this view, user-selectednames,calledevents,
areassociatedwith observableactivitiesof interestin thesystemandthenall potentialexecutionsof thesystemarerepresented
assequencesof theseevents.For example,bothavariableassignmentanda methodcall couldbeexamplesof events.

A numberof formalismsfor specifyingpropertieshavebeenproposed,includingtemporallogics[9,19],processalgebras[4,
15],andvariousformsof regularlanguagesandfinite stateautomata[18,21]. FLAVERSusesdeterministicfinite stateautomata
for specifyingpropertiesto becheckedon terminatingexecutionsof a system.

A deterministicFSAcanberepresentedasatuple
��������������� �!��"#


.
�

is thesetof all statesof theFSA,includingtheunique
startstate

�$�
.

�
is calledthe alphabetof the FSA andincludesall eventsusedby this FSA.

�
is a total transition function��%&�(')�

that representsall event-basedtransitionsbetweenthestatesof theFSA.We dealwith total FSAs,which means
thatfrom any statethereis a transitionbasedon eacheventfrom thealphabet2. We write

�*���+� ,-
/.0�21
to indicatethatthereis a

transitionfrom state
�

to state
�21

basedon event
,
. Finally,

"
is thesetof acceptstates32465 � 487 ��9:9:9;� 4=<8> , ?�@BADC�AFE � 48GIH �

.
A traceof anFSA on aneventsequenceJ .K, 5 ��, 7 �$9;9:9:��,-L is a sequenceof states

� � � � 5 ��9:9;9:� �2L , where
� �

is thestartstateand
for any C � @MADCNAPO , thereis a transitionfrom

� GRQ�5 to
� G on event

, G . A sequenceof events
, 5 ��9:9;9:��,-L is acceptedby S if the

laststatein thecorrespondingtraceof this automatonis anacceptstate:
� L H "

. An exampleof anFSA is givenin Figure1.
ThisFSAhastwo states

�$�
and

� 5 , andso
�T. 3 �$�U��� 5 > . State

�$�
is thestartstate,which is denotedby anarrow with noorigin,

andalsoanacceptstate,asdenotedby concentriccircles.Thealphabetof this FSA is 3-VUWYXUZ �\[+] VY^UX ��_ > . Thereis a transition
from state

�$�
to state

� 5 basedon event VUWYX=Z . Graphically, we mayrepresentseveraltransitionsfrom state
�

to state
�$1

with a
2For convenience,we introducea single `ba\c d statethatis thedestinationnodeof all “illegal” transitionsintroducedto make theFSAtotal.
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Figure1: An exampleFSA or B
�
uchi automaton

singlearrow thatis labeledwith a list of eventsonwhichall thesetransitionsarebased.For example,in Figure1 theself-arrow
on state

� 5 is labeled VUWYX=Z/e _
andthusrepresentstwo transitions,

�*��� 5 � V=WYXUZ 
�.f� 5 and
�*�g� 5 � _�
h.i� 5 . This FSA accepts

thesequenceVUWYXUZ ,
_
,
[+] VY^UX , becauseit hasa trace

�$�U��� 5 � � 5 � �$� on this sequenceandthe laststatein this sequence,
���

, is an
acceptstate.

We call thesetof propertiesthatcanbespecifiedasanFSA regular eventsequencingproperties.Suchapropertyholdsfor
a systemif for any terminatingexecutionof this systemthesequenceof eventsobservedon this executionputstheFSA in an
acceptstate.

3.2 Overview of the FE Approach
FLAVERS modelsthe softwaresystemunderanalysisasa TraceFlow Graph (TFG). The TFG is basedon the control flow
graphs(CFGs)for thecomponentsof thesystem,wherethenodesin theTFGmaybelabeledwith events.Wecall thecollection
of all eventswith which thenodesof theTFGarelabeledthealphabetof thisTFG.To reducethesizeof therepresentation,the
CFGsarerefinedto removeall nodesthatarenot labeledwith aneventor thatdonotaffect thesequencingof events.Thus,the
resultingrefinedCFGscorrectlycaptureall possiblesequencesof eventsassociatedwith their correspondingcomponent.At
present,FLAVERShandlesinterproceduralsystemsby in-lining calledroutines.Sincenodeswith eventsareusuallya small
subsetof all the nodesin the original CFG, the refinedCFG is typically muchsmallerthanthe original CFG. Thus, in our
experience,in-lining of refinedCFGsusuallydoesnot causeasevereblow-up in thesizeof theCFGrepresentation.

The TFG for a concurrentsystemis obtainedby connectingthe refined, in-lined CFGsfor all threadsof control with
additionalnodesandedges.Unique initial andfinal nodesrepresentthe startandthe endstatesof the systemrespectively.
In addition,dependingon the concurrency semanticsof the systembeingmodeled,the TFG may includespecialnodesthat
representcommunicationamongthethreadsof control. In all cases,specialedgesthatrepresentinterleavingsof eventsfrom the
threadsof controlexecutingin parallelareaddedto theTFG.Eachpathfrom theinitial to thefinal nodein theTFGrepresents
a sequenceof eventsthat occuron the nodesalongthis path. The TFG is a conservativerepresentationof the sequencesof
eventsthatcouldoccuralonga systemexecution.That is, any sequenceof eventsin theTFG alphabetthatcouldoccurduring
executionof thesystemis representedby somepathin theTFG with a correspondingeventsequence.However, theconverse
is not true, sinceCFGsand thusTFGsmay containa numberof infeasiblepaths, which do not correspondto any system
executions.

Formally, aTFGis alabeleddirectedgraphj .k�Rlm� �B� O initial
� O final

���onI� p/

, where

l
is thesetof graphnodes,

�
is theset

of edges,O initial H lm� O final H l
aretheinitial andfinal nodes,

�on
is analphabetof eventlabelsassociatedwith thegraph,andp�q+lr's�on

is a functionthatlabelssomeof thenodesof thegraphwith aneventdrawn from this alphabet.For convenience
in presentingthealgorithms,with eachnodeO in theTFG,weassociateasetPred

� O 

containingall predecessorsof O .

A propertyspecifiedasanFSAholdsfor asystemif thisFSAacceptseventsequencesfor all pathsthroughtheTFGfor this
system.FLAVERSusesthedataflow basedFE analysisalgorithmto solve this problem.This is doneby associatingstatesof
thepropertyFSA with thenodesof theTFG.We usea forward-flow dataflow algorithmwherestatesarepropagatedfrom one
nodeto another, dependingon theFSA transitionfunctionassociatedwith theeventsthatareencounteredin theTFG.Thus,a
state

�
is associatedwith node O if andonly if thereis a pathfrom theinitial nodeof theTFG to O thatencountersa sequence

of eventsthatdrivesthe propertyFSA to state
�

whenthepathreachesO . Note that sincemultiple pathsmayexist from the
initial nodeto node O , a setof propertystatesmaybe associatedwith eachnode. The iterative worklist algorithmcontinues
to propagatestatesto nodesin the TFG until it reachesa fixedpoint, whereno additionalstatescanbeassociatedwith TFG
nodes.Theoutcomesof this analysisareeitherthat(1) thesetannotatingthefinal nodeof theTFG containsonly acceptstates
of theFSA,indicatingthatthepropertyholdsonall executionsof thesystemor (2) thesetannotatingthefinal nodeof theTFG
containsat leastonenon-acceptstateof theFSA,whichmeansthatthepropertymay nothold on someexecutions.

Thealphabetof thepropertymustbeasubsetof theeventsin thealphabetof theTFG:
�utv�on

. To representthefactthatthe
property“ignores” theeventsnot in

�
, wecanmodify thetransitionfunctionof theFSAto containself-transitionsonall states

of thepropertyfor all eventsthatarein theTFGalphabetbut not in theFSAalphabet:? � H ��� ? , H �w�onyxI�z
{� �*���+��,!
|.D�
. As

a resultof thismodification,thealphabetof thepropertybecomesequalto thealphabetof theTFG:
�	.P�on

.



If the analysisfinds that a propertyholds on all pathsthroughthe TFG, then it is guaranteedto hold on all possible
executionsof thesystem.WhentheanalysisindicatesthatthepropertydoesnotholdonsomepathsthroughtheTFG,thismay
bebecausethesystemis in erroror it maybebecauseall thepathsin thesystemmodelthatviolate this propertycorrespond
to infeasiblepaths.FLAVERSprovidesa meansfor selectively removing infeasiblepathsfrom considerationby allowing the
analystto addfeasibility constraints, finite stateautomatathatmodelsemanticrestrictionson thesystem’s executionthatare
not reflectedin theTFG.For example,CFGs,andtheTFGsconstructedfrom them,typically donot modelthevaluesassigned
to variablesduringexecution.Thus,pathsthroughtheTFG maynot representfeasibleexecutionsbecausethesepathsdo not
respectthevaluesof somevariables.A feasibility constraintcouldbeconstructedto track thepossiblefinite valuesor ranges
of valuesof sucha variable,therebyeliminatingsomeor all infeasiblepaths. Formally, a constraintautomatonis an FSA}(.��g��~I� �2~I�b�o~z���$~I���\~/


, where
�\~

is auniquecrashstate.
Thecrashstateof a feasibility constraintsignifiesthatthesequenceof eventsappliedto theconstraintdoesnot correspond

to any legal behavior of thesystem.For any state�IH ��~
andany event

, H �o~
,
�$~N� � � ,!
o.(��~

if andonly if observingevent,
at state� doesnot correspondto any legal behavior of theconstraint.Thecrashstateis a sink,which meansthatthereareno

transitionsfrom thisstateto any otherstatein theconstraint.Whenfeasibilityconstraintsareused,insteadof propagatingstates
of thepropertyautomatonthroughtheTFG, theFE algorithmpropagatestuplesof stateswhereeachtuplehasanelementthat
representsastateof thepropertyandanelementfor astateof eachof theconstraints.Moreprecisely, tuple � .k� E � � 5 �$9;9:9:�����=
 ,
whereEFH ���z��� G H � ~�� � ?�@�AKC�A�� andthestart tuple � � is the tuple

���2�z� � ~�� ��9:9;9:� � ~{� 

. If oneof theelementsin a tuple

representsa crashstatefor a constraint,this tupleis notpropagatedbeyondthisnode.
Similar to thecasewherenofeasibilityconstraintsareused,theFE algorithmrunsuntil it reachesafixedpoint,afterwhich

thestatesof thepropertyannotatingthefinal TFG nodedeterminewhetherthepropertyholdson all executionsof thesystem.
In the following, we refer to the collection consistingof the TFG, propertyautomatonS , and the constraintautomata} 5 �$9;9:9:� } �

asananalysisproblem. Similar to extendingthealphabetof theproperty, we extendthealphabetsof all constraints
to includeall eventsin thealphabetof theTFG: ?{C � @�A	C�A�� � ? , H �w� n xI�o~ � 
{� ? � H ��~ � � �*���+��,!
|.D�

.
We referto thecollectionof all possibletuplesfor a givenanalysisproblemasTuples:

Tuples
.��

<!�+�=�
�

� � �+�=� �
9;9:9��

� � �+�U� �
� E ��� 5 ��9:9;9:�����U


A tupletransitionfunction � q8l�%
Tuples

'
Tuplesdescribespropagationof tuplesthroughTFG nodes.It is definedas

follows:
?�O&H ly� � .�� E ��� 5 ��9:9:9;� ���=
 H Tuples

� � � O � � 
|.k�R�$�I� E � p�� O 
�
b� � ~�� �R� 5 � p�� O 
�
b�$9;9:9;� � ~{� �R���*��p�� O 
�
�

3.3 The FE Algorithm
TheFE algorithmof FLAVERSis a forwardflow dataflow algorithmover theTFGwith thepower-setof Tuplesasthelattice.
Thefunctionspaceis providedby function � q+� Tuples %�l�'�� Tuplesbasedon thetupletransitionfunction � 3:

?{O�H lm��" H � Tuples� � �R"�� O 
�. 3$��� �8� 1 H "�� � � � 1 � O 
|. ��>
TheFE algorithmassociatestwo setsof tupleswith eachnode O in theTFG, IN

� O 

andOUT

� O 

. The IN setfor node O

representsthepossiblestatesof thesystemimmediatelybeforethis nodeis executed.This setis computedastheunionof all
possiblestatesin which thesystemcanbeafterthepredecessornodesfor O areexecuted:

IN
� O 
|. �

<-� Pred  L=¡
OUT

� E 


The OUT set for node O representsthe possiblestatesof the systemimmediatelyafter this nodeis executed. This set is
computedby applying the transitionfunction to O and the tuplesin its IN setand removing from the resultall tuplesthat
containat leastoneconstraintcrashstate:

OUT
� O 
|.£¢ �

¤ � IN   L=¡
� � O � � 
�¥�x 3$� .K� E ��� 5 �$9;9:9;� ���!
 H Tuples� �8C � @¦A	C�A	� ��� G .0� ~�� >

Thealgorithmis initializedby settingtheOUT setof theinitial TFGnodeto containthestarttupleandsettingall otherIN
andOUT setsto beempty.

ThealgorithmrepeatedlyrecomputesIN andOUT setsof theTFGnodesin anarbitraryorder, until afixedpoint is reached.
To determineif the propertyholdson all terminalexecutionsof the system,all tuplesin the OUT setof the final TFG node
areinvestigated.Thepropertyholdsif all statesof thepropertyFSA in thesetuplesareacceptstates:?�� .i� E � � 5 ��9:9;9:�����!
 H
OUT

� O final

oq E�H "��

. If this conditionis not true,FLAVERSconcludesthatthepropertydoesnot hold.
3To satisfythedefinitionof a functionspace,severaladditionalfunctionsalsoneedto bedefined,but they arenot importantfor thediscussionin thispaper.

An interestedreaderis referredto [12].



4 THE SIE VERSION OF FLAVERS
By makingasimplemodificationto theFE algorithm,FLAVERScanchecksafetypropertieson infinite executions.Themost
importantchangeis in therepresentationof properties.Althoughwestill useFSAsto representsafetypropertiesto bechecked
on infinite executions,theseFSAshavea somewhatdifferentform thanthoseusedin theFE algorithm.

Any event sequencingsafetypropertycanbe formulatedin a form that describesundesirablebehaviors of the software
systemunderanalysis.Thereasonfor thisis thatsafetypropertiesarefinitely refutablestatementsandsothey canberepresented
assequencesof eventsthatshouldbeobservedto refutetheproperty. Therefutationeventmustbeexplicit andthusrepresents
acertainpoint in theeventsequences.Similar to theapproachof [6], wedefineaspecialviolationstate§ , which representsthe
propertybeingrefuted. § is a sink state,which meansthat thereis a transitionfrom § to § on any eventin thealphabetof this
FSA.We saythatsequencesof eventsthatcorrespondto tracesof this FSA thatcontaintheviolation state§ violate thesafety
propertyrepresentedby this FSA.Thefollowing theoremoffersa proof thatany regulareventsequencingsafetypropertycan
berepresentedasanFSA with a violationstate.
Theorem 1. Anyregular eventsequencingsafetypropertycanberepresentedasan FSAwith a uniqueviolation state § , such
that thepropertydoesnotholdonaneventsequenceif andonly if thetraceof theFSAcorrespondingto thissequencecontains
§ . Theconverseis trueaswell: anyFSAwith a violationstaterepresentsa safetyproperty.

Proof. Dueto thespacelimitations,wedonotpresentthefull formalproof,whichis basedontheformaldefinitionof safety[1].

TheSIEalgorithmof FLAVERSusesFSAswith aviolationstateto representproperties.Thisalgorithmproceedsin exactly
thesamewayastheFE algorithm,with theexceptionthatinsteadof checkingjust thefinal nodeof theTFG for violations,we
checkall nodes.It is not sufficient to checkonly thefinal node,becauseit representstheterminalstateof thesystem,in which
all threadsof controlterminated.This terminalstateis neverreachedif at leastonethreadentersaninfinite loop. Thus,theSIE
algorithmchecksif any node O of theTFG containsa tuple � suchthat thepropertyin this tuple is in theviolation state;this
representsa violationof theproperty.

Theworst-casecomplexity of theSIEalgorithmis thesameasthatof theFE algorithm,
���Rl 7 �|


, where
l

is thenumber
of nodesin the modelof the softwaresystemunderanalysisand

�
is the numberof statesin the synchronouscross-product

of theautomatonrepresentingthepropertyof interestandall feasibility constraintautomatausedby FLAVERSto improve its
analysisprecision.

5 THE LIE VERSION OF FLAVERS
In this sectionwe first describethe representationof livenesspropertiesusedin our LIE FLAVERS algorithm, presentan
overview of theapproach,andthengive thedetailsof theLIE algorithmitself.

5.1 RepresentingLi venessProperties
SinceFSAs canencodeonly finite event sequences,we needa different formalism to describeinfinite behaviors. ¨ -auto-
mata[21] providesucha formalism.Usually, for aninfinite tracesequence© to beacceptedby an ¨ -automaton,someinfinite
patternof acceptstatesof this automatonmustbeobservedon thetracesof this automatonon © . In particular, we usea well-
known subclassof ¨ -automata,B

�
uchi automata.A deterministicB

�
uchi automatonis an automaton

�g��ª�� �2ªN�b�oªN���$ªN� "�ª/

,

where
��ª

is a setof states,
�2ª H ��ª

is a startstate,
�oª

is thealphabet,
"�ª

is a setof acceptstates,and
��ª

is thetransition
function

� ª %«� ª '¬� ª
. A traceof a B

�
uchi automatonon an infinite eventsequence© .�, 5 � , 7 ��9:9;9 is an infinite sequence

of states
� � � � 5 ��9:9;9 , where

� �
is the startstateandfor any CM­r@ , thereis a transitionfrom

� G®Q�5 to
� G on event

, G . A B
�
uchi

automatonacceptsan infinite sequenceof events
, 5 ��, 7 �$9;9:9 if the correspondingtracecontainsan infinite numberof accept

states. For example, the automatonin Figure 1 can be interpretedas a B
�
uchi automaton. An infinite event sequenceof

alternatingVUWYXUZ and
[+] VY^=X events VUW6XUZ ,

[+] VY^=X , VUWYXUZ ,
[+] VY^UX , ... is acceptedby this automatonbecausethe corresponding

traceof this automaton
�$�U� � 5 � �$�U�$9;9:9 containsaninfinite numberof occurrencesof acceptstate

���
.

An arbitraryB
�
uchiautomatoncannotbeusedasalivenesspropertyin ourapproach.Thereasonfor thisis thatin FLAVERS,

if theeventassociatedwith anodeis not in thealphabetof a(propertyor constraint)automaton,theautomatondoesnotchange
statewhenthetransitionfunctionfor tuplesis usedto computetheOUT setfor thisnode.Thus,it is possiblethatanexecution
tracehasa suffix in which all tupleshave the B

�
uchi propertyautomatonin its acceptstatebecausenoneof the eventsin this

traceis in thealphabetof this property. To avoid this situation,we modify eachB
�
uchi propertyautomatonin a way thatmakes

its alphabetequalto the alphabetof the TFG. The modificationis basedon creatingan additionalnon-acceptstatefor each
acceptstatein the B

�
uchi automatonandhaving transitionson eventsthat arenot in the alphabetof the B

�
uchi automatongo

from eachacceptstateto its newly creatednon-acceptstate.
For this modification,let

"
bea B

�
uchi automatonfor which

�o¯vt(� ¤ , where
� ¤ is thealphabetof theTFG.We build a

new B
�
uchi automaton

"�1
equivalentto

"
in thesensethatit acceptsthesamesetof infinite stringsin thefollowing way:
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Figure2: Illustrationfor thealgorithmtransformingB
�
uchi automata

1. Copy
"

to
"�1

.

2. Set
�o¯�°±.D� ¤ .

3. For eachnon-acceptingstate
� H ��¯ °

, createnew transitions
�$¯ ° ���+� ,-
|.0�

for each
, H � ¤ xI�o¯

.

4. For eachacceptingstate
� H � ¯ °

, createa new non-acceptingstate
�$1 H � ¯ °

. For eachtransitionoriginating in
�
,�*���+��,!
z.(�$1 1

, createa transition
�*���21g��,!
o.(�21 1

. Notethat this includescaseswhere
�21 1�.(�

. Createa transitionfrom
�

to�$1
for eacheventin

� ¤ xI�o¯
. Finally, createa self-transitiononstate

�21
for eacheventin

� ¤ xI�o¯
:
�*�g�$1���,!
|.D�21

.

Note that after this modification,all transitionsbasedon eventsthat werenot originally in the alphabetof the propertythat
originatein an acceptingstate

�
lead to a new state

�21
createdby the algorithm. Figure 2 illustratesthe B

�
uchi automaton

transformationdefinedhere. We assumethat
� ¤ . 3-² �´³���[ > and

�o¯µ. 3!² ��³ > . Figure 2(a) shows a B
�
uchi automaton

beforethe transformationandFigure2(b) shows the correspondingB
�
uchi automatonafter the transformation.Note that this

transformationdoesnot causea severeblow-up in thesizeof theB
�
uchi propertyautomaton,sincethenumberof extra states

createdequalsthenumberof acceptstatesin theoriginalB
�
uchi propertyautomaton.

5.2 Overview of the LIE Approach
A direct andvery naive approachto checkingpropertieson infinite executionswould be to follow the FE algorithmwith a
B
�
uchi automatonrepresentingthepropertyof interest,but to preserve thehistoryof changesfor each

� � � O 

pair, startingwith

theinitial pair
� � � � O initial



. Thenwe cancheckif thecurrentstateis alreadypresentin this historyandif anacceptstateof the

propertyhasbeenenteredsinceits lastoccurrence.Of course,thecomplexity of storingandperusingall thatadditionalhistory
informationis prohibitive. Instead,weusetheFE algorithmbut thenevaluatetheTFG with all thetuplesassignedto its nodes
to find infinite behaviors. In therestof this sectionwe give thedetailsof this LIE algorithmandtheartifactsthatit reliesupon.

As describedin Section3.3,theFE algorithmof FLAVERSassociatessetsof tuplesOUT
� O 


with eachnodeO in theTFG.
A tuple � is in OUT

� O 

if thereis apaththroughtheTFGfrom theinitial nodeO initial to O thatcorrespondsto a traceof events

thatwould causetheautomatafor thepropertyandall constraintsto transferfrom their startstatesto thestatesrepresentedby
tuple � . Thus,theproblemof determiningwhethera particulartuple � appearsin theOUT setof node O canbeviewedasa
reachabilityproblemin the tuple-nodespaceTuples

%&l
. Formally, the tuple-nodespaceTuples

%�l
is a structure

�
P
�
Etn



,

whereP is the setof pairs
� � � O 


suchthat �£H OUT
� O 


after the FE statealgorithmterminatesandEtn is the setof edges,
where

��� ��5 � O¶5 
b�$� ��7 � O�7 
�
 H Etn if
� �±5 � O¶5 
\�$� ��7 � O�7 
 H P ·�O¶5�H Pred

� O�7 
 ·¸� � O¶5 � ��5 
|. ��7 .
We saythat thereexists a path from pair

� � � O 

to pair

� � 1 � O 1 

if therearepairs

� �±5 � O¶5 
b�$9;9:9:�$� � � � O � 

for some �u­º¹ ,

suchthat
��� � � O 
b�$� �±5 � O¶5 
�
\�$��� �±5 � O¶5 
b�2� ��7 � O�7 
�
b��9:9:9;�2��� � � � O � 
b�2� � 1�� O 1»
�
 H Etn. A reachability functionReach

q
P

'¼� P for
a given pair returnsthe setof all pairs that canbe reachedfor this pair througha path in the tuple-nodespace: ? � � � O 
 H
Tuples

%�lm�
Reach

��� � � O 
�
|. 3 � � 1®� O 1:
 � � a pathfrom
� � � O 


to
� � 1R� O 1:
 > .

Fromanabstractlevel, ourLIE algorithmusesanapproachfor analyzingthetuple-nodespacethatis verysimilar to theap-
proachusedby modelcheckingandreachabilityanalysisapproaches.Weattemptto identify strongly-connectedcomponentsin
thetuple-nodespacethatdonothavetuplescontaininganacceptstateof theproperty. If suchastrongly-connectedcomponent
is found, it representsoneor moreinfinite executionson which anacceptstateof the propertyis not enteredinfinitely often.
By thedefinitionof B

�
uchi automataacceptance,thepropertyis violatedon suchexecutions.On theotherhand,theabsenceof

suchstrongly-connectedcomponentssignifiesthat thelivenesspropertyholdson all infinite executionsof theprogram.In the
restof thissectionwe describethis algorithmin detail.



5.3 The LIE Algorithm
The following algorithmfor checkinglivenesspropertieswith FLAVERSassumesthat theFE algorithmis usedfirst, andso
everynodeof theTFG hasa setof tuples,denotedOUT, associatedwith it. Thefollowing stepsarethenperformed:

1. Removefrom theOUT setsof all TFG nodesall tupleswheretheB
�
uchi automatonis in anacceptstate.

2. Find all maximal strongly-connectedcomponentsin the resulting(reduced)tuple-nodespace. A maximal strongly-
connectedcomponentin thetuple-nodespaceTuples

%½l
is definedasa setof tuple-nodepairs

}�¾
P suchthat

(a) ? � �±5 � O¶5 
b�$� ��7 � O�7 
 H }#�$� ��7 � O�7 
 H Reach
��� �±5 � O¶5 
�
 and

(b) ? � �±5 � O¶5 
 H }#�2� ��7 � O�7 
 H P
xz}#�$� �±5 � O¶5 
#¿H Reach

��� �{7 � O�7 
�
�À«� ��7 � O�7 
¦¿H Reach
��� �±5 � O¶5 
�
 .

3. If at leastonestronglyconnectedcomponenthasbeenfound, the propertyis violated. This propertyviolation canbe
illustratedby insertingin the OUT setsof all TFG nodesthe tuplesthat wereremovedin step1 of this algorithmand
showing apathfrom

� � initial
� O initial



to this strongly-connectedcomponent.

Intuitively, if after removing all tuplesin which thepropertyautomatonis in anacceptstate,no strongly-connectedcom-
ponentsexist in the tuple-nodespace,it meansthat no executioncanbe found on which the propertyautomatonentersan
acceptstateonly a finite numberof times. This meansthat the livenesspropertybeingcheckedholdson all possibleprogram
executions.Alternatively, if astronglyconnectedcomponentis found,it representsasuffix of aninfinite executionsuchthaton
this suffix no acceptstatesof thepropertyareentered.Thus,on this executionanacceptstateof thepropertyis enteredonly a
finite numberof times,andsothepropertyis violated.

Thisapproachis similar to theoneusedby modelchecking[9]. In fact,ourapproachcanbereducedto checkingaspecific
CTL formula

" j " ��4 with modelchecking,where 4 is true in a tuple-nodepair
� � � O 


if andonly if the stateof
"

in � is
accepting.The major differencebetweenour approachandthat of modelcheckingis in the way that the statespaceof the
systemis representedandin theway this representationis computed.

5.4 Propertiesof the LIE Algorithm
We needto proveterminationandconservativeness,anddeterminethecomplexity of this algorithm.
Theorem2 (Termination). For anyLIE analysisproblem

� j � S � } 5 ��9:9;9:� }z�=

, thealgorithmterminates.

Proof. This follows from the fact that the tuple-nodespaceis finite andterminationof theefficient Tarjanalgorithm[20] for
computingmaximalstrongly-connectedcomponents.

Conservativenessof our algorithm meansthat if thereexists an executionof the systemon which the B
�
uchi property

automatondoesnot hold, thealgorithmwill detectthat.
Theorem 3 (Conservativeness).If there existsan executionof thesystemon which there is a suffix where an acceptstateof
thepropertyB

�
uchi automatonis not reachedinfinitelyoften,our algorithmwill detectthat.

Proof. Supposethatthereis anexecutionof thesystemwith asuffix onwhichtheB
�
uchiautomatonneverentersanacceptstate.

SinceboththeTFG modelandtheFE algorithmareconservative [11], this meansthat thereis a tracethroughthetuple-node
spaceof theproblemonwhich theB

�
uchi automatonneverentersanacceptstate.Sincethetuple-nodespaceis finite, this trace

mustcorrespondto a loop
p

in the tuple-nodespace.Whenour algorithmeliminatesall statesof the tuple-nodespacethat
correspondto tuplesin which theB

�
uchi propertyautomatonin anacceptstate,loop

p
is still present,sincein no tuplesalong

this loop is thepropertyin anacceptstate.Thus,thereexistsa strongly-connectedcomponentthatcontainsthis loop, andso
ouralgorithmwill concludethatthepropertymaybeviolated.

Thefollowing theoremstatestheworst-casecomplexity of thealgorithm.
Theorem4 (Worst-caseComplexity). Theworst-casecomplexity of our algorithmasdescribedis

��� � l � 7 � Tuples� � � Etn � 
 .
Proof. The � l � 7 � Tuples� componentof thecomplexity formulain thestatementof thistheoremis justtheworst-casecomplexity
of theFE algorithmthatmustbedonefirst. Theworst-casecomplexity of theTarjanalgorithmfor findingall maximalstrongly-
connectedcomponentsof thetuple-nodespaceis

��� � P � � � Etn � 
 . By observingthat � P ��AÁ� l �:� Tuples� , we arrive at thestated
complexity.

This worst-caseresultis consistentwith thecomplexity of otherfinite stateverificationapproacheson livenessproperties,
exceptfor [10], wheretheworst-caseboundin generalcannotbeexpressedin termsof thecharacteristicsof thepropertyand
systemmodels.
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Figure3: A fairnessFSA example

5.5 Implementation
Wehaveimplementedtheapproachproposedin thispaperandcarriedoutaninitial, preliminaryexperiment,in whichwedealt
with two livenesspropertiesfor a concurrentAda producer/consumerexample.In this example,multiple producerthreadsput
itemsin an unboundedbuffer andmultiple producerthreadsextract itemsfrom this buffer. Our first propertyspecifiesthat
a consumerthreaddoesnot starve, i.e. on all infinite executionsa consumerthreadextractsitemsfrom the buffer an infinite
numberof times.This propertycanbeviolated,sincetheexampledoesnot guaranteefair treatmentof all threads.Our imple-
mentationcorrectlyfindsaninfinite executionthatdemonstratesstarvationof aconsumerthread.Oursecondpropertyspecifies
thaton all infinite executionssomebuffer activity (puttingor extractingitems)happensinfinitely often. Our implementation
correctlydemonstratedthatthis propertyholdsonall possibleexecutionsof theexample.

Theproducer/consumerexampleis scalable;we checkedthetwo propertiesdescribedabove on four differentsizesof the
example: 2, 4, 6, 8, wherethe sizecorrespondsto the numberof consumers/producersin the example. (Thus,the example
of size2 hastwo producersandtwo consumers.)For eachof thesizestheoutcomedescribedin thepreviousparagraphwas
obtained.An interestingobservationis thatfor bothproperties,thenumberof requiredconstraintsdid notdependonthesizeof
theexample.For thefirst propertywe neededtwo constraintsmodelingcontrolflow throughselectthreadsandfor thesecond
propertywe neededthreesimilar constraints.In all cases,checkingeachof thepropertiestook under4 secondson a Pentium
III Xeon550MHz machine.

6 FAIRNESS ASSUMPTIONS AND PRECISION IMPROVEMENTS
To beconservative,FLAVERSassumesthatall tracesthroughtheTFG or tuple-nodespacecorrespondto executablebehavior
in the systembeinganalyzed.Constraintscanbe usedto eliminateinfeasibletracesselectively. For infinite executions,the
algorithmdescribedaboveassumesthatall loopscanbeexecutedinfinitely. It would bemorerealisticto recognizethatsome
loopscanexecuteinfinitely, while otherscannot. Programoptimizationtechniquescould be usedto staticallydetectat least
someof thefinite loops. UsingFLAVERSconstraintmechanism(e.g. modelingvaluesof variablesusedin loop predicates),
informationcouldbeprovidedto improveor refinethis staticanalysis.Alternatively, we believe that it maybemorepractical
to let theanalystmarkthoseloopsin threadsthatcannever executeinfinitely (or, theanalystmaymarkall potentiallyinfinite
threadloops). Given this information, the above algorithm can be modified so as not to considerthe strongly-connected
componentsin thetuple-nodespacethatcorrespondto a setof loopsin thecontrol flow of individual threads,if any of these
loopscannotbeinfinite.

Fairnessconditionsareoftenemployedto ensurethat somereasonablebehaviors of a systemaretaken into account.For
example,in a client-serverconfigurationof systemthreads,a possiblefairnessrequirementis that if two client threadsrequest
a service

�
infinitely often andthe server satisfies

�
infinitely often, thenboth clientsobtainthe serviceinfinitely often (in

otherwords,it is not possiblefor oneof theclientsto “starve” while theotheralwaysgetstheservice).With FLAVERS,we
canagainusethefeasibility constraintmechanismto representfairnessassumptions.Becausefeasibility constraintsareFSAs,
theseassumptionsareratherstrong.For example,usingonly FSAs,it is impossibleto representthefairnessassumptionabout
the client-server systemdescribedabove. However, we canrepresentan assumptionthatafterclient A requestedservice,the
servercanserveatmost3 requestsfrom clientsotherthanA beforeservingclientA. An FSAmodelingthis fairnessassumption
is shown in Figure3. TransitionslabeledÂ6X+Ã+ÄYXY^!Å	Æ representtheeventof client A requestingserviceandtransitionslabeled
^UX+Â�Ç6X�Æ and ^UX+Â8Ç6XuV+Å+ÈYX+Â representtheeventsof theserverservingA andaclientotherthanA respectively. (Notethatin this
example,we make two reasonableassumptionsaboutthesystem:(1) a client doesnot posta requestif it hasoneunsatisfied
requestoutstandingand(2) theserver doesnot provide anunrequestedservice.)We believe thatsuchfairnessconditionsare
practical,sincethey canbederivedfrom theactualspecificationsof thedescriptionof theenvironmentin which thesoftware
systemunderanalysishasto execute,unlike fairnessconditionsthatspecifythata servicewill beofferedinfinitely often.



7 CONCLUSIONS AND FUTURE WORK
In this paper, we have extendedtheoriginal dataflow analysisalgorithmof FLAVERS(FE algorithm)to checkpropertieson
infinite executionsof concurrentsoftwaresystems.Two differentalgorithmsarepresented,onefor checkingsafetyproperties
and the other for checkinglivenessproperties. Although, by representingsafetypropertiesas B

�
uchi automata,we could

usethe LIE algorithmfor checkingboth kinds of propertieson infinite executions,the SIE algorithmhasbetterworst-case
complexity boundsthantheLIE algorithm. Both of thesealgorithmsdo not involve changingtheexisting analysisalgorithm
of FLAVERSbut ratheraddto it, in a languageindependentway. This meansthatthefeasibility constraintsof FLAVERSthat
improve precisionof the analysiscanbeusedsuccessfullywith theproposedalgorithms.This is particularlyattractive since
feasibilityconstraintscanbeusedto modelfairnessassumptionsaboutthesystemunderanalysisor to refineinformationabout
infinite andfinite loops. Of course,theproblemof determiningpreciselywhethera givenloop canbeinfinite is undecidable.
Efficient, conservative automatedtechniquescanbeusedfor this problemandsupplementedwith guidancefrom theanalyst.
With suchinformation,theprecisionof theanalysisresultswould improve considerably. Thus,we believe that this approach
would provide a morepreciseandrealisticbasisfor analysisandincorporatesapplication-specificfairnessandexecutability
considerations.
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