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Abstract. Information aboutwhich statementsn a concurrentprogrammay
happerin parallel(MHP) hasa numberof importantapplicationsit canbeused
in programoptimization,dehugging,programunderstandingpols,improving the
accuray of dataflow approachesanddetectingsynchronizatioranomaliessuch
asdataraces.In this paperwe proposea dataflow algorithmfor computinga
conserative estimateof the MHP informationfor Javaprogramshathasaworst-
casedtime boundthatis cubicin thesizeof the program We presentpreliminary
experimentalcomparisorbetweenour algorithmand a reachabilityanalysisal-
gorithmthatdetermineghe "ideal” staticMHP informationfor concurrentlaza
programsThisinitial experimentindicateshatour dataflow algorithmprecisely
computedheideal MHP informationin the vastmajority of casesve examined.
In the two out of 29 caseswvherethe MHP algorithmturnedout to be lessthan
ideally precise,the numberof spuriouspairs was small comparedto the total
numberof ideal MHP pairs.

1 Intr oduction

Information aboutwhich statementsn a concurrentprogrammay happenin parallel
(MHP) hasa numberof importantapplicationslt canbe usedfor detectingsynchro-
nizationanomaliessuchasdataraceg[6], for improving the accuray of variousdata
flow analysisandverificationapproachege.g.[9, 14,19]), for improving programun-
derstandingools, suchasdeluggersandfor detectingorogramoptimizations.For ex-
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ample,in optimization,if it is known thattwo threadsof controlwill never attemptto
enteracritical region of codeatthe sametime, ary unnecessarkpcking operationgan
beremoved.

In general,the problemof preciselycomputingall pairs of statementghat may
executein parallelis undecidablelf we assumehatall control pathsin all threadsof
controlareexecutablethenthe problemis NP-complete[21]. In this paperwe call the
solutionwith this assumptionthe ideal MHP informationfor a program.In practice,a
trade-of mustbe madewhere insteadof theidealinformation,a conservativeestimate
of all MHP pairsis computedIn this context a conserative estimatecontainsall the
pairs that can actually executein parallel but may also contain spuriouspairs. The
precisionof suchapproachesanbe measuredby comparingthe setof pairscomputed
by anapproactwith theidealset,if thelatteris known.

In this paperwe proposea dataflow algorithmfor computinga conserative esti-
mateof MHP informationfor Java programsthat hasa worst-casdime boundthatis
cubicin thesizeof the programn therestof this papemwe referto thisalgorithmasthe
MHP algorithm. To evaluatethe practicalprecisionof our algorithm,we have carried
out a preliminary experimentalcomparisorbetweenour algorithmanda reachability-
basedalgorithm that determineghe ideal MHP information for concurrentJasa pro-
grams.Of course sincethis reachabilityalgorithmcanonly berealisticallyappliedto
small programs,our experimentwas restrictedto programswith a small numberof
statementsThis initial experimentindicatesthatour algorithmpreciselycomputedhe
idealMHP informationin the vastmajority of casesve examined.In thetwo out of 29
casesvherethe MHP algorithmturnedout to belessthanideally precise the number
of spuriougpairswassmallcomparedo thetotal numberof ideal MHP pairs.

Several approachegor computingMHP information for programsusing various
synchronizatioomechanisméave beensuggestedCallahanand Subhlok[4] proposed
a dataflow algorithmthat computesfor eachstatementn a concurrengprogramwith
post-wait synchronizationthe setof statementshatmustbe executedbeforethis state-
mentcanbeexecuted B4 analysis) Duestervald andSoffa[6] appliedthisapproacho
the Ada rendezousmodelandextendedB4 analysisto be interproceduralMasticola
andRyder[15] proposedaniterative approachthatcomputes conserative estimateof
thesetof pairsof communicatiorstatementshatcannever happenn parallelin acon-
currentAda program.(The complemenbf this setis a consenrative approximationof
the setof pairsthatmay occurin parallel.)In thatwork, it is assumedhitially thatarny
statemenfrom a givenprocesscanhappernin parallelwith arny statementn ary other
processThis pessimisticestimateis thenimproved by a seriesof refinementghatare
appliediteratively until afixed pointis reachedThis approactyields moreprecisein-
formationthanthe approachesf CallaharandSubhlokandof Duestervald andSoffa.
Masticolaand Rydershav thatin the worst casethe complexity of their approachs
O(S®), whereS is thenumberof statementé aprogram.

RecentlyNaumavich andAvrunin[17] proposeda dataflow algorithmfor comput-
ing MHP informationfor programswith arendezwousmodelof concurreng. Although
theworst-cas&omplexity of thisalgorithmis O(S%), theirexperimentaresultssuggest
thatthepracticalcompleity of thisalgorithmis cubicor lessin thenumberof program



statements Furthermorethe precisionof this algorithmwasvery high for the exam-
plesthey examined.For a setof 132 concurrentAda programsthe MHP algorithm
failed to find the ideal MHP informationin only 5 casesFor a large majority of the
examplesthe MHP algorithmwasmoreprecisethanMasticolaandRyder's approach.

The MHP algorithmdescribedn this paperis similarin spirit to thealgorithmpro-
posedfor the rendezewusmodelbut hasa numberof significantdifferencegprompted
by the differencebetweertherendezwous-basedynchronizationn Adaandtheshared
variable-basedynchronizationn Java. First,theprogrammodelfor Javais quitediffer-
entfrom theonefor Ada. Secondwhile thealgorithmfor Adarelieson distinguishing
betweeronly two nodetypes(nodesrepresentingnternaloperationsn processeand
nodesrepresentingnter-procescommunications}thealgorithmfor Jasa hasto distin-
guishbetweera numberof nodetypescorrespondingo the eclecticJava synchroniza-
tion statementsThis alsoimpliesthatthetwo algorithmsemploy very differentsetsof
flow equationsThird, while the algorithmfor Ada operateon a completelyprecom-
putedprogrammodel,for Java partialresultsfrom the algorithmcanbe usedto modify
the programmodelin orderto obtaina more preciseestimateof MHP information.
Finally, the worst-casecomplexity of the MHP algorithmfor Java is only cubicin the
numberof statement the program.

The next sectionbriefly introducesthe Java model of concurreng andthe graph
modelusedin this paper Section3 describeshe MHP algorithmin detailandstateghe
major resultsaboutits termination,worst-casecompleity, andconserativenessSec-
tion 4 describegheresultsof anexperimentin which MHP informationwascomputed
for anumberof concurrentlava programausingboththe MHP algorithmandthereach-
ability approachn orderto evaluatethe precisionandperformancef thealgorithm.We
concludewith asummaryanddiscussiorof futurework.

2 Program Model

2.1 JavaModel of Concurrency

In Java, concurreny is modeledwith threads Althoughthetermthreadis usedin the
Java literatureto refer to both threadobjectsand threadtypes,in this paperwe call
threadtypesthreadclassesandthreadinstancesimply threads Any Java application
mustcontainauniquemain () methodwhichsenesasthe“main” threadof execution.
Thisis theonly threadthatis runningwhenthe programis started Otherthreadsn the
programhaveto bestartedexplicitly, eitherby themainthreador by someotheralready
runningthreadcalling their start () methods.

Javausessharednemoryasthe basicmodelfor communicationsimongthreadsin
addition,threadscan affect the executionof otherthreadsin a numberof otherways,
suchasdynamicallystartinga threador joining with anotherthread which blocksthe
callerthreaduntil the otherthreadfinishes.

Themostimportantof theJavathreadinteractionmechanismss basecbn monitors.
A monitoris a portion of code(usually but not necessarilywithin a single object)in
which only onethreadis allowed to run at a time. Java implementsthis notion with

! The sizeof the programmodelis O(S?) in the worst case andthe worst-casecompleity of
the algorithmis cubicin the sizeof the programmodel.It appearghatin practicethe size of
the programmodelis linearin the numberof programstatements' [17].



class Writer extends Thread class Reader extends Thread

{ {
public static void Buffer buffer;
main(String [1 args) public Reader(Buffer b)
{ {
Buffer buffer = new Buffer(); buffer = b;
Reader r1 = }
new Reader (buffer); public void run()
Reader r2 = {
new Reader(buffer); while (notEnough())
ri.start(); {
r2.start(); synchronized (buffer)
while (notEnough()) {
{ while (buffer.isEmpty())
synchronized (buffer) {

{ buffer.wait();
buffer.write(); }
buffer.notifyAll(); buffer.read();

} }

} }
rl.join(); }
r2.join(); }
}
}

Fig. 1. Java codeexample

locksandsynchronized blocks.EachJava objecthasanimplicit lock, which maybe
usedby synchronized blocksand methods Before a threadcanbegin executionof
a synchronized block, this threadmustfirst acquirethe lock of the objectassociated
with thisblock. If thislock is unavailable, which meanghatanotheithreadis executing
asynchronized blockfor thislock, thethreadwaitsuntil thelock becomeswvailable.
A threadreleaseshelock whenit exitsthesynchronized block. Sinceonly onethread
may bein possessionf ary givenlock atary giventime, this meanghatat mostone
threadatatime maybeexecutingin oneof thesynchronized blocksprotectedy that
lock. A synchronized methodof anobjectobj is equivalentto amethodin whichthe
wholebodyis asynchronized block protectedoy thelock of the objectobj.

Threadsmay interrupttheir executionin monitorsby calling the wait () method
of thelock objectof this monitor. During executionof thewait () method thethread
releaseshelock andbecomesnactive, therebygiving otherthreadsan opportunityto
acquirethis lock. Suchinactive threadsmay be awakenedonly by someotherthread
executingeitherthe notify () or thenotifyAl1l() methodof the lock object. The
differencebetweerthesetwo methodss thatnotify () wakesup onearbitrarythread
from all the potentially mary waiting threadsand notifyA11() wakesup all such
threadsSimilarto callsto wait (), callsto thenotify () andnotifyAl1l() methods
musttake placeinsidemonitorsfor the correspondindocks. Both notificationmethods



arenon-blocking,which meanghatthe notificationcall will returnandexecutionwill
continue whethertherearewaiting threadsor not.

Theexamplein Figurel illustratessomeof the Java concurreng constructsin this
example onethreadwritesinto andtwo threadseadfrom asharednemorybuffer. (The
sourcecodefor the buffer is not shavn.) The mainthreadwWriter instantiates buffer
objectandalsoinstantiateswo threadsr1 andr2 of threadtypeReader. Notethatr1
andr2 do not starttheir executionuntil the mainthreadcallstheir start () methods.
Eachof thethreadsepeatedlycallsnotEnough (), a function not shovn in thefigure
thatdeterminesvhetherenoughdatahasbeenwrittenandread If notEnough () returns
true,eachthreadtriesto enterthe monitorassociatedvith the buffer object.If themain
threadentersghemonitor, it writesto thebuffer andthencallsthenotifyA1l () method
of the buffer, waking up ary threadswaiting to enterthe monitor, if ary. It thenleaves
the monitor and calls notEnough () again.If a readerentersthe monitor, it checks
whetherthebuffer containsary datalf so,it readghedataandleavesthemonitor. If the
buffer is empty thereadercallsthewait () methodof the buffer object,relinquishing
the lock associatedvith the monitor. The readerthen sleepsuntil awakenedby the
mainthreadcalling buffer .notifyAll (). After areaderthreadwakesup, it hasto
reacquirethe lock associatedavith the buffer object,beforeit canre-enterthe monitor.
After it re-enterghe monitor, it readsfrom the buffer andthenexits the monitor. After
themainthreads call to functionnotEnough () evaluatedo false, it exitsitsloopand
callsthe join() methodof threadsc1 andr2. If threadr1 hasnotterminatedby the
timethemainthreadstartsexecutingthecalltorl. join (), themainthreadwill block
until threadr1 terminatesandsimilarly for threadr1. Thus,thesetwo callsto join()
ensurahatbothreadethreadgerminatebeforethemainthreaddoes(Theastutereader
will noticethatthis programmay deadlockwith oneof thereaderthreadswvaiting for a
notificationwhile the buffer is emptyandthewriter having exited its loop.)

In the restof the paperwe referto start(), join(), wait (), notify(), and
notifyAll() methodsasthreadcommunicatiormethods.

2.2 Parallel Execution Graph

We usea Parallel ExecutionGraph (PEG)to representoncurrentlava programs.The
PEGis built by combining,with speciakindsof edgescontrolflow graphgCFGs)for
all threadsthat may be startedin the program.In generalthe numberof instancesf
eachthreadclassmay be unboundedFor our analysiswe make the usualstaticanal-
ysis assumptiorthat thereexists a known upperboundon the numberof instanceof
eachthreadclass.In addition,we assumeéhataliasresolutionhasbeendone(e.g.,us-
ing methodssuchas|[5, 10]). After aliasresolutionis performed,we canusecloning
techniquege.g.[20]) to resohe objectand methodpolymorphism.Under theseas-
sumptionspur programmodelandalgorithmhandle“complex” configurationof Java
concurreng mechanismssuchas nestedsynchronized blocks, multiple monitors,

2 Note that concurreng primitives join() andwait () in Java have “timed” versions.Also,
additionalthreadmethodsstop (), suspend (), andresume() aredefinedin JDK 1.1 but
have beendeprecatedh JDK 1.2 sincethey encourageinsafesoftwareengineeringractices.
It is not difficult to incorporatehandlingof thesestatementén our algorithmbut becausef
spacdimitationswe do notdo this here.



multiple instance®f lock objects etc.For example,supposehataliasresolutiondeter
minesthatat somepointin the programa particularvariablemay possiblyreferto two
differentobjects.If atthatpointin the programthis variableis usedto accessa moni-
tor, cloningwill producea structurewith two brancheswhereonebranchcontainshe
monitoraccessvith thefirst objectasthelock andtheotherbranchcontainghemonitor
accessvith the secondbjectasthelock. Thus,aliasresolutionandcloningtechniques
areimportantfor improving the precisionof the MHP analysis.

At presentwe inline all called methodsexceptcommunicatiormethodsjnto the
control flow graphsfor the threadsThis resultsin a single CFG for eachthread.Each
calltoacommunicatioimethods labeledwith atuple (object, name, caller), where
name is the methodname,object is the objectowning methodname, and caller
is the identity of the calling thread.For example,for the codein Figure 1, the call
t1.start in themainmethodwill berepresentedith thelabel(t1, start, main). For
conveniencewe will usethis notationfor labelnodesthatdo notcorrespondo method
calls by replacingthe object partof the labelwith the symbol’x’. For example,the
firstnodeof athreadt is labeled(x, begin, t) andthelastnodeof thisthreadis labeled
(*,end, t).

To makeit easyto reasoraboutgroupsof communicationsye overloadthe symbol
"%’ to indicatethatoneof the partsof the communicatioriabel cantake ary value.For
example,(t, start, *) representthe setof labelsin which somethreadin theprogram
callsthe start methodof threadt. We will write n € (t, start, %) to indicatethatn
is oneof the nodesthatrepresensuchacall. It will beclearfrom the context whether
atuple (object,name, caller) denoteslabelof asinglenodeor a setof nodeswith
matchinglabels.

Forthepurpose®f ouranalysisadditionalmodelingis requiredfor wait () method
callsandsynchronized blocks.Becaus@anentranceo or exit from asynchronized
block by onethreadmay influenceexecutionsof otherthreadswe representhe en-
trance and exit points of synchronized blocks with additional nodes labeled
(lock,entry,t) and(lock, exit,t), wheret is thethreadmodeledby the CFG and
lock is the lock objectof the synchronized block. We assumethat the threaden-
tersthe synchronizedlockimmediatelyafter the entry nodeis executedandexits this
block immediatelyafter the exit nodeis executed.Thus,the entry nodeis outsidethe
synchronized block andtheexit nodeis insidethis block.

The executionof a wait () methodby a threadinvolves several actiities. The
threadreleaseghe lock of the monitor containingthis wait () call andthenbecomes
inactive. After the threadrecevesa notification, it first hasto re-acquirethe lock of
the monitor, beforeit can continueits execution. To reasonaboutall theseimplicit
actiities of athread,we performa transformatiorthat replacessachnoderepresent-
ing await () methodcall with threedifferentnodes,asillustratedin Figure2. The
nodelabeled(lock, wait, t) representthe executionof thewait () methodthenode
labeled(lock, waiting, t) representshethreadbeingidle while waiting for a notifi-
cation,andthe nodelabeled(lock,notified-entry, t) representshethreadafterit
receveda notificationandis in the procesf trying to obtainthe lock to re-enterthe
synchronized block. The shadedegionsin the figure representhe synchronized
block.



(lock,wait,t)

V
‘ (lock,waiting, t) ‘

(lock, wait, t) _—

‘ (lock,notified-entry, t)‘

\
v

Fig. 2. CFGtransformatiorfor wait () methodcalls

The CFGsfor all threadsin the programare combinedin a PEG by addingspe-
cial kinds of edgeshetweemodesfrom different CFGs.We definethe following edge
kinds. A waiting edgeis createcbetweernwaiting andnotified-entry nodes(the
bold edgein Figure2). A local edgeis a hon-waiting edgebetweentwo nodesfrom
the sameCFG. For example, the edge betweennodeslabeled (lock,wait,t) and
(lock,waiting,t) isalocaledgeA notifyedgeis createdrom anodem to anoden if
m is labeled (obj,notify,r) or (obj,notifyAll,r) and n is labeled
(obj,notified-entry, s) for somethreadobjectobj, wherethreadsr ands aredif-
ferent.The setof notify edgeds not precomputedbut ratherbuilt duringthealgorithm.
Thisimprovesthe precisionof thealgorithmsinceinformationdoesnot propagaténto
notified-entrynodesromnotify andnotifyAll nodeauntil it is determinedhat
thesestatementsayhapperin parallel.A startedgeis createdrom anodem to anode
n if m is labeled(t, start, x) andn is labeled(x, begin, t). Thatis, m represents
nodethatcallsthe start () methodof thethreadt andn is thefirst nodein the CFG
of thisthread All startedgescanbe computedoy syntacticallymatchingnodelabels.

Figure 3 shawvs the PEGfor the programin Figure 1. The shadedegionsinclude
nodesn themonitorof theprogramihin solid edgegepresentocal controlflow within
individual threadsihe thick solid edgesare waiting edges;the dottededgesare start
edges;and the dashededgesare notify edges.(Note that thesenotify edgesare not
presentin the PEG originally but will be createdduring executionof the MHP algo-
rithm.)

2.3 Additional Terminology

For corveniencewe definea numberof functions.LocalPred(n) returnsthe setof all
immediatelocal predecessorsf n; NotifyPred(n) returnsthe setof all notify prede-
cessorof anotified-entry noden; StartPred(n) returnsthe setof all startpre-
decessor®f a begin noden; andWaitingPred(n) returnsa singlewaiting prede-
cessorf anotified-entry node.Setsof successorkocalSucén), NotifySucén),
StartSuc¢n), and WaitingSucén) are definedsimilarly. Let T' denotethe set of all
threadghattheprogrammaycreateLet N (t) denotethesetof all PEGnodesn thread
t € T. Furthermorewe defineafunctionthread: N — T thatmapseachnodein the
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PEGto thethreadto which this nodebelongs.For example,for the PEGin Figure 3,
threadn;) = main andthreadn;;) = r1.

For corveniencewe associatéwo setswith eachlock object.notifyNodeobj) is
the setof all notify andnotifyAll nodesfor lock objectobj: notifyNodeéobj) =
(obj,notify,*) U (obj,notifyAll, ). Similarly, waitingNodeobj) is the setof
all waiting nodesfor lock objectobj: waitingNodegobj) = (obj,waiting, ). For
the examplein Figure 3, notifyNodegbuffer) = {n;} andwaitingNodeépuffer) =
{n17, n27}.

In Java, monitorsaregivenexplicitly by synchronized blocksandmethodsSince
our model capturesa set of known threads,we can also statically computethe set
of nodesrepresentingcodein a specific monitor. Let Monitor,,; denotethe set of
PEG nodesin the monitor for the lock of objectobj. For the examplein Figure 3,
Monitoryusser = {6, N7, N3, N15, N16, N19, N20, N25, N26, N2g, N30 }-

3 The MHP Algorithm

In this sectionwe presenthe dataflow equationsor the MHP algorithm.We do this
insteadof usingthelattice/functionspaceview of dataflow problemg7] sinceit makes
explanationsof this algorithm more intuitive and, as will be evident, one aspectof



this algorithmprecludests representatiomasa purely forward- or backward dataflow
problemor even asa bidirectionalor multisource[16] dataflow problem.At the end
of this sectionwe presenta pseudo-cod&ersionof the worklist versionof the MHP
algorithm.

3.1 High-Level Overview

Initially we assumehateachnodein thePEGmaynothappenin parallelwith any other
nodesThedataflow algorithmthenuseshe PEGto infer thatsomenodesmayhappen
in parallelwith othersandpropagatethis informationfrom onenodeto anotheruntil a
fixedpointis reachedAt this point,for eachnode thecomputednformationrepresents
aconsenrative overapproximatiorof all nodesthatmayhapperin parallelwith it.

To eachnoden of thePEGwe assigrasetM (n) containingnodeshatmayhappen
in parallelwith noden, ascomputedatagivenpointin thealgorithm.In additionto the
M set,we associateanOUT setwith eachnodein the PEG.This setincludesMHP in-
formationto be propagatedo the successorsf thenode.Thereasorfor distinguishing
betweerthe M (n) andOUT(n) setsis that,dependingn the threadsynchronizations
associateavith noden, it is possiblethata certainnodem mayhapperin parallelwith
noden but may never happenin parallelwith n’'s successorsr that somenodesthat
may not happenin parallelwith n may happenin parallelwith n’s successorsSec-
tion 3.4 givesa detaileddescriptionof all casesvherenodesareaddedto or removed
from the M setof a nodeto obtainthe OUT setfor this node.Initially, A andOUT
setsfor all nodesareempty

We proposeaworklist form of the MHP algorithm.At thebeginning,theworklist is
initialized to containall start nodesin the mainthreadof the programthatarereach-
ablefrom the begin nodeof this mainthread.The reasonfor this is that placesin the
mainthreadof the programwherenew threadsare startedareplaceswherenew paral-
lelismis initiated. The MHP algorithmthenrunsuntil the worklist becomesempty At
eachstepof thealgorithmanodeis removedfrom theworklist andthe notify edgeghat
comeinto thisnode aswell asthe M andOUT setsfor thisnode arerecomputedif the
OUT setchangesall successorsf this nodeareaddedto the worklist. The following
four subsectionslescribethe major stepstaken whenever a nodeis removedfrom the
worklist. This nodeis referredto asthe currentnode.

3.2 Computing Notify Edges

Notify edgesonnechodesepresentingallstonotify () andnotifyAll () methods
of anobjecttonotified-entry nodedor thisobject. Theintuition behindtheseedges
is to representhe possibility thata call to notify () or notifyAll () methodwakes
a waiting thread(the waiting stateof this threadis representedby the corresponding
waiting node)andthis threadconsequentlyntersthe correspondingiotified-en-
try node.This is possibleonly if the waiting nodeandthe notify or notifyAll
nodemay happenrat the sametime. Thus,the computationof notify successorfor the
currentnodecanbe capturecconciselyas

{m|m € (obj,notified-entry, x)
NotifySucén) = A WaitingPred(m) € M(n)}, if n € notifyNodegobj)
undefined otherwise.



3.3 Computing M Sets

To computethe currentvalue of the M setfor the currentnode,we usethe OUT sets
of thisnodes predecessoraswell asinformationdependingon thelabel of this node.
Equation(1) givestherule for computingthe M setfor nodeswith all possiblelabels
(hereandin therestof thepaper“\” standgor the setsubtractioroperation).

( (UpeStartPled(n) OUT(p)
\ N(threadn))), if n € (%,begin, *)
M(n) = M(n)U ((UpeNotifyPrec('n.) OUT(p))
N OUT(WaitingPred(n)))
U GENqotifyan(n), if n € (*,notified-entry, *)
(UpeLocapredn) OUT(P), otherwise

1)

As seenin equation(1), for begin nodesthe M setis computedasthe union of
the OUT setsof all startpredecessorsf this node,with all nodesfrom the threadof
the currentnodeexcluded. The explanationis thatsincethe start () methodis non-
blocking,thefirst nodein thethreadthatis startednayexecutein parallelwith all nodes
thatmay executein parallelwith the nodethatstartedit.

For anotified-entry noden, first we computethe unionof the OUT setsof all
notify predecessorsf this node.Theresultingsetof nodeds thenintersectedwith the
OUT setof the waiting predecessoof n andthenthe GENhoityan(n) set(definedin
equation(2) below) is addedto the result. Theintuition behindtaking the union of the
OUT setsof all notify predecessoris thatonceathreadexecutesvait (), it becomes
idle, and quite sometime canpassbeforeit is awakenedby someotherthread.Only
after this happengafter a notify() or notifyA11() methodcall) canthis thread
resumeits execution.This meanghat, in effect, thesenotify andnotifyAll nodes
arethe“logical” predecessomsf thenodethatfollowsthewaiting node.Thereasoning
for intersectingthe resultingsetwith the OUT setof n’s waiting predecessais that
n canexecuteonly if (1) thethreadof n is waiting for a notificationand(2) oneof the
notify predecessorsf n executes.

The GENhoiityan Setin equation(1) handlesthe specialcaseof anotifyAll state-
ment awakening multiple threads.In this casethe correspondinghotified-entry
nodesin thesethreadsmay all executein parallel.We conseratively estimatethe sets
of suchnotified-entry nodesfrom threadsotherthanthatof the currentnoden. A
nodem is putin GENqgityan(n) if m refersto the samelock objectobj asn doesthe
WaitingPred nodesof m andn may happenin parallel,andthereis a noder labeled

% begin nodesare includedin the OUT setsof the correspondingstart nodes.Seeequa-
tions(3) and(4).



(obj,notifyAll x) thatis anotify predecessasf bothm andn. Formally,

(0, if n  (obj,notified-entry, %)
{m|m € (obj,notified-entry, *x)A
WaitingPred(n) € M (WaitingPred(m))A
(3r € N :r € (obj,notifyAll, x)A
r € (M (WaitingPred(m)) N M (WaitingPred(n))))},
if n € (obj,notified-entry, *)

(@)

GENhotityan(n) = <

3.4 Computing OUT Sets

TheOUT(n) setrepresentdHP informationthathasto be passedo the successorsf
n andis computedasshavn in equation(3).

OUT(n) = (M(n) UGEN(n)) \ KILL(n) 3)

GEN(n) is the setof nodesthat, althoughthey may not be ableto executein parallel
with n, mayexecutein parallelwith n’ssuccessorKILL (n) is a setof nodeshatmust
not be passedo n's successorsalthoughn itself may happenin parallelwith someof
thesenodes.Computationof both GEN andKILL for the currentnodedependsn the
labelof this node.

The following equationgivesthe rule for computingthe GEN setfor the current
noden.

(*,begin,t), if n € (t,start,*)
GEN(n) = < NotifySuc¢n), if Jobj : n € notifyNodegobj) 4)
0, otherwise

For start nodesGEN consistof asinglenodethatis thebegin nodein thethreadthat
is beingstarted.Supposethe currentnodeis in threadr, startingthreadt. Oncethis
nodeis executedthreadt is readyto startexecutingin parallelwith threadr. Thus,the
begin nodeof threadr hasto be passedo all successorsf the currentnode.Notethat
threadr cannotstartuntil start nodecompletests execution.This meanghis start

nodeandthebegin nodeof threadr maynothapperin parallel,andsothebegin node
is notin the M setof thestart node.

For notify andnotifyAll nodes,the GEN setequalsthe setof all their noti-
fied successorsThis corveys to the local successorsf suchnotify andnotifyAll
nodesthat they may happenin parallelwith all suchnotified-entry nodes.Note
thatthesenotified-entry nodesmayor maynotbein the M setsof thenotify and
notifyAll nodeshbecausethreadthatis beingavakenedbecomesiotifiedonly after
thecorrespondingotify or notifyAll nodecompletests execution.



Thecomputatiorof theKILL (n) setis shavn below.

(N (), if n € (t,join, *)
Monitor,y;, if n € (obj, entry, *x)U
(obj,notified-entry, *)
KILL (n) = < waitingNodeobj), if (n € (obj,notify,*)A (5)
| waitingNodeéobj) |= 1)V
(n € (obj,notifyAll, x))
L0, otherwise

If the currentnoden representgoining anothetthreadt, the threadcontainingthe
currentnodewill block until threadt terminatesThis meanghataftern completests
execution,no nodesfrom ¢ may execute Thus,all nodesfrom M (n) N N(¢) shouldbe
takenout of the setbeingpassedo n’s successors.

Computingthe KILL setfor entry andnotified-entry nodess quite intuitive.
While athreadis executingin aentry or notified-entry node,it is notin themon-
itor entrancehatthis noderepresentsOncethe executionof this nodeterminatesthe
threadis insidethis monitor. Thus,the successorsf suchentry ornotified-entry
nodemay not happenn parallelwith any nodesfrom this monitor.

Finally, if thecurrentnodeis anotifyAll nodefor lock objectobj, thismeanghat
oncethisnodecompletests execution,nothreadsn the programwill bewaitingonthis
object. Thus,no nodeslabeled(obj, waiting, *) mustbe allowedto propagateo the
local successoref thecurrentnode.If thecurrentnodeis anotify node,its execution
wakesup no morethanonethread.If thereis exactly onewaiting node thiswaiting
nodemustfinish executionby thetime thisnotify nodefinishesits execution.

3.5 Symmetry Step

Up to this point the algorithmis a standardforward dataflow algorithm. After com-
puting M andOUT setsfor eachnode,however, we have to take a stepthatis outside
this classificationto ensurethe symmetryn; € M(ny) < na € M(ny). We do this
by addingns to M (n,) if ny € M(n2). ThenodeswhoseM setshave beenupdated
in this way areaddedto the worklist, sincethe changen their M setsmay resultin a
changen their OUT sets,andsoinfluenceothernodesn thegraph.

3.6 Worklist Version of the MHP Algorithm

The Java MHP algorithm, basedon the equationsdescribedabove, consistsof two
stagesThe initialization stagecomputexILL setsfor all nodesaswell asthe GEN
setsfor the start nodesAll stepsof this stagecorrespondo computationslescribed
by equationg(4) and (5). The iteration stagecomputesM and OUT setsand notify
edgeausingaworklist containingall nodesthathave to beinvestigatedBoth stageof
thealgorithmareshowvnin Figure4.

3.7 Termination, Consewativenessand Complexity
For Java programssatisfyingthe assumptionsiotedin Section2, we have provedthat
the MHP algorithmterminatesthat MHP information computedby this algorithmis



Input : CFGsfor all threadsin theprogramandVn € N : setsKILL(n) andGEN(n)

Output: Vn € N : asetof PEGnodesM (n) suchthatVm ¢ M : m may never happenin
parallelwith n.

Additional Information: W is theworklist containingnodesto be processed

Vn € N, OUT(n) is thesetof nodesto be propagatedo the successorsf n

Initialization : Vn € N : KILL(N) = GEN(N) = M(n) = OUT(n) =0

Initialize theworklist W to includeall start nodesin themain threadthatarereachabldrom
thebeggin nodeof themainthread

THE FIRST STAGE:

1) VmneN:

(2 case

3) n € (¢, join, *) = KILL(n) = N(t)

4 n € (obj,entry, *)U (obj,notified-entry, *) = KILL(n) = MonitOre;
(5) n € (obj,notifyAll, ) = KILL(n) = waitingNodeéobj)

(6) n € (obj,notify,*) =

@) if | waitingNodeéobj) |= 1 then

(8) KILL(n) = waitingNodeébj)

9) n € (t,start, *x) = GEN(n) = (%, begin, t)

THE SECOND STAGE: Main loop.
We evaluatethe following statementsepeatedlyuntil W = @
/I n is thecurrentnode:
(1) n=head(W)
/I n is removedfrom theworklist:
(20 W =tail(W)
Il Maa, OUToe, andNotifySucg,, arethe copiesof the M, OUT, andNotifySuccsetsfor this node,
/I computedo determinenen nodesinsertedin thesesetson thisiteration
(3) Moy = M(n)
(4) OUToqg = OUT(n)
(5) NotifySucgy = NotifySucén)
/I computingthe new setof notify successorfor notify andnotifyAll nodes
(6) if Jo: n € notifyNode&bj) then

@) Vm € M (n) N waitingNodeéobj):
/I createa new notify edgefrom noden to thewaiting successoof nodem
(8) NotifySucén) = NotifySucén) U {WaitingSuc¢m)}

I'if new notify edgesvereaddedrrom this node,addall notify successors
/1 of this nodeto theworklist
9 if NotifySucg,(n) # NotifySucén) then
(10) W = W U NotifySucén)
(11) Computethe setGEN,oiityan(n) asin equation(2)
(12) ComputethesetM (n) asin equation(1)
/I theonly nodesfor which the GEN sethasto berecomputed@renotify and
/I notifyAll nodestheir GEN setsaretheir notify successors:
(13) if 3o : n € notifyNode&bj) then
(14) GEN(n) = NotifySuc¢n)
(15) ComputethesetOUT(n) asin equation(3)
/I do the symmetrystepfor all new nodesin M (n):
(16) if Mo # M(n) then
(17) Vm € (M(n) \ Moa(n)):

(18) M(m) = M(m) U {n}
/I addm to theworklist becaus¢he changen M (m) mayleadto a
/I changen OUT(m)

(19) W =W U{m}

/I if new nodeshasbeenaddedo the OUT setof n, addall n’s successorto theworklist
(20) if OUTog # OUT(n):
(21) W = W U (LocalSucén) U StartSuctn))

Fig. 4. MHP algorithm



consenative,in the sensdhatthe setsit computesontaintheideal MHP sets,andthat
the worst-caseime boundfor this algorithmis O(|N|?). The preciseformulationsof
thesestatementsindtheir proofsaregivenin [18].

4 Experimental Results

We measurehe precisionof boththe MHP algorithmandthe reachabilityanalysisby
the numberof pairs of nodesthat eachapproachclaims can happenin parallel. The
smallerthis numberthe morepreciseis theapproachsincebothapproachesannever
underestimatéhe setof nodesthat may happenin parallel. We write Pynp for the set
of pairsfoundby the MHP algorithmand Preat, fOr the setof pairsfoundby thereach-
ability analysis We saythatthe MHP algorithmis perfectlypreciseif Puup = Prean-
For the caseswvherethis equalitydoesnot hold, we areinterestedn the ratio between
the numberof spuriousMHP pairs andthe numberof all pairsfound by the reacha-
bility analysis(|Punp \ Preat|)/|Preat|. (Notethatconserativenesf our algorithm
guarantee$reats C Punp-)

Becausdhereis no standardizethenchmarlsuiteof concurrentlaza programswe
collecteda setof Java programsrom severalavailablesourcesWe modifiedthesepro-
gramssothatwe could usea simpleparserto createthe PEGwithout ary preliminary
semanticahnalysisIn addition,we removedthetimedversionsof the synchronization
statementsind ary exceptionhandling, sincetheseare currently not handledin our
algorithm.

Themajority of ourexamplescamefrom DougLea’sbookonJavaconcurreng [11]
andits Websupplemenf12]. For mostof theseexampled.eagivesonly theclassesm-
plementingvarioussynchronizatiorschemessometimeswith a brief exampleof their
usein concurrenprogramsWe usedthesesynchronizatiorschemesgo constructtom-
pletemulti-threadegrogramsWe selectedsizesof the exampleghatcouldbehandled
by ourreachabilitytool.

Several examplesin our setcamefrom other sourceq1-3] on the Weh Finally,
we wrote Java implementationdor several of the Ada concurrentexamples,suchas
dining philosophersthatarecommonlyusedin the concurreng analysiditerature.All
29 examplegthatwe usedin our experimentsaredescribedn [18].

For eachexamplewe computethreetimes: the time to build the PEG model, the
time to run the MHP algorithm on this model, and the time to run the reachability
analysisonthis model.Both approacheareimplementedn Java. For our experiments,
we useda SymanteclIT compilerfor JDK 1.1 on a workstationequippedwith a 400
MHz Pentiumll processoand128Mbof memory runningWindows NT.

Figureb presentsheraw datafrom runningtheMHP andreachabilityalgorithmson
oursetof examplesin thisfigure,for eachexampleJavaprogramthefirst columngives
thenameof the programithe secondcolumngivesthe numberof threadsijncludingthe
mainthread;the third columngivesthe overall numberof nodesin the PEG model of
theexample;thefourth columngivesthenumberof nodeghatareusedto modelthread
synchronizations.g.,waiting nodesthefifth columngivesthenumberof nodepairs
foundby the MHP algorithm;thesixth columngivesthe numberof nodepairsfoundby
the MHP algorithmbut not by the reachabilityanalysis(thus,the numberof nodepairs
found by the reachabilityanalysiscanbe found by subtractinghe numberin the sixth



Program |'T|

N|[{Synch||Pwmwp|||PmHr\| time| time| time
nodes Prean||PEG|MHP | Reach
35 27] 261 0/ 0.33 0.1 0.08
280 182 11164 0/ 0.27 2.03 7.51

AlternatingMessagePrinter
AutomatedBanking

BridgeTest 66 46/ 1193 0/ 0.24 0.1§ 11.79
CHAN_OF.INT 62 54 974 40 0.2 0.13 5.76
Chiron 112 87| 3382 0.26 0.291059.57
CorrectHales 33 24 188 0.67 0.1 0.08
CorrectSquares 33 21 271 0.24 0.08 0.14

54 38 887
35 26/ 240

0.3 0.12 10.45
0.23 0.09 0.13

CyclicBarrier
GroupPictureRenderer

GasStation 93 71 2626 0.29 0.24 84.6]
HeatingSystem 66 411 1140 0.27 0.1 2.69
HeatingSystemPutike 76 53 1497 0.25 0.21] 4.56
IncorrectHales 31 200 174 0.23 0.03 0.06
IncorrectSquares 27| 15 171 0.23 0.08 0.09
LayeredSemaphore 77| 59 1720 0.24 0.21) 5.90
Mutex 75 54 1688 0.69 0.23 36.25
OneCarBridge@st 39 32 420 0.29 0.08 10.29
PCTwoLockQueue 34 22| 358 0.2§5 0.09 1.01
PessimisticBankAccount 446 288 44128 0.3 6.28 41.9]
Phil 68 59 1355 0.26 0.19 3.78

23 16| 108
56 46/ 876
116 80| 3224
66 46/ 1349
66 46| 1423
33 18 250

0.27 0.0§ 0.05
0.24 0.13 7.75
0.30 0.27 107.81
0.49 0.17 25.23
0.25 0.1 32.22
0.21 0.0§ 0.22

PrintService
Readers-writers

RWVSN

Semaphore
SemaphoreControlledChan
SplitRenderer

=2
D
WWRWNATARANWDWANADDRDDADADOAO W W

O[O[O|O0|O|O|O|O|O|O|O[O|O|O|O[O[O|0O|0|O|0|O

SplitRendererNested 51 26| 727 50, 0.25 0.09 4.74
ThreadedApplet 10 8 18 0/ 0.20 0.0§ 0.04
ThreadedAppletV2 14 12 36 0/ 0.21 0.08§ 0.05

Fig. 5. Rav experimentaldata

columnfrom the numberin the fifth column); finally, the seventh, eighth, and ninth
columnsshow thetime in secondgakento constructthe PEGfor the exampleandto
runthe MHP andreachabilityalgorithmsrespectiely.

Outof the29 exampleprogramsthe MHP algorithmwaslessprecisehanthereach-
ability algorithmon only two examplesCHAN_OF_INT andSplitRendererNestedin
both of thesecaseghe numberof spuriouspairswassmallcomparedo thetotal num-
ber of pairs of nodesthat may happenin parallel (40 out of 934 and 50 out of 677
respectiely).

Thetiming dataindicatethatin practicethe MHP algorithmis very efficient. For all
examples exceptthe AutomatedBankingand PessimBankAccouregxamples,running
the MHP algorithmtook under0.3 secondFor all but the simplestexamples running
the MHP algorithmtook muchlesstime thanrunningthereachabilityanalysisin fact,



for mostexamplest took moretime to constructhe PEGmodelthanit tookto runthe
MHP algorithm.

5 Conclusions

Informationaboutwhich pairsof statementsnay executein parallelhasimportantap-
plicationsin optimization,detectionof anomaliesuchasraceconditions,andimprov-
ing theaccuray of dataflow analysis Efficient andprecisealgorithmsfor computing
this informationarethereforeof considerablevalue.In this paper we have described
a dataflow methodfor computinga conserative approximationof the setof pairsof
statements aconcurrentlava progranthatmayexecutein parallel.Ouralgorithmhas
aworst-caséoundthatis cubicin the numberof statement# the program.

We carriedoutaninitial experimentevaluatingtheprecisionof ouralgorithmagainst
theprecisionof atechniquebasedn exhaustve explorationof the programstatespace.
Sincethis reachabilitytechniquewhich is exponentialin the programsize,is notprac-
tical in generalwe restrictedthe size of our exampleprogramsto thosefor which we
could computethe “ideally” preciseMHP information.On 27 of the 29 examplepro-
gramsthe MHP algorithmproducedaspreciseresultsasthe reachabilityanalysis.

In the future,we planto improve the applicability of the MHP algorithmby elimi-
natingthe useof inlining in constructinghe programmodel.Evenin its currentform,
the MHP algorithmdoesnot requireinlining methodsthat do not containthreadsyn-
chronizationsSuchmethodscallsmayberepresenteéh the PEGfor the programwith
asinglenode whereMHP informationcomputedor thisnodeis sufficientto determine
MHP informationfor all nodesin the correspondingnethod.Thus,if n is a call node
for methodM, thenarny nodein the body of M may happenin parallelwith ary node
thatmay happerin parallelwith a noderepresentinghe call to M. Specialcaremustbe
takenwhenthereis a possibilitythata methodmay be calledby morethanonethread,
in which caseexecutionsof multiple instancef this methodmay overlapin time. In
this case,unlike threadnodes,MHP informationfor the nodesfrom this methodwill
containothernodesfrom the samemethod.To determinewhetherthis might happen,
we have to checkwhetherary of the call nodesto M is in the MHP setof ary of the
othercall nodego this method(this hasto bedonerecursvely for nestednethodcalls),
in which casethe MHP setsof all nodesin M mustcontainall nodesn M.

In the caseof methodscontainingthreadsynchronizatiormechanismsye planto
usea contet-sensitve approachextendingthe PEGmodelto includemethodcall and
returnedgessimilar to theapproactof [8], andmodifying the MHP algorithmaccord-
ingly.

Theruntime performancef the MHP algorithmcanbenefitfrom optimizationsof
thePEGmodel.For example nodecoarseningpproachesuchasdescribedn [13,15],
replacesequentiategionsof codethathave nointeractionwith otherthreadsy asingle
node.The resultingreductionin the numberof nodesin the parallel executiongraph
shouldimprove the performancef the MHP algorithm.

At presenttheMHP algorithmis beingusedasa partof theFLAVERS/Jaatool [19]
for dataflow-basedverification of application-specifigropertiesof concurrentava
programs.The programmodelusedby FLAVERS representshe possibility of inter
leaving of eventsfrom differentthreadsy edgesof a specialkind. We usetheresults



of the MHP algorithmfor computingsuchedgeshy creatingan edgefrom noden to
nodem if m is placedin setOUT(n) by the MHP algorithm.Usingthe MHP algorithm
resultsin a more precisemodelof concurrentexecution.We planto measurdhe im-
pactof theprecisionimprovementbtainedandoverheadsncurredby usingthe MHP
algorithmon dataflow algorithmsusedin verificationof concurrentlava programs.
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