
A Conservative Algorithm for Computing the Flow of
Permissions in Java Programs �

Gleb Naumovich
Department of Computer and Information Science

Polytechnic University
5 MetroTech Center Brooklyn, NY 11201

gleb@poly.edu

ABSTRACT
Opendistributedsystemsarebecomingincreasinglypopular. Such
systemsincludecomponentsthatmaybeobtainedfrom a number
of different sources. For example,Java allows run-time loading
of softwarecomponentsresidingon remotemachines.Oneunfor-
tunateside-effect of this opennessis the possibility that “hostile”
softwarecomponentsmaycompromisethesecurityof boththepro-
gramandthesystemonwhichit runs.Javaoffersabuilt-in security
mechanism,usingwhichprogrammerscangivepermissionsto dis-
tributedcomponentsandcheckthesepermissionsat run-time.This
securitymodelis flexible, but usingit is notstraightforward,which
may leadto insufficiently tight permissioncheckingandtherefore
breachesof security.

In this paper, we proposea dataflow algorithmfor automated
analysisof the flow of permissionsin Java programs. Our algo-
rithm produces,for a giveninstructionin theprogram,a setof per-
missionsthatarechecked on all possibleexecutionsup to this in-
struction.This informationcanbeusedin programunderstanding
tools or directly for checkingpropertiesthat assertwhat permis-
sionsmustalwaysbecheckedbeforeaccessto certainfunctionality
is allowed. The worst-casecomplexity of our algorithm is low-
orderpolynomialin thenumberof programstatementsandpermis-
sion types,while comparableprevious approacheshave exponen-
tial costs.
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1. INTRODUCTION
Distributedsoftware applicationsare increasinglyopen,in the

sensethatexternalcomponentscanbelinkeddynamicallyto arun-
ning application.While openapplicationsoffer many advantages,
they alsopresentthedangerof potentialvulnerabilityto attacksby
“hostile” externalcomponents.�
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To date,mostwork on softwaresecurityhasconcentratedin the
areaof devisingmechanismsthatcanbeusedby softwaredevelop-
ersandusersto ensuresecurityof applicationsandsystems.While
a lot of effort hasbeendevotedto validationof thesemechanisms,
little work is availableonvalidationof theuseof thesemechanisms
by softwarepractitioners.In this paper, we concentrateon validat-
ing theuseof theJava securitymechanism.

Internetapplicationsare increasinglydevelopedin Java, a lan-
guagewhosedesignaddressesthe needfor security. Java imple-
mentsa securitymodelunderwhich softwarecomponentsmaybe
given permissionsto carryout certainoperations,basedon where
on the Internetthesecomponentsresideandwhetherthey aredig-
itally signedby trustedauthorities[9, 37]. This built-in security
mechanismmakes it mucheasierfor designersandprogrammers
to secureJava applicationsagainstattacksthanapplicationsimple-
mentedin otherlanguages,but writing secureJava applicationsis
far from straightforward.TheJavasecuritymodelis quitecomplex
andeasilymisused.Its misusemayresultin bugsthatopena door
for attacksinvolving distributedJava applications. In this paper,
we concentrateon statically modelingand analyzingthe flow of
permissionsin Java programsanddiscovering insufficiently tight
checkingof permissions.

We proposea dataflow algorithmfor analyzingtheflow of per-
missionsin Java programs.Sincecheckingof permissionsin JVM
is basedon theprogramcall stack,we usea call graph[11] based
modelof theprogram,permissioncall graph, in ouranalysis.Nodes
in this graphcorrespondto methodcallsandstatementsrelevantto
permissionchecking.With eachnodein thepermissioncall graph
we associatea setof permissionsthatarecheckedon all pathster-
minating in this node. The dataflow algorithmpropagatesthese
setsthroughthegraph,until a fixedpoint is reached.After theal-
gorithm terminates,the permissionset associatedwith a nodeis
conservative in thesensethatif thereis anexecutionterminatingin
thisnode,onwhichpermission� is notchecked,thenouralgorithm
doesnotput � in thesetassociatedwith this node.

Our algorithm operateson a lattice of permissionsetsthat is
basedon the �������	��
�� methodof the 
�
���������������� classfrom the
Java securitymodel. The worst-casecomplexity of our algorithm
is cubic in the numberof methodcall statementsandstatements
relevant for checkingpermissionsin Java programsandalsocubic
in thenumberof differentpermissiontypesusedin theprogram.

This papermakesseveral importantcontributionsin thefield of
staticanalysisof Javasecurity. First,wepresentagraphrepresenta-
tion of thepermissionhierarchyin theprogram,whichcanbeused
directly for discovering certaintypesof problemsin relationships
betweendifferentpermissionclasses.Second,we introducea new
efficient algorithmfor computingtheflow of permissions.Finally,



we proposea simpleandintuitive specificationfor propertiesthat
describe� whatpermissionshaveto holdatspecificpointsin thepro-
gram.Thesepropertiescanbecheckedby analyzingtheresultsof
runningour algorithmon this program.

The next sectiondiscussesrelatedwork. We briefly overview
theJava securitymodelin Section3. Section4 describestheper-
missionlatticeandSection5 introducestheprogrammodelusedin
our approach.Section6 describesour algorithmin detail,present-
ing thedataflow equationsandaworklist versionof thealgorithm,
as well as resultsabout its conservativenessand complexity. In
Section7 we discussthetypesof permission-basedpropertiesthat
canbecheckedby analyzingtheresultsof our algorithm. Finally,
Section8 describesconclusionsandfuturework.

2. RELATED WORK
Variousaspectsof securityon the programminglanguagelevel

havebeenstudied.Javabytecodeverificationin particularreceived
a lot of attention[2,31–33,36]. The implicationsof strongtyping
for securityhave beeninvestigatedin detail [6,19,39,40]. A num-
berof approacheshave concentratedon checkingtheflow of data
throughprograms,with thegoalof ensuringtheabsenceof covert
channels(i.e. ensuringthatsecurity-sensitive informationdoesnot
“leak” into variablesthatareavailableto untrustedusers)[13,25,
35].

Model checkingapproacheshave beensuccessfullyappliedto
verificationof securitypropertiesof numerousprotocolsandappli-
cations. For example,Mitchell et al. usedMur � [7] to verify a
varietyof securitypropertiesfor severalprotocols[23,24,34]. Us-
ing SPIN [15] for verificationof securitypropertieshasalsobeen
proposed[17]. In general,model-checkinghasthe benefitof be-
ing ableto checkfor arbitraryuser-specifiedproperties,including
securityproperties.Thedrawbackof model-checkingapproaches
is their prohibitive worst-casecomplexity bounds.Althoughstud-
ieshaveshown thatmodelcheckingtechniquesscalewell for some
typesof systems[3,5], in generalmodelcheckingremainsexpen-
sive. In contrast,theapproachproposedin thispaperhaslow-order
polynomialworst-casecomplexity bounds.

Two approachesthatarecloselyrelatedto this paperhave been
proposedfor analyzingsecuritypropertiesfor languageswith stack-
basedsecurity (as in Java). Jensenet al. [16] proposedan ap-
proachfor specifyingandanalyzinggeneralsecuritypropertiesfor
programswith proceduralcontrol flow anda stack-basedsecurity
model. Propertiesarespecifiedin temporallogic [21] andthe al-
gorithm for verificationof thesepropertiesis basedon generating
all possiblestackconfigurations. Java-specificpermission-based
propertiessimilar to thosewe describein Section7 canbe speci-
fied andcheckedusingtheapproachof [16]. This approachmakes
an assumptionthat thereexists an upperboundon the numberof
methodframeson the call stack. Sincethis approachis basedon
enumerationof possiblestackconfigurations,theworst-casecom-
plexity of its analysisis exponentialin thenumberof methodcall
statementsin the program. Nitta et al. [28] extend the approach
of [16] in a way that enablescheckingsafetypropertiesspecified
in a regular languageand removes the restrictionon the number
of methodframeson the call stack. The worst-casecomplexity
of their algorithm,however, is still exponentialin the numberof
methodcall statements.

Ourapproachisdifferentfrom [16,28] in severalimportantways.
First, our approachis specific to the Java securitymodel. Sec-
ond,our approachconcentrateson a subsetof securityproperties,
namelysecuritypropertiesthat reasonaboutthe typesof permis-
sionsthatmustbeheld in orderfor certainregionsof theapplica-
tion codeto beexecuted.Third, theapproachesof [16,28] arethe-

oretically moreprecisethanour approach.Fourth, our technique
is basedon dataflow analysis.Finally, theworst-casecomplexity
of our techniqueis low-orderpolynomialin thenumberof method
call andpermissioncheckingrelatedstatementsandthenumberof
differentpermissiontypesin theprogram.Therefore,in theory, our
approachis morescalablethanthepreviousapproaches.

The programmodel usedby our techniqueis closely related
to the call graph. Constructionof call graphsfor object-oriented
programshasbeenexplored in detail [11]. Both lightweight ap-
proachesrelyingontypeinformationalone[38] andmoresophisti-
catedapproachesrelyingonaform of points-toanalysis[14,18,20]
havebeendeveloped.In thispaper, weassumethattheprogramcall
graphis constructedusingoneof theexisting techniques.

Dataflow analysis[12] hasbeenusedextensively for statically
computinginformationaboutprograms,with applicationsin com-
piler optimization[1], codeunderstandingandvisualization(e.g.
[10]), andprogramverification[8,27,29]. Our algorithmfor com-
puting permissionflow is flow-sensitive, i.e. it takesinto account
theorderof statementsin a method,andcontext-insensitive, i.e. it
doesnot preserve informationaboutcontext from which a method
is called when analyzingthis method. The algorithm works by
solvinga forward-flow all-pathsproblem[22]. As a result,theal-
gorithmhasa low-orderpolynomialworst-casebehavior.

3. PERMISSIONSIN THE JAVA SECURITY
MODEL

In this section,we first introducea Java programthat we use
throughoutthe paperfor illustrations. After that, we describethe
aspectsof theJavasecuritymodel[30] thatarerelevantto thetopic
of this paper.

Example
Figure 1 shows the examplewe usethroughoutthis paper. This
examplemodelsa partof anonlinebankingsystem,wherea cus-
tomer’s accountcanbe linked to otheraccounts1. Class �������������
representsa basicaccountthat is not linked to any otheraccounts
andprovidesoperationsfor creatinganaccount,checkingthebal-
ance,debitingor creditinganaccount,aswell astransferringasum
of money2 to anotheraccount. Internally, thosemethodsof class�����������	� thatcanmodify thebalancecall theprivatemethod�	������

of this class.This �	������
 methodis responsiblefor saving theac-
count informationpersistently(informationabouteachaccountis
written to a file on thelocaldisk, thenameof which is givento the
accountat the time of theconstructorcall). Class�����������	���������� 
	�����	
���������� representsan accountthat is linked to a protection
account(e.g.overdraftprotection).This classoverridesthe !	
�"��#�
methodof class ������������� , so that if debiting an accountfor the
specifiedamountwould resultin anoverdraft,theamountof over-
draft is withdrawn from theprotectionaccount.Themainmethod
of class $��������%��
���&#�	��
���'�(	��
 gives an examplewhere four ac-
counts(checking,overdraftprotection,creditcard,andsavings)are
linked together. The !	
�"���� methodthat is calledon thechecking
accountexceedstheamountin this account,andthereforewill re-
sult in a recursive call to the !	
�"���� methodof the overdraftpro-
tectionaccount,thena subsequentcall to the !	
�"��#� methodof the
creditcard,andfinally in acall to the !	
�"���� methodof thesavings
account.At the endof this main method,the checking,overdraft)
Thissystemis basedonanexamplefrom [28], but hasbeenmade

morecomplex andconcrete.*
To save space,the implementationof the +�����
�, class is not

shown.
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Figure1: An online banking example

protection,andcreditcardaccountshave thebalanceof $0 andthe
savingsaccounthasthebalanceof $1000.

PermissionClasses
The Java securitymodel relieson stack-basedpermissioncheck-
ing for accesscontrol. A permissionis a first-classobjectthathas
a nameandtype. Optionally, a permissioncanhave a setof tar-
getsandactions. For example,a file accesspermissionhasfiles
and/ordirectoriesas targetsandactionsof reading,writing, exe-
cuting,or deleting.Both targetsandactionsarespecifiedasstrings
andpassedasparametersto constructorsof permissions.A permis-
sion thathasno actionsandno target is callednamed(its nameis
theonly attribute that identifiesthis permission;a classeitherhas
or doesnothave a namedpermission).

A programmayusemany differentclassesof permissions,since
eachpermissionis createdto addressonly a very specificaspect
of security. In many cases,it is convenientto definerelationships
betweendifferent typesof permissions.The Java securitymodel
supportsimplicationbetweenpermissions.Permission� ) implies
permission� * if any codethat is grantedpermission� ) is auto-
maticallygrantedpermission� * . In Java, the implicationrelation-
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Figure2: Definition of permissionclass$��	
�!�����
�
��#������������� for
the examplein Figure1.

shipbetweenpermissionsis definedby method����������
�� . Figure2
shows the definition of the �������	��
�� methodof a namedpermis-
sionclass$��	
�!�����
�
���������������� from our bankingexamplethat re-
lies on the standardclass��(	�����#
�
��#�����������#� from the Java secu-
rity model.Accordingto thisdefinition,apermissionof type $��	
	 !�����
�
��#������������� impliesany otherpermissionof this typeandany
permissionof type ������
�
�
��#�����������#� . TheJavasecuritymodelde-
finesapermissionclass������
�
��#�����������#� , instancesof whichimply
any otherpermission.
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Figure 3: The security policy file for the online banking exam-
ple in Figure1

Granting permissionsto code
Permissionsaregrantedto Java bytecodesstatically, usinga secu-
rity policy file. This file specifiesthe locationof the classesthat
are grantedone or more permissions,as well as entitieswhose
signaturestheseclassesmusthave. In our online bankingexam-
ple, we allow codefrom a very specificURL (e.g. representing
a machinein the bankbranchoffice) to checkbalanceandcreate
new accounts.Only codedigitally signedby the bank is granted$��������%��
���
�
���������������� . The securitypolicy file for this example
appearsin Figure33. All classesin thestandardJava librariesare
givenan ������
�
��#�����������#� permissionautomatically.

Run-time checkingof permissions
To protectaregionof codeagainstunauthorizedaccess,aprogram-
mer hasto insert in the beginning of this region an operationthat
tells theJVM to checkthatclasseswhosemethodsareon thecall
stackall have the requiredpermission. This is doneby calling
eitherthe static �#��
��%�	
�
��#�����������#� methodof class ������
�����$����� ����������
�� or the �#��
	���	
�
���������������� methodof instancesof class� 
��#�	���#��,�+�(���(��	
�� or oneof its subclasses4.

JVM checkspermissionsat run-timeasfollows. Whenexecut-
ing a call to method ����
����	
	
��#������������� of ������
�����$	�#�	����������
�� ,
theJVM checksall classesthatdefinemethodsthatarecurrentlyon
theprogramcall stack.If at leastonesuchclassis not givena per-
missionthatequalsto or impliesthepermissionpassedto �#��
	���� 
	
��#������������� asa parameter, theJVM throws anexceptionof type� 
��#�	���#��,��	����
��	�����#� .

Theonlinebankingexampledefinesseveralapplication-specific
permissions: ��
��	��������������
�
��#�����������#� , ��(���(�����
�
	
��#������������� ,� 
�"�����
	
��#������������� , $��	
�!�����
�
���������������� , and $��������%��
���
�
��#�������� ����� 5. For example,the first statementof method ����
�!���� of the������������� classchecksthatpermission$��	
�!�����
�
��#������������� is held
by all classeson the call stack at the time of executionof that
method.Supposethatthismethodis calledfor someobjectof class������������� from method� of class $�� that is, in turn, called from
the ��(	�#� methodof class $	� . At the time of the call to �#��
	���� 
	
��#������������� in �#�	
�!���� , the stackwill contain(from bottomup)
methods��(	�#� , � , and ���	
�!��#� . Duringthiscall to �#��
��%�	
�
��#�������� ����� , the JVM will checkwhethereachof the classes$	� , $�� , and������������� have permission$��	
�!�����
�
��#������������� . TheJVM throws
a
� 
����	������,��	����
���������� if at leastoneof thesethreeclassesdoes�

The quotedstringsthat follow permissiontypes in this file are
matchedwith stringparameterspassedto constructorsof thecorre-
spondingpermissionsin thecode(see �#��
��%�	
�
��#�����������#� calls in
Figure1).�
No morethanoneobjectof class

� 
��#��������,�+�(���(��	
�� or its sub-
classcanbecreatedfor any program.Thedefault implementation
of method ����
����	
	
��#������������� in

� 
��#�	���#��,�+�(���(��	
�� simply calls
method�#��
��%�	
�
��#�����������#� of ������
�����$����	����������
�� .�
To save space,we do not show the definitions of theseper-

missionclasses.Eachof them simply extendsthe standardJava
	
��#������������� class,similar to $��	
�!�����
�
��#������������� in Figure2.

nothave this permission.
Notethat,while permissionshave to beassignedstaticallyusing

a policy file, checkingpermissionsin thecodeis doneat run time.
In Java, instancesof permissions,ratherthanstaticallydefinedper-
missiontypes,arepassedto the ����
����	
	
��#������������� methods.To
enablestatic analysisof permissions,we assumethat all targets
andactionsof permissionsarespecifiedstaticallyin thecodeand
that one instanceof a permissionclassalways implies any other
instanceof thisclass.Weaddressthis issuein detailin Section4.1.

Privilegedregions
The Java securitymodelallows applicationprogrammersto relax
thepermissionrequirementsfor a region of code.Suchregionsof
codeare called privileged. Let  ¢¡ be a methodthat containsa
privilegedregion. During executionof the codein the privileged
region of  ¢¡ , the JVM marksall framesthat wereplacedon the
stackbeforethat of   ¡ as privileged. After   ¡ is enteredand
beforeit is exited, if a �#�	
����	
�
��#������������� methodis called(either
from  ¢¡ or oneof themethodsdirectlyor indirectlycalledby  ¢¡ ),
theJVM doesnotcheckthespecifiedpermissionfor theclassesthat
definemethodsfrom stackframesmarkedasprivileged.Privileged
regions give the programmeradditionalflexibility in configuring
permissionsfor the application,but, if not usedjudiciously, may
becomea threatto theprogramsecurity.

A privilegedregion is enteredwhenoneof methods!���
�����£����� 
��	
�! of class ������
	����$	��������������
�� is calledandexited whenthis
methodterminates.Methods�	�����	
 of class������������� and !	
�"��#�
of class�������#���	�����#����
	�����	
���������� in Figure1 containprivileged
regions6. The �	�����	
 method of class ¤�(�£�(|¥=���|¥J������
��	���#�	
��
checksthat its callershave a ������
�
�
���������������� permission. Be-
causethis methodis calledfrom a privilegedregion, theJVM will
checkthat the �����������	� classhasa ������
�
�
��#������������� permission,
but will not run thischeckfor otherclasseswhosemethodsdirectly
or indirectly call method�	������
 of class�����������	� .

Formally, we say that a Java statementmay be inside a privi-
legedregion if thereexists anexecutionof the programon which
thisstatementisexecutedduringacall toa !���
�����£�����
��	
�! method.
Forexample,statementsinsidemethod����(�����'�
�� of class�����������	�
in thebankingexamplein Figure1 maybe insidea privilegedre-
gion,becausemethod����(����#'	
�� is calledfrom the ����� methodthat
is in turn calledwhen !	��
	����£�����
��	
�! methodis calledin method!	
�"���� of class�����������	����������
	�	���	
���������� .
4. PERMISSION LATTICE

In this section,first we discussseveral restrictionson theuseof
permissions,necessaryfor ouralgorithm.Thenwe introducea lat-
tice of permissions,basedon theimplicationrelationshipsdefined
in theJava securitymodel. Finally, we usethis lattice to definea
latticeof permissionsets,which is usedby ouralgorithm.

4.1 Restrictionson permissions
Thegoalof our techniqueis to capturetheflow of permissionsin

theprogramstatically. Sincein Java permissionsaredynamically
createdobjects,we introducethefollowing restrictionson permis-
siontypes:

1. Only namedpermissionsmust be used. Permissionsthat
have targetsand/oractionscan be automaticallyconverted
to namedpermissionsif thevaluesof targetsandactionsare
staticallydefinedstrings. Our approacheffectively replaces¦

We constructanobjectthatconformsto the 
	���#£�����
���
�!������������
interfacein-line andpassit to !��#
	����£�����
��	
�! .



a permissionclasswith targetsandactionswith a numberof
namedpermissionclasses,onefor eachtarget-actioncombi-
nation. For example,in our online bankingsystem,we re-
placepermissionof type ������
�
�
��#������������� with targetiden-
tified by thevaluein field ��
����������	
��	��§��	��(�������� andaction
“ �������	
 ” with a permissionof type �������	
�
	
��#������������� that
doesnot have any targetsor actions.In therestof thepaper
we assumethat this transformationhasbeenperformedand
thereforeall permissionsarenamed.

2. The �������	��
�� methodfor eachpermissionclassmustbede-
finedin sucha way thatapermissionobjectimpliesall other
permissionobjectsof thesameclass.For example,$��	
�!����� 
�
���������������� in Figure2 usesthe �#�����	(�����
	��' operationto
return ������
 if thetypeof permissionpassedto the ����������
��
methodis $��	
�!�����
�
���������������� .

3. Permissionobjectsmustbe immutable.This restrictionen-
suresthata permissionobjectis not modifiedafter it is cre-
atedandbeforeit is passedto a �#��
	���	
�
���������������� method.

Effectively, theserestrictionsallow usto reasonaboutstaticallyde-
fined permissiontypesinsteadof dynamicallydefinedpermission
objects.Someof theserestrictionscanberelaxedbyusingaliasres-
olutiontechniques[18], but webelievethatin practicetherestricted
permissionmodelis sufficient in mostsituations.In theremainder
of thispaper, weusethetermpermissionto referto all permissions
of a particularclass,sinceall suchpermissionsareequivalent. In
general,if oneof theabove restrictionsonpermissiontypesis vio-
lated,theresultsof ouranalysismaybeincorrect.

We write Permissionsto denotethe setof all permissionsused
in the program,all permissionsdirectly or indirectly implied by
those,and �����#
�
��#������������� . For example,for theonline banking
examplein Figure1, Permissions ¨ª©#�	����
�
���������������� , ��
������� �������	��
	
��#������������� , ��(���(�����
�
�
���������������� , $��	
�!�����
�
��#������������� ,� 
�"�����
	
��#������������� , $������	�%��
���
	
��#������������� , �	���#�	
�
�
�����������������« .
4.2 Lattice of individual permissions

As describedin Section3, everypermissionclass� hasto define
an �������	��
�� methodthatdetermineswhatpermissionsareimplied
by objectsof thisclass.Givenour restrictionsonpermissionsfrom
Section4.1, we defineimplication relationshipsbasedon permis-
sionclasses.Wesaythatpermission� ) directlyimpliespermission� * if � ) implies � * and theredoesnot exist anotherpermission�a¬��®­¨ � )%¯ �®­¨ � * , suchthat � ) implies � and� implies � * . Based
onthisdefinitionof indirectimplication,weintroduceapermission
graph thatcontainsa nodefor eachpermissionin theprogramand
an edge ° � )%¯ � *%± if permission� ) directly implies permission� * .
By thedefinitionof direct implication, � ) implies � * if andonly if
thereis a pathfrom node� ) to node� * in thegraph7.

Thepermissiongraphfor a programis in itself a usefulanalysis
tool, sinceit visualizestheimplicationrelationshipamongpermis-
sionsin this program.This visualizationis particularlyhelpful for
largeprogramsthatusemany relatedpermissiontypes.In addition,
the permissiongraphcanbe usedfor detectingproblemsin defi-
nitions of �;�����	��
	� methodsin permissionclasses.In general,if
permission� ) impliespermission� * , � * implies � ) , and� ) ­¨ � * ,
it meansthat � ) and � * areequivalent. Therefore,stronglycon-
nectedregionsin thepermissiongraphmaybeasymptomof faulty
logic in thedefinitionof �;�����	��
	� methodsandshouldbecarefully
investigatedby softwaredevelopersandvalidators.

In this paper, we usethe permissiongraphonly asan interme-
diatestep.We collapseall permissionsin eachstronglyconnected²
A permissionalwaysimplies itself, which correspondsto a path

of length0.

AllPermission

WritePermission

CreditPermission

NewAccountPermission DebitPermission

BalancePermission CustomerPermission

Figure4: Permissionlattice LPerm for the online banking exam-
ple in Figure1

componentin this graphinto a singlepermission.Let ³ be a set
of all permissionsin a strongly connectedregion in this graph,
PredsPG bethesetof all permissionsthatarenot in ³ anddirectly
imply atleastonepermissionin ³ , andSuccsPG bethesetof all per-
missionsthatarenot in ³ andaredirectly implied by at leastone
permissionin ³ . We modify thepermissiongraphby first remov-
ing all permissionsin ³ andtheir incidentedgesandthenadding
a new permission� andanedgefrom eachpermissionin PredsPG

to � andan edgefrom � to eachpermissionin SuccsPG. The re-
sulting graphdoesnot have cycles. Set Permissionsis modified
accordingly:Permissions̈́ ° Permissionsµ�³ ±·¶ © � « .

We obtaina latticeof permissionsLPerm from thecycle-freeper-
missiongraphby addinga top andbottomelements.The top el-
ement ¸ for this lattice is ������
	
��#������������� . The nodefor ������ 
�
���������������� is connectedwith all nodesthatdo not alreadyhave
predecessorsin the graph. The bottomelement¹ for this lattice
representsthe absenceof any permissions.We connectall nodes
thatdo nothave successorsin thegraphto ¹ . Thepartialorderre-
lation is deriveddirectly from the ����������
�� method:for two given
permissions� ) and � * , if � * . �������	��
���° � ) ± ¨e������
 , then � )5º � * .
Themerge » andjoin ¼ operationsonLPerm aredefinedin theusual
way: � ) » � * ¨ � ¯ where� º � )%¯ � º � *�¯ and½ ��¾¿¬���¾ º � ) ¯ ��¾ º � *�À ��¾ º �� ) ¼ � * ¨ � ¯ where� ) º � ¯ � * º � ¯ and½ ��¾¿¬�� )�º ��¾ ¯ � *eº ��¾ À � º ��¾

(1)

Thepermissionlatticefor thepermissionsusedin our bankingex-
ampleis shown in Figure4. For example, �	�����	
�
�
��#������������� º$��	
�!�����
�
��#������������� and $��	
�!�����
�
��#�������������:» � 
�"�����
	
��#�������� ����� = �	�����	
�
�
��#������������� .
4.3 Lattice of permissionsets

We useLPerm to definea lattice L * Perm of setsof permissions.
We derive a partial order on permissionsetsin this lattice from
theimplication-basedpartialorderon individual permissionsfrom
Equation(1). At the first glance,it seemsthat this partial order
on permissionsets ³ )�¯ ³ * can be given simply as ³ ) º ³ * if½ � )�Á ³ ) ¯3Â � *¢Á ³ * ¬�� )�º � * , where� ) and � * areindividual
permissionsand ³ ) and ³ * arepermissionsets. However, defin-
ing a lattice that hasa nodefor eachsubsetof Permissionsis not
possible. For example,let � ) and � * be two permissionsusedin
a program. If � )Ãº � * , then,accordingfor the definition above,© � ) « º © � ) ¯ � * « and © � ) ¯ � * « º © � ) « . Therefore,nodes © � ) «
and © � )%¯ � * « cannotbein thesamelattice.

We saythata setof permissions³ÅÄ Permissionsis canonical
if no permissionin ³ implies any other permissionin ³ except
itself:

½ � ) ¯ � *PÁ ³ ¯ � ) ­¨ � *:À � ) ­º � *�Æ � * ­º � ) . We definea
canonicalreductionoperationCR that removesfrom a permission



set all permissionsthat are implied by someother permissionin
this set:Ç½ ³ÈÄ Permissions̄CR°c³ ± ¨É© �ËÊ � Á ³ ÆÍÌ ½ ��¾ Á ³ ¯ �®­º ��¾bÎ «
The proof that for any setof permissions³ÏÄ Permissionsthere
existsonly onecorrespondingcanonicalsetappearsin thetechnical
reportversionof this paper[26].

Wedefinemerge( » ) andjoin ( ¼ ) operationsonpermissionssets
asfollows:½ ³ ) ¯ ³ * Ä Permissions¬³ ) »�³ * ¨ CR°J© � ) » � * Ê � ) Á ³ )%¯ � * Á ³ * « ±³ ) ¼�³ * ¨ CR°c³ ) ¶ ³ * ± (2)

Now we candefinethe lattice of permissionsetsL * Perm as fol-
lows. The top elementof L * Perm is a set that consistsof a single
permission�����#
�
��#������������� . Thebottomelementof L * Perm is the
emptyset. Any two canonicalsetsof permissions³ ) and ³ * are
elementsof L * Perm. ³ )Pº ³ * if f

½ � )5Á ³ ) ¯3Â � *�Á ³ * ¬	� )Pº � * .
Theheightof thepermissionsetlatticeis atmost ÊPermissionsÊ (the
proof of this resultappearsin [26]).

5. PERMISSION CALL GRAPH
A PermissionCall Graph (PCG) is a graphthat staticallycap-

turestherelationshipbetweenpermissionscheckedin theprogram
and the flow of control amongprogrammethods. To obtain this
model,we modify theprogrammodelusedin [16,28]. Eachnode
in PCGcorrespondsto oneof thefollowing actionsin theprogram:Ð startingexecutionof a method,Ð methodcalls,Ð permissionchecking(callsto method�#��
��%�	
�
��#�����������#� of

anobjectof class
� 
	�#�	������,�+�(���(��	
�� or oneof its subclasses

or staticmethod�#��
�����
�
��#������������� of class������
����#+�(#��(��� 
�� ),Ð enteringa privilegedregion,andÐ exiting a privilegedregion.

A PCGis constructedfrom thesetof control flow graphs(CFGs)
for all methodsin theprogramor apartof theprogramunderanaly-
sis.Eachof theCFGsis reduced,sothatonly nodescorresponding
to methodcalls,includingpermissioncheckingmethodsandenter-
ingandexiting privilegedregions,remain.Then,methodcall nodes
areconnectedto theheadnodesin themethodsthatmaybecalled
by thesestatements.We canusethestandardcall graphconstruc-
tion techniques[11] for determiningtargetsof methodcalls8. Thus,
edgesin a PCGrepresentboth intra- andinter-proceduralflow of
control.

For thepurposesof our technique,we modelprivilegedregions
with apairof nodes,oneto represententeringandanotherto repre-
sentingexiting a privilegedregion. TheJava semanticsimply that
bothof theseinstructionshave to bein thesamemethod.Because
privilegedactionscanbenested,we matcha nodethat represents
enteringa privilegedregion with the nodethat representsexiting
this region. We write Partner°iÑ *�± ¨ÒÑ ) andPartner°iÑ )3± ¨ÓÑ *
if Ñ ) is a nodethatcorrespondsto theinstructionof enteringsome
privilegedregionand Ñ * is thenodethatcorrespondsto theinstruc-
tion of exiting this privilegedregion.Ô
While, in general,call graphshave to take dynamicclassloading

in Javainto account,thetypeof analysisdescribedin thispaperpri-
marily seeksto validatesecurityof particularlysensitive software
components,not the entiredistributedapplication. Therefore,we
do not expectthatanapproximationof callsto methodsof dynam-
ically loadedclasseswill berequired.

Figure5 showsthePCGfor theexamplein Figure1. To improve
readability, wegroupPCGnodesinto boxesthatrepresentmethods
andclassesin the program(the main methodappearsin Figure1
only for illustrationandthusis not presentin thePCG).In thefig-
ure, thick arrows from methodcall nodesto methodboxesrepre-
sent inter-proceduralcontrol flow edgesfrom methodcall nodes
to thefirst nodesof themethodsrepresentedby theboxes. To re-
ducethesizeof thePCGfor this example,we omit calls to meth-
odsof class+����	
�, 9. Notethatbecause�����������	����������
������	
��#�������
is a subclassof ������������� , thecall to method!	
�"���� from method����(#����'	
�� of class������������� is polymorphic,with methods!	
�"��#�
of bothclasses������������� and ����������������������
	�����	
	��������� asits tar-
gets.

Formally, a PCGis a tuple ° N ¯ H ¯ E ¯ kind± , whereÐ N is thesetof PCGnodes.Ð H Ä N is thesetof headnodesof thePCG.A headnodefor
a methodmarksthestartof this method.Ð E is thesetof edges,includingbothedgesthatrepresentcon-
trol flow acrossmethods(theseedgesgo from methodcall
nodesto headnodesof thecorrespondingmethod)andedges
thatrepresentcontrolflow within methods.Ð kind is a labelingfunctionN ÕÖ©���(���� , �#��
���� , 
��	�	
���
	����£ ,
�������
�����£ , ��
	(�!�« that markseachnodeas a methodcall,
permissionchecking,entranceto a privileged region, exit
from a privilegedregion,or a methodheadnode.

We definea functionchecked ¬ N Õ Permissionsthat returnsper-
missionschecked at �#��
	��� nodes. For example,for the PCGin
Figure 5, checked°^×�× ± ¨Ø$����#���%��
���
�
��#������������� . For all non-�#��
	��� nodesthisfunctionreturnsthebottomelement¹ fromLPerm.
For eachnode Ñ in thePCG,we definefunctionsPredsandSuccs,
returningrespectively thesetof all predecessorsandsuccessorsforÑ in thePCG.

Removal of strongly connectedcomponentsin the permission
graph,describedin Section4.2,requiresamodificationof thePCG.
Foreachpermission� thatwasreplacedby permission� ¾ in theper-
missiongraph,we modify functionchecked to return � ¾ for nodes
for which it previously returned� .

For our analysisof permissionflow, it is importantto identify
methodsthat may be calledby hostileclasses.We usepredicate
CallableonPCGnodesto distinguishtheheadnodesof suchmeth-
ods.For simplicity, we assumethatall public andprotectedmeth-
odsof publicclassescanpotentiallybeaccessedby hostileclasses,
andsowe settheCallablepredicatesof headnodesof thesemeth-
odsto ������
 . In reality, it maynot bepossiblefor a hostileclassto
call suchmethods.Let   bea public instancemethodof a public
class Ù . If a hostileclasscannotobtainany instancesof class Ù
from otheraccessiblemethodsin theprogram,thishostileclasswill
not beableto call   directly. It remainsto be seenif our simple
assumptionproducesresultsthataretoo imprecisein practice.(We
believe that it is beneficialto forceapplicationprogrammersto in-
sertpermissionchecksat thebeginningof security-sensitive meth-
ods,even if currentlyno dynamicallyloadedclasscancall sucha
method.Thismethodologymaypreventsecurityerrorsif theappli-
cationis modifiedin thefutureto allow dynamicallyloadedclasses
accessto suchmethods.)

6. DATA FLOW ALGORITHM FOR COM-
PUTING PERMISSION FLOWÚ

Weassumethatmethodsof class+�����
�, checknopermissionsand
call (directly or indirectly) no methodsthatdo. This optimization
canbegeneralized,if it is determinedthatthecalledmethodis not
importantfor checkingpermission-relatedproperties.
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Figure5: PCG for the online banking examplein Figure1

In this sectionwe describea forward-flow all-pathsdataflow
analysisfor computingtheflow of permissionsin aprogram,called
PermissionFlowAnalysis(PFA). For eachnodein thePCG,wedif-
ferentiatebetweentwo categoriesof pathsthat involve this node,
pathsonwhich this nodeis executedinsideaprivilegedregionand
pathson which this nodeis executedoutsideprivilegedregions.In
Section6.1,we describethesetsassociatedwith eachnodein the
PCGandgive dataflow equationsfor computingandpropagating
thesesets. Section6.2 presentsa worklist formulationof this al-
gorithm and Section6.3 illustratesthe algorithm on the banking
example. Finally, Section6.4 presentsresultsaboutconservative-
nessandcomplexity of thePFA algorithm.

6.1 Data flow equations
With eachnode Ñ in thePCGwe associatetwo setsof permis-

sions,priv °iÑ ± andunpriv°iÑ ± . Setpriv °iÑ ± containsall permissions
thatarechecked by thetime Ñ finishesexecutingfor thefirst time
on executionswherea privilegedregion is enteredbut not exited
by the time Ñ is executed.Setunpriv°iÑ ± containsall permissions
thatarechecked by thetime Ñ finishesexecutingfor thefirst time
on executionswherenode Ñ executesoutsideprivileged regions.
Initially, bothsetsaresetto ©�������
	
��#��������������« for all PCGnodes.

The PFA algorithm propagatesthe priv and unpriv setsalong
theedgesof thePCG.If severaledgesentera node Ñ , thepermis-
sioninformationflowing into Ñ is mergedbeforebeingpropagated
throughÑ . To dothis,weusethemergeoperationof thepermission
setlatticeL * Perm to combinesetsof permissionsfrom differentpre-
decessors.Theintuitionbehindthisis thatonly permissionsthatare
presentin all reachablepredecessorsof Ñ canbepropagatedinto Ñ .
WedefinesetsINpriv °iÑ ± andINunpriv °iÑ ± of separatelymerged“priv-
ileged” and“unprivileged” permissionscomingto node Ñ from its
predecessorsin thePCG:

INpriv °iÑ ± ¨
Û » ¡�Ü PredsÝjÞ�ß priv ° � ± if Preds°iÑ ± ­¨áà©#������
�
��#�����������#�â« if Preds°iÑ ± ¨áà

INunpriv °iÑ ± ¨
Û » ¡�Ü PredsÝjÞ�ß unpriv° � ± if Preds°iÑ ± ­¨áà©#�	����
�
����������������·« if Preds°iÑ ± ¨áà

(3)

Propagation function propÞ ¬ °^× Permissions̄ × Permissions± Õ°^× Permissions̄ × Permissions± definestheway in whichsetsof permissions
arepropagatedthroughnode Ñ . This function is detailedin Fig-
ure6.

Privilegedandunprivilegedsetsof permissionsarepropagated
throughthe PCGby usingequation(3) to computeINpriv °iÑ ± and
INunpriv °iÑ ± setsandthepropagationfunctionin Figure6 to compute° priv °iÑ ±;¯ unpriv°iÑ ±6± ¨ propÞ ° INpriv °iÑ ±;¯ INunpriv °iÑ ±6± , until priv °iÑ ±
andunpriv°iÑ ± stopchangingfor all nodesÑ in the PCG.At this
point, thesetof permissionsCheckedThrough°iÑ ± thatarechecked
onall executionsterminatingin agivennodeÑ is computedsimply
aspriv °iÑ ± » unpriv°iÑ ± .
6.2 Worklist formulation of thePFA algorithm

Figure7 givespseudo-codefor aworklist-basedform of thePFA
algorithm.Initializationof theworklist algorithmproceedsaccord-
ing to initialization of the generalPFA algorithm. The worklistã

storesnodeswhoseINpriv, priv, INunpriv, andunpriv setshave
to bere-computed.Initially, headnodesof all methodspotentially
callableby hostileclassesareplacedon theworklist.

In the main loop of the worklist algorithm, a node Ñ is taken
from theworklist10. The INpriv andINunpriv setsof Ñ arecomputed
by merging permissionsetsfor all predecessorsof Ñ , accordingto
equation(3). Equationsfrom Figure6 arethenusedto obtainpriv
andunpriv setsfor Ñ . If thesesetschangeon this iterationof the
algorithm(comparedto their valuesbeforethis iterationstarted),
thenall successorsof Ñ areaddedto the worklist. The algorithm
terminateswhentheworklist becomesempty.

6.3 Example
We illustratethePFA algorithmon theonlinebankingexample

in Figure1. For eachnodeÑ in thePCGfor thisexample(shown in
Figure5), we setinitially priv °iÑ ± ¨ unpriv°iÑ ± ¨´©�������
	
��#�������� ������« . Theonly privatemethodin the two classesin this example
is �������	
 , sowesetpredicateCallableto ������
 for headnodes1, 4,
6, 9, 12,19,and21 andto '�(��	��
 for headnode15.

Figure8 shows theresultsof runningour algorithmon thePCG)^ä
We donot restricttheorderin which nodescanbetakenfrom the

worklist.



Condition Value of
prop Þ ° INpriv °iÑ ±;¯ INunpriv °iÑ ±6± Explanation

kind°iÑ ± ¨å��
	(�! and
Callable°iÑ ± ¨æ'�(��	��
 ° INpriv °iÑ ±;¯ INunpriv °iÑ ±6± If a methodcannotbe called directly by hostile classes,the setsof all permissions

reachingthe point after the headnodeof this methodare the sameasthe setsof all
permissionsreachingthepoint beforethisnode.

kind°iÑ ± ¨å��
	(�! and
Callable°iÑ ± ¨æ������
 ° INpriv °iÑ ±;¯ à ± If amethodcanbecalleddirectlyby hostileclasses,weconservatively assumethatit is

possiblethat theseclasseshold no permissions.Therefore,thesetof permissionsthat
arechecked on all executionswheretheheadnodeof this methodis executedoutside
privilegedregionsis empty.

kind°iÑ ± ¨ç��(���� ° INpriv °iÑ ±;¯ INunpriv °iÑ ±6± If a noderepresentsa methodcall, thesetsof all permissionsreachingthepoint after
the headnodeof this methodarethe sameasthe setsof all permissionsreachingthe
point beforethisnode.

kind°iÑ ± ¨ç�#��
���� ° INpriv °iÑ ±;¯ INunpriv °iÑ ± ¼© checked°iÑ ± « ± If a noderepresentscheckingof a permission,this permissionis definitely checked
afterthisnodeonall executionswherethisnodeappearsoutsideprivilegedregions.For
executionswherethis nodeappearsinsideprivileged regions, the checkingstatement
hasnoeffect becauseof theprivilegedregion semantics.

kind°iÑ ± ¨
��	��
���
	���#£ ° INpriv °iÑ ± »
INunpriv °iÑ ±;¯ ©�������
	
��#�������������â« ± If anoderepresentsanentranceto aprivilegedregion, thepoint in theexecutionimme-

diatelyafter this nodeis executedis alwaysinsidea privilegedregion. We usethesetè;é�ê�ê�ë#ì%í3î�ï�ð�ð�ï;ñ;ò�ó
asthesetof all permissionschecked on all executionswherethis

nodeappearsoutsideprivilegedregionsto accommodatemerging of this information
for computingsetsof permissionsof successorsof this node,accordingto rules(3).

kind°iÑ ± ¨á
�������
�����£ ° INpriv ° Partner°iÑ ±6±;¯
INunpriv ° Partner°iÑ ±6±6± If a noderepresentsanexit from a privilegedregion, thepoint in theexecutionimme-

diatelyafterthisnodemayor maynotbeoutsideprivilegedregions(privilegedregions
canbe nested). Becausepermissioncheckingis in effect “turned off ” by privileged
regions,we know that the setof permissionschecked immediatelyafter a privileged
region is exited is thesameasthesetof permissionschecked immediatelybeforethis
privilegedregion is entered.Therefore,wecopy thesetsof permissionsassociatedwith
thepartner

ì�ò#ô#ì%í�ë�í�ï/õ
nodeof this

ì%ö�ï/ô�ë�í�ï/õ
node.

Figure6: Propagationfunction

Input: A PCG ÷ N ø H ø E ø kindù anda latticeL * Perm of permissionsets.
Output: For eachnode úåû N, a setcontainingall permissionsthat
musthave beencheckedby thetime theexecutiongetsto ú .

// initialize thepriv andunprivsetsof all nodes
(1) for all ú¢û N ø
(2) setpriv ÷bú�ù¿ü unpriv÷bú�ùýü è;é�ê�ê�ë#ì%í3î�ï�ð�ð�ï;ñ;ò�ó

endfor
// initialize theworklist

(3) let þ beanemptyworklist with propertiesof a set
(4) set þÿü��
(5) for all ú¢û H
(6) if Callable÷bú�ù
(7) þÿü®þ�� è ú ó

endif
endfor
// themainloop of thealgorithm

(8) while ( þ��ü�� )
// remove anodefrom theworklist

(9) selectanarbitrary úÃûlþ
(10) þÿü®þ�� è ú ó

// mergetheflow of permissioninformationfrom the
// predecessorsof ú

(11) computesetsINpriv ÷bú�ù andINunpriv ÷Oú�ù accordingto (3)
(12) computethenew priv andunprivsetsfor ú according

to equationsin Figure6
// only updatetheworklist if thesetsfor ú changed

(13) if this iterationchangedeitherpriv ÷Oú�ù or unpriv÷Oú�ù
(14) þÿü®þ�� Succs÷bú�ù

endif
endwhile

(15) for all ú¢û N
(16) CheckedThrough÷bú�ùýü priv ÷bú�ù�� unpriv÷bú�ù

endfor

Figure7: A worklist version of the PFA algorithm

for the online bankingexamplefrom Figure5. For eachnode Ñ ,
thepair of permissionsets ° priv °iÑ ±;¯ unpriv°iÑ ±6± is shown next to it
(in somecases,to reduceclutter, thesamepairof setsis re-usedfor
severalnodes).

Considerthepath ×
	PÕ ×�×�Õ ×���Õ ×�
�ÕØ×���Õ���Õ�	���Õ×
	®Õ ×�× . According to formula (3), INpriv °^×�	 ± ¨ priv °�	�� ± ¨©#�	����
�
�����������������« and INunpriv °^×
	 ± ¨ unpriv°�	�� ± ¨ ©#�	����
�
��	 ��������������« (node10 is theonly predecessorof node21). Accord-
ing to equationsin Figure6, priv °^×
	 ± ¨Ó©�������
�
��#��������������« and
unpriv°^×
	 ± ¨áà (sincenode21 is Callable). Sincetheunprivsetof
21 changed,its successor, node22, is addedto theworklist. When
node22is takenfrom theworklist, INpriv °^×�× ± ¨ priv °^×�	 ± ¨ç©#������ 
�
�����������������« and INunpriv °^×�× ± ¨ unpriv°^×�× ± ¨Ïà . Propagating
thesesetsthroughnode22, we obtainpriv °^×�× ± ¨ ©�������
	
��#�������� ������« andunpriv°^×�× ± ¨Ò©#$�����������
���
�
��#��������������« . For node23,
INpriv °^×�� ± ¨ priv °^×�× ± ¨ ©�������
	
��#��������������« and INunpriv °^×�� ± ¨
unpriv°^×�× ± ¨Å©�$��������%��
���
�
�����������������« . Accordingto equations
in Figure 6, priv °^×�� ± ¨ ©#������
�
��#�����������#��«Ã» ©#$�����������
���
�
��� ��������������«�¨ ©#$������	�%��
���
	
��#��������������« andunpriv°^×�� ± ¨ ©#������ 
�
�����������������« . Thesesetsarepropagatedwithout changethrough
nodes24 and25. Node9 is Callable, so priv °�� ± ¨Å©�$��������%��
��� 
�
�����������������« andunpriv°�� ± ¨áà . Thesesetsarepropagatedwith-
outchangethroughnode10. Whensetsof node21arere-computed,
INpriv °^×�	 ± ¨ priv °�	�� ± ¨ÿ©�$����#���%��
���
�
��#��������������« , priv °^×
	 ± ¨©�$��������%��
���
�
�����������������« , andunpriv°^×
	 ± ¨áà . After propagating
thesesetsthroughnode22, we obtain priv °^×�× ± ¨ ©�$��������%��
��� 
�
�����������������« andunpriv°^×�× ± ¨ ©�$����#���%��
���
�
��#��������������« . This
reflectsthefact that thereareexecutionson which node22 is exe-
cutedinsideaprivilegedregion(viaarecursivecall sequencewhere
method!	
�"��#� of �����������	����������
	������
��������#� callsmethod!	
�"��#�
of �����������	� , which againcalls !	
�"��#� of �����������	����������
	������
����� ����� ) and outsidea privileged region. In both cases,permission$����#���%��
���
�
��#������������� is alwayscheckedby thetime thecodefor
this nodeis executed.



6.4 Conservativenessand complexity
We proved that the PFA algorithmis conservative in the sense

that if a permission� is not checked on at least one execution
terminatingin node Ñ , then after the PFA algorithm terminates,�ÿ­Á CheckedThrough°iÑ ± . This proof first shows that the PCG
conservatively modelsall possibleexecutionsof theprogramunder
analysis. Thena mappingbetweenthe programinstructionsand
setsof PCGnodesis createdandusedin anargumentby induction
on thelengthof pathsthroughthePCG.

We also proved that the worst-casecomplexity of the PFA al-
gorithmis �¢° ÊN Ê � ÊPermissionsÊ � ± . This resultusesthefactthatthe
priv, unpriv, INpriv, andINunpriv setsfor all nodesarenon-increasing
accordingto thepartial orderof thepermissionsetlattice. There-
fore, thenumberof timesa nodecanbe placedon the worklist is
boundedby the productof the numberof predecessorsof a node
( ��° ÊN Ê ± ) andthenumberof timesthepriv andunpriv setsfor each
of thepredecessorscanchange(for eachpredecessor, this number
isboundedby theheightof thepermissionsetlattice, ÊPermissionsÊ ).
Theworst-casecomplexity boundfor thealgorithmis basedon the
worst-caseboundsonall operationsperformedoneachiterationof
thealgorithm. Thecompleteproofsof conservativenessandcom-
plexity boundsof thePFA algorithmappearin thetechnicalreport
versionof thispaper[26].

7. PERMISSION-BASED PROPERTIES
We canusethe resultsof thePFA algorithmdirectly to answer

simplequestionsof theform “is permission� checkedonall execu-
tions terminatingin node Ñ ”? For example,theresultsof running
the PFA algorithm for the bankingsystemshow that permission$��������%��
���
�
���������������� is checkedonall executionsterminatingin
node27.

In additionto checkingsuchsimpleproperties,with only a lit-
tle extra work we cancheckpropertiesof the form “on all execu-
tions terminatingin node Ñ , oneof permissions� )%¯������j¯ ��� mustbe
checked”. Without lossof generality, assumethatset © � ) ¯������j¯ ��� «
is canonical.For example,for thebankingsystem,we would like
to checkthaton all executionsterminatingin node16,at leastone
of permissions��
��	��������������
�
��#�����������#� , � 
�"��#��
�
��#�����������#� , or$��	
�!�����
�
��#������������� is checked. We cannotusethe resultsof the
PFA algorithmfor this systemto checkthis propertydirectly. The
reasonfor this is thatthealgorithmusesthemergeoperationonthe
lattice to computethe flow of permissionsinto PCGnodes.Con-
siderasimplepropertystatingthatonall executionsterminatinginÑ , eitherpermission� ) or permission� * mustbe checked,where� ) » � * ¨ à . Supposethattherearetwo executionsterminatinginÑ andon oneof theseexecutions,permissions© � ) « arechecked,
while on theotherexecution, © � * « arechecked. Themergeof the
two setsis anemptyset,basedonwhichweareforcedto make the
conclusionthatthepropertydoesnot hold,while in reality it does.
To avoid this imprecision,for eachproperty � of theform “on all
executionsterminatingin Ñ , at leastoneof permissions� ) ¯������j¯ ���
holds”, we introducea new permission��� . This permissionis
addedto thepermissionlatticeL * Perm automaticallyin thefollowing
way:

1. Eachof thepermissions� ) ¯������j¯ ��� implies � � :
½! ¯ 	#"  "$ ¯ � � º �&%

2. ��� should directly imply the merge of � )%¯������r¯ �!� :°J» )(' % ' �;�&% ± º � � . Notethatbecauseof theassumptionthat
set © � )%¯)�����j¯ � � « canonical,�!� is distinctfrom all � )%¯)�����j¯ � � .

Figure9 shows the permissionlattice LPerm for the bankingex-
ample,obtainedfrom thepermissionlattice in Figure4 by adding

a permission� )^¦ usedfor checkingthefollowing property:

Onall executionsterminatingin node 	�* ¯ at leastoneof

permissions�	
��	�����������	��
	
��#������������� ¯$��	
�!�����
�
��#������������� ¯ � 
�"�����
�
���������������� holds

(4)

Considerthe way the INpriv and INunpriv setsfor node 15 are
computed:INpriv °�	�� ± ¨ priv °�� ± » priv °�+ ± » priv °�	�
 ± ¨ÿ©#������ 
�
�����������������«�»�©�$��������%��
���
�
�����������������«�»�©�$��������%��
���
	
��#�â������ ������« ¨Ø©�$��������%��
���
�
�����������������« , INunpriv °�	�� ± ¨ unpriv°�� ± »
unpriv°�+ ± » unpriv°�	)
 ± ¨ç©���
��������������	��
�
�����������������«�»e© � 
�"����	 
�
�����������������«5» ©#$��	
�!�����
�
�����������������« ¨ © � )^¦ « . Using formu-
las(3) andequationsfrom Figure6,wepropagatethesesetsto node
16, obtainingpriv °�	�* ± ¨ ©#$�����������
���
�
��#��������������«P» © � )^¦ «�¨´à
andunpriv°�	�* ± ¨ ©#������
�
��#�����������#��« . The merge of thesetwo
setsis emptyandthereforewe concludethatproperty(4) doesnot
hold for thebankingexample.

In general,theremaybeseveralexplanationsfor a violationof a
permission-basedpropertydetectedby thePFA algorithm.First, it
is possiblethatpermissioncheckingstatementsareomittedor used
incorrectly(e.g.,a wrongpermissionmaybecheckedor thecheck
itself mayhappenin thewrongplace).Second,definitionsof some
permissionsusedin the program,especiallytheir �������	��
�� meth-
ods,may containerrors. Third, theuseof privilegedregionsmay
resultin therequiredpermissionsnot beingchecked. Finally, it is
possiblethattheresultis spurious, i.e. thepropertybeingchecked
holdsfor theactualprogram.Spuriousresultsarecausedby thefact
thatall possibleexecutionsof theprogramarenotmodeleddirectly
in thecall graph.Thedeveloperof theapplicationhasto examine
this resultanddecidewhetherit is a resultof anerroror aspurious
result.

In the caseof the propertyviolation for the online bankingex-
amplewedescribedabove,theproblemis in theimplementationof
the �������	��
�� methodfor $��������%��
���
�
��#�����������#� that,accordingto
thepermissionlatticein Figure9, doesnot imply any otherpermis-
sionsin this application.Logically, a customershouldbeallowed
accessto operationsthat modify her account. Therefore,we can
modify the �������	��
�� methodof $�����������
���
�
��#������������� in sucha
way that it implies permissions��(���(#����
�
�
��#������������� , $��	
�!����	 
�
���������������� , and

� 
�"�����
�
��#������������� , which resultsin the new
permissionlattice,shown in Figure10. RunningthePFA algorithm
using this lattice resultsin priv °�	�* ± ¨ª© � )^¦ « andunpriv°�	�* ± ¨©#�	����
�
����������������â« . Merging thesetwo setsresultsin © � )^¦ « , and
soproperty(4) is satisfied.

At presentwe areinvestigatingthepossibilityof checkingprop-
ertiesof theform “on all executionsterminatingin nodeÑ , all prop-
erties in at leastone of the setsof properties³ ) ¯������j¯ ³ � holds”.
Checkingsuchpropertiescannotbe enabledby a simplemodifi-
cation of the permissionlattice. We believe that suchproperties
canbehandledby augmentingthePFA algorithmto reasonabout
propertiesdirectly, similar to modelchecking[4] approaches.The
augmentedPFA algorithmwould propagatethroughthe PCGin-
formationaboutwhetherthepropertyor partsof thepropertyhold
in individual nodes.At present,it is not clearif propertiesof this
form would beveryusefulin practice.

8. CONCLUSIONS
In this paper, we have proposeda dataflow algorithmfor com-

puting informationaboutpermissionschecked in Java programs.
For eachstatementin theprogram,our algorithmcomputesa con-
servative approximationof all permissionsthatarechecked on all
executionsof theprogramthat terminatein this statement.We as-
sumethat simplepermissions-basedsecuritypropertiesareused,



Account AccountWithProtection

({CustomerPermission}, {})

({CustomerPermission}, {CustomerPermission})

({CustomerPermission}, {BalancePermission})

({CustomerPermission}, {})

({CustomerPermission}, {WritePermission})

({CustomerPermission}, {WritePermission})

({CustomerPermission}, {})

({CustomerPermission}, {DebitPermission})

({CustomerPermission}, {})

({CustomerPermission}, {})

({CustomerPermission}, {CreditPermission})

({}, {AllPermission})

({AllPermission}, {})

({AllPermission}, {})

({AllPermission}, {NewAccountPermission})

({CustomerPermission}, {CustomerPermission})

call Account.<init>

head
<init>

19

20

enter_priv

call getBalance

call transfer

call debit

exit_priv

check(CustomerPermission)

head

debit

21

22

23

24

25

26

27

check(BalancePermission)

getBalance

head 4

5

check(NewAccountPermission)

call write

head

<init>

1

2

3

check(DebitPermission)

call write

head

debit

6

7

8

call debit

call credit

head
transfer

9

10

11

check(CreditPermission)

call write

head
credit

12

13

14

enter_priv

call FileWriter.write

exit_priv

head
write

15

16

17

18

({CustomerPermission}, {AllPermission})

Figure8: The PCG for the online banking examplewith ° priv ¯ unpriv ± permissionsetpairs shown for eachnode.

specifyinga setof permissions,suchthat at leastoneof permis-
sionsin this setmustbe checked on all executionsterminatingin
a certainpoint in theprogram.Unlike thepreviously proposedap-
proaches[16,28] for thisproblem,ouralgorithmis low-orderpoly-
nomialin thesizeof theprogramandthenumberof differenttypes
of permissionsusedin this program.

Ourapproachreliesonthecall graphfor theprogramunderanal-
ysis and thereforeis sensitive to the precisionof this call graph.
Wedonotbelieve thatveryprecisecall graphsarenecessaryin our
approachin orderto obtainsufficiently preciseinformationabout
permissionflow, but this hypothesisremainsto be testedexperi-
mentally.

Thealgorithmpresentedin thispaperis context-insensitive. Ad-
ding context-sensitivity would theoreticallyimprove the precision
of this analysis,while makingit lesstractable.Our hypothesisis
thatcontext-sensitivity wouldaddlittle in termsof precision,while
significantlyimpactingtheperformanceof thealgorithm.We plan
to evaluatetheneedfor addedprecisionexperimentally. If it turns
outthatin practicethecontext-insensitivealgorithmoftenproduces
impreciseresultsthatcouldbeimprovedby a context-sensitive al-
gorithm,we will implementsucha context-sensitive algorithm.

In our futurework, we planto implementour algorithmanduse
it in casestudiesinvolving checkingpermission-relatedsecurity
propertiesof realisticJavaprograms.Webelieve thatthealgorithm
will scalewell, given its polynomialcomplexity andtheability to
reducesizeof thecall graph-basedmodel(if no permissioncheck
operationsare performedin a methodand in all methodsthat it
calls directly or indirectly, thenstatementsfrom this methodcan
be omitted from the programmodel). An analystusing this tool
would needto supplyonly simplepropertiesthatspecifywhatper-
missionsmustbecheckedonall executionsto specificpointsin the
program. The tool would automaticallybuild a representationof
all permissionsusedby theprogram,incorporateinformationabout
thepropertiesin thisrepresentation,extractananalysismodelfrom
thesourcecodefor the(partial)program,andrun theanalysis.We
planto investigatewhetherpermission-relatedpropertiesotherthan
of thesimplekind we usein thispaperareneeded.

p
16

AllPermission

WritePermission

NewAccountPermission
CreditPermission

DebitPermission
CustomerPermissionBalancePermission

Figure9: Permissionlattice LPerm for the online banking exam-
ple in Figure 1, modified to accommodateproperty in Equa-
tion (4).

p
16

AllPermission

CustomerPermission

BalancePermission CreditPermission DebitPermission

NewAccountPermission

WritePermission

Figure 10: Permission lattice LPerm for the online banking ex-
ample in Figure 1 after $������	�%��
���
	
��#������������� permission has
beenchangedto imply permissions��(���(#����
�
�
��#������������� , $��	
	 !�����
�
��#������������� , and

� 
�"�����
�
��#������������� .
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