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ABSTRACT

Opendistributedsystemsarebecomingncreasinglypopular Such
systemdnclude componentshat may be obtainedfrom a number
of different sources. For example, Java allows run-time loading
of softwarecomponentsesidingon remotemachines.Oneunfor
tunateside-efect of this opennesss the possibility that “hostile”
softwarecomponentsnaycompromiseghesecurityof boththepro-
gramandthesystemonwhichit runs. Java offersabuilt-in security
mechanismusingwhich programmergangive permissiongo dis-
tributedcomponentsindcheckthesepermissionstrun-time. This
securitymodelis flexible, but usingit is not straightforvard,which
may leadto insuficiently tight permissioncheckingandtherefore
breache®f security

In this paper we proposea dataflow algorithmfor automated
analysisof the flow of permissionsn Java programs. Our algo-
rithm producesfor agiveninstructionin the program a setof per
missionsthatarechecled on all possibleexecutionsup to this in-
struction. This informationcanbe usedin programunderstanding
tools or directly for checkingpropertiesthat assertwhat permis-
sionsmustalwaysbechecledbeforeaccesso certainfunctionality
is allowed. The worst-casecompleity of our algorithmis low-
orderpolynomialin thenumberof programstatementandpermis-
siontypes,while comparableprevious approachesave exponen-
tial costs.
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1. INTRODUCTION

Distributed software applicationsare increasinglyopen,in the
sensdhatexternalcomponentganbelinkeddynamicallyto arun-
ning application. While openapplicationsoffer mary adwantages,
they alsopresenthe dangerof potentialvulnerability to attacksby
“hostile” externalcomponents.
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To date,mostwork on softwaresecurityhasconcentratedh the
areaof devising mechanismghatcanbeusedby softwaredevelop-
ersanduserso ensuresecurityof applicationsandsystemsWhile
alot of effort hasbeendevotedto validationof thesemechanisms,
little work is availableon validationof the useof thesemechanisms
by softwarepractitioners.n this paper we concentraten validat-
ing the useof the Java securitymechanism.

Internetapplicationsare increasinglydevelopedin Java, a lan-
guagewhosedesignaddressethe needfor security Java imple-
mentsa securitymodelunderwhich software componentsnay be
given permissiongo carry out certainoperationspasedon where
on the Internetthesecomponentsesideandwhetherthey aredig-
itally signedby trustedauthorities[9, 37]. This built-in security
mechanismmalesit much easierfor designersand programmers
to secureJava applicationsagainstttacksthanapplicationample-
mentedin otherlanguagesbut writing secureJasa applicationss
far from straightforvard. The Java securitymodelis quitecomplex
andeasilymisused Its misusemayresultin bugsthatopenadoor
for attacksinvolving distributed Java applications. In this paper
we concentrateon statically modelingand analyzingthe flow of
permissionsn Java programsand discovering insuficiently tight
checkingof permissions.

We proposea dataflow algorithmfor analyzingthe flow of per
missionsin Java programs.Sincecheckingof permissionsn JVM
is basedon the programcall stack,we usea call graph[11] based
modelof theprogram permissiorcall graph in ouranalysis Nodes
in this graphcorrespondo methodcallsandstatementselevantto
permissiorchecking.With eachnodein the permissiorcall graph
we associate setof permissionghatarechecled on all pathster-
minatingin this node. The dataflow algorithm propagateshese
setsthroughthe graph,until a fixed pointis reached After the al-
gorithm terminatesthe permissionset associatedvith a nodeis
conserative in thesensahatif thereis anexecutionterminatingin
thisnode,onwhichpermissiorp is notchecled,thenouralgorithm
doesnotputp in the setassociatedvith this node.

Our algorithm operateson a lattice of permissionsetsthat is
basedon the implies methodof the Permission classfrom the
Java securitymodel. The worst-casecompleity of our algorithm
is cubicin the numberof methodcall statementsnd statements
relevantfor checkingpermissionsn Java programsandalsocubic
in the numberof differentpermissiortypesusedin the program.

This papermalesseveralimportantcontributionsin thefield of
staticanalysisof Javasecurity First,we presentigraphrepresenta-
tion of the permissiorhierarchyin the program which canbe used
directly for discorering certaintypesof problemsin relationships
betweendifferentpermissiorclasses Secondwe introducea new
efficient algorithmfor computingthe flow of permissionsFinally,



we proposea simpleandintuitive specificatiorfor propertiesthat
describavhatpermission$ave to hold at specificpointsin thepro-
gram. Thesepropertiescanbe checled by analyzingthe resultsof
runningour algorithmon this program.

The next sectiondiscusseselatedwork. We briefly overview
the Java securitymodelin Section3. Section4 describeghe per
missionlatticeandSection5 introduceghe programmodelusedin
our approach Section6 describeur algorithmin detail, present-
ing thedataflow equationsanda worklist versionof thealgorithm,
aswell asresultsaboutits conserativenessand compleity. In
Section7 we discusshe typesof permission-basepropertieshat
canbe checled by analyzingthe resultsof our algorithm. Finally,
Section8 describesonclusionsandfuturework.

2. RELATED WORK

Variousaspectf securityon the programmindanguagdevel
have beenstudied.Java bytecodeverificationin particularreceved
alot of attention[2, 31-33,36]. Theimplicationsof strongtyping
for securityhave beeninvestigatedn detail [6,19,39,40]. A num-
ber of approachesave concentrate@n checkingthe flow of data
throughprogramsywith the goal of ensuringthe absencef covert
channelqi.e. ensuringthatsecurity-sensitie informationdoesnot
“leak” into variablesthat are availableto untrustedusers)[13, 25,
35].

Model checkingapproachesiave beensuccessfullyappliedto
verificationof securitypropertiesof numerougprotocolsandappli-
cations. For example, Mitchell et al. usedMur¢ [7] to verify a
variety of securitypropertiesfor several protocols[23,24,34]. Us-
ing SPIN[15] for verificationof securitypropertieshasalsobeen
proposed17]. In generalmodel-checkinghasthe benefitof be-
ing ableto checkfor arbitrary userspecifiedpropertiesjncluding
securityproperties. The dravback of model-checkingapproaches
is their prohibitive worst-casecompleity bounds.Although stud-
ieshave shavn thatmodelcheckingtechniguescalewell for some
typesof systemd3, 5], in generaimodelcheckingremainsexpen-
sive. In contrasttheapproactproposedn this paperhaslow-order
polynomialworst-caseompleity bounds.

Two approacheshatarecloselyrelatedto this paperhave been
proposedor analyzingsecuritypropertiedor languagesvith stack-
basedsecurity (asin Java). Jensenret al. [16] proposedan ap-
proachfor specifyingandanalyzinggenerakecuritypropertiesor
programswith proceduralcontrol flow anda stack-basedecurity
model. Propertiesare specifiedin temporallogic [21] andthe al-
gorithmfor verification of thesepropertiess basedon generating
all possiblestack configurations. Java-specificpermission-based
propertiessimilar to thosewe describein Section7 canbe speci-
fied andchecled usingthe approachof [16]. This approachmales
an assumptiorthat thereexists an upperboundon the numberof
methodframeson the call stack. Sincethis approachs basedon
enumeratiorof possiblestackconfigurationsthe worst-casecom-
plexity of its analysisis exponentialin the numberof methodcall
statementsn the program. Nitta et al. [28] extend the approach
of [16] in a way that enablescheckingsafetypropertiesspecified
in a regular languageand removes the restrictionon the number
of methodframeson the call stack. The worst-casecompleity
of their algorithm, however, is still exponentialin the numberof
methodcall statements.

Ourapproacts differentfrom [16,28] in severalimportantways.
First, our approachis specificto the Jaza securitymodel. Sec-
ond, our approactconcentratesn a subsebf securityproperties,
namelysecuritypropertiesthat reasonaboutthe typesof permis-
sionsthatmustbe heldin orderfor certainregionsof the applica-
tion codeto be executed.Third, theapproachesf [16,28] arethe-

oretically more precisethan our approach.Fourth, our technique
is basedon dataflow analysis.Finally, the worst-casecompleity
of ourtechniquds low-orderpolynomialin the numberof method
call andpermissiorcheckingrelatedstatementandthe numberof
differentpermissiortypesin theprogram.Thereforejn theory our
approachs morescalablethanthe previousapproaches.

The programmodel usedby our techniqueis closely related
to the call graph. Constructionof call graphsfor object-oriented
programshasbeenexploredin detail [11]. Both lightweight ap-
proacheselying ontypeinformationalone[38] andmoresophisti-
catedapproacheeelyingonaform of points-toanalysig14,18,20]
have beerdeveloped.In thispaperwe assumehattheprogramcall
graphis constructedisingoneof the existing techniques.

Dataflow analysis[12] hasbeenusedextensiely for statically
computinginformationaboutprogramswith applicationsn com-
piler optimization[1], codeunderstandingnd visualization(e.g.
[10]), andprogramverification[8,27,29]. Our algorithmfor com-
puting permissiorflow is flow-sensitve, i.e. it takesinto account
the orderof statementin a method,andcontect-insensitve, i.e. it
doesnot presere informationaboutcontet from which a method
is called when analyzingthis method. The algorithm works by
solving a forward-flav all-pathsproblem[22]. As aresult,theal-
gorithmhasa low-orderpolynomialworst-caséehavior.

3. PERMISSIONSIN THE JAVA SECURITY
MODEL

In this section,we first introducea Java programthat we use
throughoutthe paperfor illustrations. After that, we describethe
aspect®f theJava securitymodel[30] thatarerelevantto thetopic
of this paper

Example

Figure 1 shavs the examplewe usethroughoutthis paper This
examplemodelsa partof anonline bankingsystemwherea cus-
tomers accountcanbe linked to otheraccounts. ClassAccount
represents basicaccountthatis not linked to ary otheraccounts
andprovidesoperationgor creatinganaccountcheckingthe bal-
ance debitingor creditinganaccountaswell astransferringasum
of mong/? to anotheraccount. Internally thosemethodsof class
Account thatcanmodify thebalancecall theprivatemethodurite
of this class. Thiswrite methodis responsibldor savzing the ac-
countinformation persistently(informationabouteachaccountis
writtento afile onthelocal disk, the nameof whichis givento the
accounfat thetime of the constructorcall). ClassAccountWith-
Protection representsan accountthatis linked to a protection
account(e.g. overdraftprotection).This classoverridesthedebit
methodof classAccount, sothatif debitingan accountfor the
specifiedamountwould resultin anoverdraft,the amountof over-
draftis withdravn from the protectionaccount. The mainmethod
of classCustomerInterface gives an examplewherefour ac-
counts(checkingoverdraftprotectioncreditcard,andsavings)are
linkedtogether Thedebit methodthatis calledon the checking
accountexceedshe amountin this accountandthereforewill re-
sultin arecursve call to the debit methodof the overdraftpro-
tectionaccountthena subsequentall to thedebit methodof the
creditcard,andfinally in acall to thedebit methodof thesavings
account. At the endof this main method,the checking,overdraft

1This systemis basedn anexamplefrom [28], but hasbeenmade
morecomplex andconcrete.

2To save space,the implementationof the Money classis not
shawn.



public class Account {
private Money balance;
private String persistentLocation;

public Account (Money initialAmount,
String persistentLocation) {
AccessController.checkPermission(
new NewAccountPermission("NewAccountPermission"));
this.balance = (Money) initialAmount.clone();
this.persistentLocation = persistentLocation;

}

public Money getBalance() {
AccessController.checkPermission (
new BalancePermission("BalancePermission"));
return (Money) this.balance.clone();

}

public void credit(Money amount) {
AccessController.checkPermission (
new CreditPermission("CreditPermission"));
this.balance.add(amount) ;
this.write();

}

public void debit(Money amount) {
AccessController.checkPermission (
new DebitPermission("DebitPermission"));
this.balance.subtract (amount) ;
this.write();
}

private void write() {
AccessController.doPrivileged() (
new PrivilegedAction() {
public Object run() {
FileWriter writer = new FileWriter
(this.persistentLocation);
writer.write(balance);
writer.close();
}
}
);
}

public void transfer(Money amount, Account toAccount) {
this.debit (amount) ;
toAccount.credit(amount) ;

}

public class AccountWithProtection extends Account {
private Account protection;

public AccountWithProtection(Money initialAmount,
String persistentLocation,
Account protection) {
super (initialAmount, persistentLocation);
this.protection = protection;

}

public void debit(Money amount) {
AccessController.checkPermission(
new CustomerPermission("CustomerPermission");
AccessController.doPrivileged() (
new PrivilegedAction() {
public Object run() {
Money currentBalance = this.getBalance();
if (currentBalance.compare(amount) ==
Money.LESS_THAN) {
Money toTransfer = amount.clone();
toTransfer.subtract (currentBalance) ;
this.protection.transfer(toTransfer, this);
}

super.debit (amount) ;

public class CustomerInterface {
public static void main(Stringl[] args) {

Account savings = new Account(

new Money (3000, 0), "savings");
AccountWithProtection credit =

new AccountWithProtection(

new Money (5000, 0), "credit", savings);
AccountWithProtection overdraft =

new AccountWithProtection(

new Money (1000, 0), "overdraft", credit);
AccountWithProtection checking =

new AccountWithProtection(

new Money (2000, 0), "checking", overdraft);

checking.debit(new Money (10000, 0));

Figure 1: An online banking example

protection,andcreditcardaccountsave the balanceof $0 andthe
savings accounthasthe balanceof $1000.

PermissionClasses

The Java securitymodelrelies on stack-basegermissioncheck-
ing for accessontrol. A permissionis a first-classobjectthathas
a nameandtype. Optionally, a permissioncanhave a setof tar-
getsandactions For example,a file accespermissionhasfiles
and/ordirectoriesas targetsand actionsof reading,writing, exe-
cuting, or deleting.Both targetsandactionsarespecifiedasstrings
andpasse@sparameterso constructor®f permissionsA permis-
sionthathasno actionsandno tamgetis callednamed(its nameis
the only attribute thatidentifiesthis permission;a classeitherhas
or doesnot have anamedpermission).

A programmayusemary differentclasse®f permissionssince
eachpermissionis createdto addresonly a very specificaspect
of security In mary casesijt is convenientto definerelationships
betweendifferenttypesof permissions.The Java securitymodel
supportsmplication betweenpermissions.Permissionp; implies
permissionp, if ary codethatis grantedpermissionp; is auto-
matically grantedpermissiorps. In Java, theimplicationrelation-

public class CreditPermission extends BasicPermission {

public boolean implies(Permission p) {
return (p instanceof CreditPermission) ||
(p instanceof FilePermission);

Figure 2: Definition of permissionclassCreditPermission for
the examplein Figure 1.

shipbetweemermissionss definedby methodimplies. Figure2

shaws the definition of the implies methodof a namedpermis-
sionclassCreditPermission from our bankingexamplethatre-
lies on the standardclassBasicPermission from the Java secu-
rity model. Accordingto this definition,a permissiorof typeCre—

ditPermission impliesary otherpermissiorof thistypeandary

permissiorof typeFilePermission. TheJavasecuritymodelde-
finesapermissiorclassAl1Permission, instance®f whichimply

ary otherpermission.



grant codeBase "http://bank.machine.com/banking/classes/" {
permission NewAccountPermission "NewAccountPermission";
permission BalancePermission "BalancePermission";

};

grant signed "TheBank" {
permission CustomerPermission "CustomerPermission";

};

Figure 3: The security policy file for the online banking exam-
plein Figurel

Granting permissionsto code

Permissionaregrantedio Java bytecodesstatically usinga secu-
rity policy file. This file specifiesthe location of the classeghat

are grantedone or more permissions,as well as entities whose
signaturesheseclasseamusthave. In our online bankingexam-

ple, we allow codefrom a very specificURL (e.g. representing
a machinein the bankbranchoffice) to checkbalanceandcreate
new accounts.Only codedigitally signedby the bankis granted
CustomerPermission. The securitypolicy file for this example

appearsn Figure3®. All classesn the standardlava librariesare

givenanAllPermission permissiorautomatically

Run-time checkingof permissions

To protectaregion of codeagainsunauthorize@ccessaprogram-
mer hasto insertin the beginning of this region an operationthat
tells the JVM to checkthat classesvhosemethodsare on the call

stackall have the requiredpermission. This is doneby calling

eitherthe staticcheckPermission methodof classAccessCon-

troller oOr the checkPermission methodof instance®f class
SecurityManager or oneof its subclassés

JVM checkspermissionsat run-timeasfollows. Whenexecut-
ing a call to methodcheckPermission Of AccessController,
theJVM checksall classeshatdefinemethodghatarecurrentlyon
theprogramcall stack.If atleastonesuchclassis notgivenaper
missionthatequalsto or impliesthe permissiorpassedo check-
Permission asaparameterthe JVM throws anexceptionof type
SecurityException.

The online bankingexampledefinesseveral application-specific
permissions: NewAccountPermission, BalancePermission,
DebitPermission, CreditPermission, andCustomerPermiss—
ion®. For example, the first statemenbf methodcredit of the
Account classchecksthatpermissiorCreditPermission is held
by all classeson the call stack at the time of execution of that
method.Supposehatthis methodis calledfor someobjectof class
Account from methodm of classC1 thatis, in turn, called from
themain methodof classC2. At thetime of the call to check-
Permission in credit, the stackwill contain(from bottomup)
methodsnain, m, andcredit. Duringthiscallto checkPermiss-
ion, the JVM will checkwhethereachof the classe<2, €1, and
Account have permissiorCreditPermission. The JVM throws
aSecurityException if atleastoneof thesethreeclassesloes

3The quotedstringsthat follow permissiontypesin this file are
matchedwith stringparameterpassedo constructor®f thecorre-
spondingpermissionsn the code(seecheckPermission callsin

Figurel).

“No morethanone objectof classSecurityManager or its sub-
classcanbe createdfor ary program.The defaultimplementation
of methodcheckPermission in SecurityManager simply calls
methodcheckPermission Of AccessController.

5To save space,we do not shaw the definitions of these per

missionclasses.Eachof them simply extendsthe standardlava

Permission classsimilarto CreditPermission in Figure2.

not have this permission.

Notethat, while permissiondiave to beassignedtaticallyusing
apolicy file, checkingpermissionsn the codeis doneat runtime.
In Java, instance®f permissionstatherthanstaticallydefinedper
missiontypes,are passedo the checkPermission methods.To
enablestatic analysisof permissionswe assumethat all targets
andactionsof permissionsare specifiedstaticallyin the codeand
that one instanceof a permissionclassalwaysimplies ary other
instanceof this class.We addresshisissuein detailin Sectiord4.1.

Privilegedregions

The Java securitymodelallows applicationprogrammergo relax
the permissiorrequirementgor a region of code. Suchregionsof
codeare called privileged Let m, be a methodthat containsa
privilegedregion. During executionof the codein the privileged
region of m,, the JVM marksall framesthat were placedon the
stack beforethat of m, as privileged. After m, is enteredand
beforeit is exited, if a checkPermission methodis called(either
from m,, or oneof themethoddlirectly or indirectly calledby m,,),
theJVM doesnotcheckthespecifiedpermissiorfor theclasseshat
definemethodsrom stackframesmarkedasprivileged.Privileged
regions give the programmeradditionalflexibility in configuring
permissiongor the application,but, if not usedjudiciously may
becomeathreatto the programsecurity

A privilegedregionis enteredvhenoneof methodsioPrivil-
eged Of classAccessController is calledandexited whenthis
methodterminates.Methodswrite of classAccount anddebit
of classAccountWithProtection in Figurel containprivileged
regiong. The write method of class java.io.FileWriter
checksthatits callershave a FilePermission permission. Be-
causethis methodis calledfrom a privilegedregion, the JVM will
checkthatthe Account classhasaFilePermission permission,
but will notrunthischeckfor otherclassesvhosemethoddirectly
or indirectly call methodwrite of classAccount.

Formally, we saythat a Java statemeninay be inside a privi-
legedregion if thereexists an executionof the programon which
thisstatemenis executedduringacallto adoPrivileged method.
Forexample statementssidemethodtransfer of classiccount
in the bankingexamplein Figure1 may be insidea privilegedre-
gion,becausenethodtransfer is calledfrom therun methodhat
is in turn calledwhendoPrivileged methodis calledin method
debit of classAccountWithProtection.

4. PERMISSION LATTICE

In this section first we discussseveral restrictionson the useof
permissionsnecessarfjor our algorithm. Thenwe introducea lat-
tice of permissionsbasedon theimplication relationshipefined
in the Java securitymodel. Finally, we usethis lattice to definea
lattice of permissiorsetswhich is usedby our algorithm.

4.1 Restrictionson permissions

Thegoalof ourtechniques to capturetheflow of permissionsn
the programstatically Sincein Java permissionsaredynamically
createdobjects,we introducethe following restrictionson permis-
siontypes:

1. Only namedpermissionsmust be used. Permissionghat
have tametsand/oractionscan be automaticallyconverted
to namedpermissionsf thevaluesof targetsandactionsare
staticallydefinedstrings. Our approacteffectively replaces

5We construcian objectthatconformsto thePrivilegedAction
interfacein-line andpassit to doPrivileged.



apermissiorclasswith tamgetsandactionswith anumberof
namedpermissiorclassespnefor eachtarget-actioncombi-
nation. For example,in our online bankingsystem,we re-
placepermissiorof typeFilePermission with targetiden-
tified by thevaluein field persistentLocation andaction
“write” with a permissionof typeWritePermission that
doesnot have ary targetsor actions.In the restof the paper
we assumehatthis transformatiorhasbeenperformedand
thereforeall permissionarenamed.

2. Theimplies methodfor eachpermissionclassmustbede-
finedin suchaway thata permissiorobjectimpliesall other
permissiorobjectsof the sameclass.For example Credit-
Permission in Figure2 usesthe instanceof operationto
returntrue if thetype of permissiorpassedo theimplies
methodis CreditPermission.

3. Permissiombjectsmustbe immutable. This restrictionen-
suresthata permissionobjectis not modifiedafterit is cre-
atedandbeforeit is passedo a checkPermission method.

Effectively, theserestrictionsallow usto reasoraboutstaticallyde-
fined permissiontypesinsteadof dynamicallydefinedpermission
objects.Someof theseestrictionscanberelaxedby usingaliasres-
olutiontechnique$18], butwebelieve thatin practicetherestricted
permissiormodelis sufficientin mostsituations.In theremainder
of this paperwe usethetermpermissiorto referto all permissions
of a particularclass,sinceall suchpermissionsareequialent. In
generaljf oneof the above restrictionson permissiortypesis vio-
lated,theresultsof our analysismaybeincorrect.

We write Permissiongo denotethe setof all permissionaised
in the program,all permissiongdirectly or indirectly implied by
those,andAl1Permission. For example,for the online banking
examplein Figure 1, Permissions= {Al1Permission, NewAc-
countPermission, BalancePermission, CreditPermission,
DebitPermission, CustomerPermission, WritePermission}.

4.2 Lattice of individual permissions

As describedn Section3, every permissiorclassp hasto define
animplies methodthatdeterminesvhatpermissionsareimplied
by objectsof this class.Givenourrestrictionson permissiongrom
Section4.1, we defineimplication relationshipshasedon permis-
sionclassesWe saythatpermissiorp; directlyimpliespermission
p2 if p1 implies p» and there doesnot exist anotherpermission
p:p# p1,p # p2, suchthatp, impliesp andp impliesp,. Based
onthisdefinitionof indirectimplication,weintroducea permission
graphthatcontainsa nodefor eachpermissiorin the programand
an edge(pi1,p2) if permissionp: directly implies permissionp..
By the definition of directimplication, p: impliesp. if andonly if
thereis a pathfrom nodep; to nodep, in thegrapH.

The permissiorgraphfor a programis in itself a usefulanalysis
tool, sinceit visualizestheimplicationrelationshipamongpermis-
sionsin this program.This visualizationis particularlyhelpful for
large programghatusemary relatedpermissiortypes.In addition,
the permissiongraphcanbe usedfor detectingproblemsin defi-
nitions of implies methodsin permissionclasses.In general,if
permissiorp; implies permissiorps, p2 impliespi1, andp: # pa,
it meansthatp; andp, are equialent. Therefore,strongly con-
nectedregionsin thepermissiorgraphmaybea symptomof faulty
logic in thedefinitionof implies methodsandshouldbecarefully
investigatedy softwaredevelopersandvalidators.

In this paper we usethe permissiongraphonly asan interme-
diatestep.We collapseall permissionsn eachstronglyconnected

"A permissionalwaysimplies itself, which correspondso a path
of lengthO.

AllPermission

NewAccountPermission J Delm

BalancePermission CreditPermission CustomerPermissiol

WritePermission

1

Figure 4: Permissionlattice Lperm for the online banking exam-
plein Figurel

componenin this graphinto a single permission.Let P be a set
of all permissionsin a strongly connectedregion in this graph,
Preds:c bethesetof all permissionghatarenotin P anddirectly
imply atleastonepermissiorin P, andSuccsg bethesetof all per
missionsthatarenotin P andaredirectly implied by atleastone
permissionin P. We modify the permissiorgraphby first remov-
ing all permissionsn P andtheir incidentedgesandthenadding
anew permissiorp andan edgefrom eachpermissionn Predsg
to p andan edgefrom p to eachpermissionin Succss. There-
sulting graphdoesnot have cycles. SetPermissionss modified
accordingly:Permissions= (Permissions, P) U {p}.

We obtaina lattice of permissiond_perm from the cycle-freeper
missiongraphby addinga top and bottom elements.The top el-
ementT for this lattice is A11Permission. The nodefor A11-
Permission is connectedwvith all nodesthatdo not alreadyhave
predecessorms the graph. The bottomelementL for this lattice
representshe absenceof ary permissions.We connectall nodes
thatdo not have successori thegraphto L. Thepartialorderre-
lationis derived directly from the implies method:for two given
permissiong: andps, if p2.implies(pi1) =true, thenp: C po.
Thememger andjoin Ll operationon Leerm aredefinedin theusual
way:

p1 M p2 =p, wherep C p1,p C p2, and
Vp' :p'Cp1,p Cpa=>p' Cp

1
p1Up2 =p, wherep: C p,p2 E p, and @)

Vp' :p1i Cp,p2 Cp' = pCyp

The permissioriattice for the permissionsisedin our bankingex-
ampleis shovn in Figure4. For example,WritePermission C
CreditPermission andCreditPermission M DebitPermiss-
ion= WritePermission.

4.3 Lattice of permissionsets

We use Lrerm to define a lattice Lyrem Of setsof permissions.
We derive a partial order on permissionsetsin this lattice from
theimplication-basegbartialorderon individual permissiongrom
Equation(1). At the first glance,it seemsthat this partial order
on permissionsets P;, P, canbe givensimply asP1 C P, if
Vp1 € P1,3ps € P> : p1 C po, wherep; andp. areindividual
permissionsaand P; and P, are permissionsets. However, defin-
ing a lattice that hasa nodefor eachsubsetf Permissionds not
possible. For example,let p1 andp, be two permissionaisedin
aprogram. If p; C p2, then,accordingfor the definition above,
{p1} C {p1,p2} and{p1,p2} T {p1}. Therefore,nodes{p:}
and{pi1,p=} cannotbein the samelattice.

We saythata setof permissions? C Permissionds canonical
if no permissionin P implies ary other permissionin P except
itself: Vp1,p2 € P,p1 # p2 = p1 £ p2 A p2 Z p1. Wedefinea
canonicalreductionoperationCR thatremoresfrom a permission



setall permissionghat areimplied by someother permissionin
this set:

VP C PermissionsCR(P) = {plp€ PA (Vp' € P,pZ p')}

The proof that for ary setof permissionsP? C Permissionghere
existsonly onecorrespondinganonicaketappearsn thetechnical
reportversionof this paperf26].

We definemerge (1) andjoin (L!) operation®n permissionsets
asfollows:

VP, P, C Permissions
Py M P, = CR{p1 Np2lp1 € P1,p2 € P2}) 2)
PiUP, =CRP,UP,)

Now we candefinethe lattice of permissionsetsLrem asfol-
lows. The top elementof L,rem is a setthat consistsof a single
permissionAl1Permission. Thebottomelementof Lyrem is the
emptyset. Any two canonicalsetsof permissionsP; and P, are
elementof Lyrerm. Py C Py iff Vp1 € Py, 3p2 € P> : p1 C po.
Theheightof the permissiorsetlatticeis atmost|Permissiong(the
proof of thisresultappearsn [26]).

5. PERMISSION CALL GRAPH

A PermissionCall Graph (PCG) is a graphthat statically cap-
turestherelationshipbetweerpermissionshecledin the program
andthe flow of control amongprogrammethods. To obtain this
model,we modify the programmodelusedin [16,28]. Eachnode
in PCGcorrespondso oneof thefollowing actionsin theprogram:

e startingexecutionof amethod,

e methodcalls,

e permissiorchecking(callsto methodcheckPermission of
anobjectof classSecurityManager or oneof its subclasses
or staticmethodcheckPermission of classAccessManag-
er),

e enteringaprivilegedregion, and

e exiting a privilegedregion.

A PCGis constructedrom the setof control flow graphs(CFGs)
for all methodsn the programor apartof the programunderanaly-
sis. Eachof the CFGsis reducedsothatonly nodescorresponding
to methodcalls,includingpermissiorcheckingmethodsandenter
ing andexiting privilegedregions,remain.Then,methodcall nodes
areconnectedo the headnodesin the methodshatmaybe called
by thesestatementsWe canusethe standarccall graphconstruc-
tion technique$11] for determiningamgetsof methodcalls. Thus,
edgesin a PCGrepresenbothintra- andinter-proceduraflow of
control.

For the purposef our technique we modelprivilegedregions
with apair of nodespneto represenenteringandanothetrto repre-
sentingexiting a privilegedregion. The Jasa semanticsmply that
both of theseinstructionshave to bein the samemethod.Because
privileged actionscanbe nestedwe matcha nodethatrepresents
enteringa privileged region with the nodethat representsxiting
this region. We write Partner(n,) = n; andPartner(ni) = n»
if n; is anodethatcorrespondso theinstructionof enteringsome
privilegedregionandn, is thenodethatcorrespondso theinstruc-
tion of exiting this privilegedregion.

8While, in generalcall graphshave to take dynamicclassloading
in Javainto accountthetypeof analysisdescribedn this paperpri-
marily seeksto validatesecurityof particularly sensitve software
componentsnot the entire distributed application. Therefore we
do not expectthatanapproximatiorof callsto methodsof dynam-
ically loadedclassesvill berequired.

Figure5 shavsthePCGfor theexamplein Figurel. Toimprove
readability we groupPCGnodesnto boxesthatrepreseninethods
andclassesdn the program(the main methodappearsn Figurel
only for illustrationandthusis not presenin the PCG).In thefig-
ure, thick arrons from methodcall nodesto methodboxesrepre-
sentinter-proceduralcontrol flow edgesfrom methodcall nodes
to thefirst nodesof the methodsrepresentedby the boxes. To re-
ducethe sizeof the PCGfor this example,we omit callsto meth-
odsof classMoney®. NotethatbecausdccountWithProtection
is a subclasof Account, the call to methoddebit from method
transfer of classAccount is polymorphic,with methodsiebit
of bothclassediccount andAccountWithProtection asitstar
gets.

Formally, aPCGis atuple (N, H, E, kind), where

e Nisthesetof PCGnodes.

e H C Nisthesetof headnodesof the PCG.A headnodefor
amethodmarksthe startof this method.

¢ Eisthesetof edgesincludingbothedgeghatrepresenton-
trol flow acrossmethods(theseedgesgo from methodcall
nodego headnodesof thecorrespondingnethod)andedges
thatrepresentontrol flow within methods.

e kindis alabelingfunctionN — {call, check, enterPriv,
exitPriv, head} that markseachnodeasa methodcall,
permissionchecking, entranceto a privileged region, exit
from a privilegedregion, or amethodheadnode.

We definea functioncheded : N — Permissionghatreturnsper
missionschecled at check nodes. For example,for the PCGin
Figure 5, cheded(22) = CustomerPermission. For all non-
check nodeshisfunctionreturnsthebottomelementL from Lperm.
For eachnoden in the PCG,we definefunctionsPredsandSuccs
returningrespectiely the setof all predecessomndsuccessorior
n in thePCG.

Remaal of strongly connecteccomponentsn the permission
graph,describedn Sectiord.2,requiresamodificationof thePCG.
For eachpermissiorp thatwasreplacedy permissiornp’ in theper
missiongraph,we modify function cheded to returnp’ for nodes
for whichit previously returnedp.

For our analysisof permissionflow, it is importantto identify
methodsthat may be called by hostile classes.We usepredicate
Callableon PCGnodedo distinguishthe headnodesof suchmeth-
ods. For simplicity, we assumethatall public andprotectedmeth-
odsof public classesanpotentiallybeaccessetly hostileclasses,
andsowe setthe Callable predicate®f headnodesof thesemeth-
odsto true. In reality, it maynotbe possiblefor a hostileclassto
call suchmethods.Let m be a public instancemethodof a public
classC. If ahostileclasscannotobtainary instance®f classC
from otheraccessiblenethodsn theprogram thishostileclasswill
not be ableto call m directly. It remainsto be seenif our simple
assumptiomproducesgesultsthataretooimprecisein practice.(We
believe thatit is beneficialto force applicationprogrammerso in-
sertpermissiorchecksat the beginning of security-sensitie meth-
ods, evenif currentlyno dynamicallyloadedclasscancall sucha
method.This methodologymaypreventsecurityerrorsif theappli-
cationis modifiedin thefutureto allow dynamicallyloadedclasses
accesgo suchmethods.)

6. DATA FLOW ALGORITHM FOR COM-
PUTING PERMISSION FLOW

9We assumehatmethod®f classMoney checknopermissionsand
call (directly or indirectly) no methodsthatdo. This optimization
canbegeneralizedif it is determineahatthe calledmethodis not
importantfor checkingpermission-relategroperties.
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Figure5: PCG for the online banking examplein Figure 1

In this sectionwe describea forward-flav all-pathsdataflow
analysidor computingtheflow of permissionsn aprogramcalled
PermissionFlow Analysis(PFA). For eachnodein thePCG ,we dif-
ferentiatebetweentwo cateyoriesof pathsthat involve this node,
pathsonwhich this nodeis executednsidea privilegedregion and
pathson which this nodeis executedoutsideprivilegedregions. In
Section6.1, we describethe setsassociatedvith eachnodein the
PCGandgive dataflow equationdor computingandpropagating
thesesets. Section6.2 presentsa worklist formulation of this al-
gorithm and Section6.3 illustratesthe algorithm on the banking
example. Finally, Section6.4 presentsgesultsaboutconserative-
nessandcompleity of the PFA algorithm.

6.1 Dataflow equations

With eachnoden in the PCGwe associatdwo setsof permis-
sions,priv(n) andunpriv(n). Setpriv(n) containsall permissions
thatarechecled by thetime n finishesexecutingfor thefirst time
on executionswherea privilegedregion is enteredbut not exited
by thetime n is executed. Setunpriv(n) containsall permissions
thatarechecled by thetime n finishesexecutingfor thefirst time
on executionswherenoden executesoutsideprivileged regions.
Initially, bothsetsaresetto {A11Permission} for all PCGnodes.

The PFA algorithm propagateshe priv and unpriv setsalong
the edgesof the PCG.If severaledgesenteranoden, the permis-
sioninformationflowing into n is meiged beforebeingpropagated
throughn. To dothis, we usethemeigeoperatiorof thepermission
setlattice Lrerm to combinesetsof permissiongrom differentpre-
decessorsTheintuition behindthisis thatonly permissionshatare
presentn all reachableredecessorsf n canbepropagatedhto n.
We definesetsINgriv(n) andINunpriv(n) Of separatelynelged“priv-
ileged” and“unprivileged” permissioncomingto noden from its
predecessoris thePCG:

INpriv(n) = {'_'Pepreds(n)PriV(p) if Predgn) # 0

{A11Permission} if Pred{n) =0 -

3
INunpriv(n) = Mpepredgn)UNPriv(p)  if Predgn) # 0
e {A11Permission} if Pred{n) =0

Propagation function prop, (Permissions gPermissiony _,

(2Permissions gPermissiony gefinegheway in which setsof permissions
are propagatedhroughnoden. This functionis detailedin Fig-
ure6.

Privileged and unpriileged setsof permissionsare propagated
throughthe PCG by using equation(3) to computelNpiv(n) and
INunpriv(n) setsandthepropagatiorfunctionin Figure6 to compute
(priv(n), unpriv(n)) = prop,, (INpriv(n), INunpriv(n2) ), until priv(n)
andunpriv(n) stop changingfor all nodesn in the PCG. At this
point, the setof permission<ChekedThough(n) thatarechecled
onall executiongerminatingin agivennoden is computedsimply
aspriv(n) Munpriv(n).

6.2 Worklist formulation of the PFA algorithm

Figure? givespseudo-codér aworklist-basedorm of the PFA
algorithm. Initialization of theworklist algorithmproceedsccord-
ing to initialization of the generalPFA algorithm. The worklist
W storesnodeswhoselNpriv, priv, INunpriv, and unpriv setshave
to bere-computedInitially, headnodesof all methodspotentially
callableby hostileclassesreplacedon theworklist.

In the main loop of the worklist algorithm, a noden is taken
from the worklist'®. The INpry andINunpriv S€tSof n arecomputed
by memging permissiorsetsfor all predecessorsf n, accordingto
equation(3). Equationsdrom Figure6 arethenusedto obtainpriv
andunpriv setsfor n. If thesesetschangeon this iterationof the
algorithm (comparedo their valuesheforethis iteration started),
thenall successorsf n areaddedto the worklist. The algorithm
terminatesvhentheworklist becomeempty

6.3 Example

We illustratethe PFA algorithmon the online bankingexample
in Figurel. For eachnoden in the PCGfor thisexample(shavnin
Figure5), we setinitially priv(n) = unpriv(n) = {A11Permiss-
ion}. Theonly privatemethodin the two classesn this example
iswrite, sowe setpredicateCallableto true for headnodesl, 4,
6,9,12,19,and21 andto false for headnodelb.

Figure8 shavs theresultsof runningour algorithmonthe PCG

1%\e do notrestrictthe orderin which nodescanbetakenfrom the
worklist.



Condition

Value of
Prop, (INpriv(n), I Nunpriv(n) )

Explanation

kind(n) = head and
Callable(n) = false

(INpriv(n), INunpriv(n2))

If a methodcannotbe called directly by hostile classesthe setsof all permissions
reachingthe point after the headnodeof this methodare the sameas the setsof all
permissionseachingthe point beforethis node.

kind(n) = head and
Callablg{n) = true

(INpriv(n), 0)

If amethodcanbecalleddirectly by hostileclasseswe conseratively assumehatit is
possiblethattheseclassedold no permissions.Therefore the setof permissionghat
arechecled on all executionswherethe headnodeof this methodis executedoutside
privilegedregionsis empty

kind(n) = call

(INpriv(n), INunpriv(n))

If anoderepresents methodcall, the setsof all permissiongeachingthe point after
the headnodeof this methodare the sameasthe setsof all permissiongeachingthe
point beforethisnode.

kind(n) = check

(INPfiV ('I‘L), |Nunpriv(n) [}

If a noderepresentcheckingof a permission,this permissionis definitely checled

{cheded(n)}) afterthisnodeon all executionswherethis nodeappearsutsideprivilegedregions. For
executionswherethis nodeappearsnside privileged regions, the checkingstatement
hasno effect becausef the privilegedregion semantics.

kind(n) = (INpriv(n) 1 If anoderepresentanentranceo aprivilegedregion, the pointin theexecutionimme-
enterPriv INunpriv(n), {A11Permission}) diately afterthis nodeis executedis alwaysinsidea privileged region. We usethe set

{Al1Permission} asthesetof all permissionshecled on all executionswherethis
nodeappearutsideprivileged regionsto accommodateneiging of this information
for computingsetsof permission®f successorsf this node,accordingto rules(3).

kind(n) = exitPriv

(INpriv(Partnen(n)),
INunpriv(Partner(n)))

If anoderepresentsinexit from a privilegedregion, the pointin the executionimme-
diately afterthisnodemay or maynotbeoutsideprivilegedregions(privilegedregions
canbe nested). Becausepermissioncheckingis in effect “turned off” by privileged
regions, we know that the setof permissionshecled immediatelyafter a privileged
region is exited is the sameasthe setof permissionchecled immediatelybeforethis
privilegedregionis entered Thereforewe copy thesetsof permissionsssociatedvith
thepartnerenterPriv nodeof thisexitPriv node.

Figure 6: Propagationfunction

Input: A PCG(N, H, E, kind) andalattice Lyrerm Of permissiorsets.
Output: For eachnoden € N, asetcontainingall permissionshat

musthave beenchecled by thetime the executiongetsto n.

)
@

@)
(4)
(5)
(6)
@)

®)
(9)
(10)

(11)
(12

(13)
(14

(15)
(16)

[l 'initialize the priv andunpriv setsof all nodes
foralln € N,
setpriv(n) = unpriv(n) = {Al1Permission}
endfor
[l'initialize theworklist
let W beanemptyworklist with propertiesof a set
setW =0
forallm € H
if Callable(n)
W =wuU{n}
endif
endfor
// themainloop of thealgorithm
while (W # 0)
/I remove anodefrom theworklist
selectanarbitraryn € W
W =W\ {n}
/I megetheflow of permissiorinformationfrom the
I/ predecessorsf n

computesetsINpriv(n) andINynpriv(n) accordingo (3)
computethe new priv andunpriv setsfor n according

to equationsn Figure6
/I only updatetheworklist if the setsfor n changed
if thisiterationchangeckitherpriv(n) or unpriv(n)
W = W U Succén)
endif
endwhile
foralln € N
Che&edThough(n) = priv(n) M unpriv(n)
endfor

for the online bankingexamplefrom Figure5. For eachnoden,
the pair of permissiorsets(priv(n), unpriv(n)) is shavn next to it
(in somecasesto reduceclutter, the samepair of setsis re-usedor
severalnodes).

Considerthepath21 — 22 —+ 23 -+ 24 —+ 25 - 9 —» 10 —
21 — 22. Accordingto formula (3), INpiv(21) = priv(10) =
{A11Permission} andINunpriv(21) = unpriv(10) = {AllPer-
mission} (nodelO is the only predecessoof node21). Accord-
ing to equationsn Figure6, priv(21) = {Al11lPermission} and
unpriv(21) = @ (sincenode21lis Callable). Sincetheunprivsetof
21 changedits successomode22, is addedo theworklist. When
node22is takenfrom theworklist, INpiv(22) = priv(21) = {A11-
Permission} andINunpiv(22) = unpriv(22) = @. Propagating
thesesetsthroughnode22, we obtainpriv(22) = {A11Permiss-
ion} andunpriv(22) = {CustomerPermission}. For node23,
INpriv(23) = priv(22) = {AllPermission} andINunpiv(23) =
unpriv(22) = {CustomerPermission}. Accordingto equations
in Figure 6, priv(23) = {Al1Permission} M {CustomerPer-
mission} = {CustomerPermission} andunpriv(23) = {A11-
Permission}. Thesesetsarepropagatedvithout changethrough
nodes24 and25. Node9 is Callable, sopriv(9) = {Customer-
Permission} andunpriv(9) = @. Thesesetsarepropagateavith-
outchangehroughnodel0. Whensetsof node21arere-computed,
INpriv(21) = priv(10) = {CustomerPermission}, priv(21) =
{CustomerPermission}, andunpriv(21) = (). After propagating
thesesetsthroughnode 22, we obtainpriv(22) = {Customer-
Permission} andunpriv(22) = {CustomerPermission}. This
reflectsthe factthatthereareexecutionson which node22 is exe-
cutedinsidea privilegedregion (viaarecursve call sequencehere
methoddebit of AccountWithProtection callsmethoddebit
of Account, which againcallsdebit of AccountWithProtect-

Figure7: A worklist version of the PFA algorithm

ion) and outsidea privileged region. In both cases permission
CustomerPermission is alwayschecledby thetime the codefor
this nodeis executed.



6.4 Consewvativenessand complexity

We proved that the PFA algorithmis conserative in the sense
that if a permissionp is not checled on at leastone execution
terminatingin noden, then after the PFA algorithm terminates,
p ¢ ChededThough(n). This proof first shavs that the PCG
conseratively modelsall possibleexecutionsof theprogramunder
analysis. Thena mappingbetweenthe programinstructionsand
setsof PCGnodess createcandusedin anargumentby induction
onthelengthof pathsthroughthe PCG.

We also proved that the worst-casecompleity of the PFA al-
gorithmis O(|N|*|Permission§’). Thisresultusesthefactthatthe
priv, unpriv, INgriv, andINunpriv Setsfor all nodesarenon-increasing
accordingto the partial orderof the permissionsetlattice. There-
fore, the numberof timesa nodecanbe placedon the worklist is
boundedby the productof the numberof predecessorsf a node
(O(IN])) andthe numberof timesthe priv andunpriv setsfor each
of the predecessorsanchangegfor eachpredecessothis number
is boundedy theheightof thepermissiorsetlattice,|Permission§.
Theworst-caseompleity boundfor thealgorithmis basednthe
worst-casédoundson all operationgperformedon eachiterationof
the algorithm. The completeproofsof conserativenessandcom-
plexity boundsof the PFA algorithmappeaiin thetechnicalreport
versionof this paper{26].

7. PERMISSION-BASED PROPERTIES

We canusethe resultsof the PFA algorithmdirectly to answer
simplequestion®f theform “is permissiornp checledonall execu-
tions terminatingin noden™? For example,the resultsof running
the PFA algorithm for the banking systemshav that permission
CustomerPermission is checledonall executionsterminatingin
node27.

In additionto checkingsuchsimple propertieswith only a lit-
tle extra work we cancheckpropertiesof the form “on all execu-
tionsterminatingin noden, oneof permissiongs, ..., px mustbe
checled”. Withoutlossof generality assumehatset{p1, ..., pr }
is canonical.For example,for the bankingsystemwe would like
to checkthaton all executionsterminatingin nodel6, atleastone
of permissionflewAccountPermission, DebitPermission, Or
CreditPermission is checled. We cannotusethe resultsof the
PFA algorithmfor this systemto checkthis propertydirectly. The
reasorfor thisis thatthealgorithmuseshemeimgeoperatioronthe
lattice to computethe flow of permissionsnto PCG nodes. Con-
sidera simplepropertystatingthaton all executiongerminatingin
n, eitherpermissionp; or permissionp, mustbe checled, where
p1 M p2 = (. Supposehattherearetwo executionsterminatingin
n andon one of theseexecutions,permissions{p; } arechecled,
while on the otherexecution,{p-} arechecled. The mege of the
two setsis anemptyset,basednwhich we areforcedto make the
conclusionthatthe propertydoesnot hold, while in reality it does.
To avoid this imprecision,for eachproperty R of theform “on all
executionsterminatingin n, atleastoneof permissiony, ..., px
holds”, we introducea new permissionpgr. This permissionis
addedo thepermissiorattice L ,rm automaticallyin thefollowing
way:

1. Eachof the permission®s, ..., pr impliespgr: Vi,1 < i <
k,pr C p;

2. pr should directly imply the memge of pi,...,px:
(M<i<kpi) C pr. Notethatbecausef theassumptiorthat
set{p1, ..., pr} canonicalpr is distinctfromall p1, ..., px.

Figure 9 shavs the permissionattice Lperm for the bankingex-
ample,obtainedfrom the permissionlattice in Figure4 by adding

apermissiorp;e usedfor checkingthefollowing property:

Onall executiongerminatingin nodel6, atleastoneof
permissiondlewAccountPermission, (4)

CreditPermission,DebitPermission holds

Considerthe way the INpiv and INunpriv Setsfor node 15 are
computed:INpriv(15) = priv(3) 1 priv(8) M priv(14) = {A11-
Permission}M{CustomerPermission}M{CustomerPermiss-
ion} = {CustomerPermission}, INuynpiv(15) = unpriv(3) M
unpriv(8) Munpriv(14) = {NewAccountPermission}M{Debit-
Permission} M {CreditPermission} = {pis}. Usingformu-
las(3) andequationgrom Figure6, we propagatéhesesetsto node
16, obtainingpriv(16) = {CustomerPermission} M {p1s} = 0
andunpriv(16) = {AllPermission}. The meme of thesetwo
setsis emptyandthereforewe concludethatproperty(4) doesnot
hold for the bankingexample.

In generaltheremay be severalexplanationsor aviolation of a
permission-basepropertydetectedy the PFA algorithm. First, it
is possiblethatpermissiorcheckingstatementsreomittedor used
incorrectly(e.g.,awrongpermissiormay be checled or thecheck
itself may happerin thewrongplace).Seconddefinitionsof some
permissionsisedin the program,especiallytheir implies meth-
ods, may containerrors. Third, the useof privilegedregionsmay
resultin the requiredpermissionsot beingchecled. Finally, it is
possiblethattheresultis spurious i.e. the propertybeingchecled
holdsfor theactualprogram.Spuriougesultsarecausedy thefact
thatall possiblesexecutionsof the programarenotmodeleddirectly
in the call graph. The developerof the applicationhasto examine
thisresultanddecidewhetherit is aresultof anerroror aspurious
result.

In the caseof the propertyviolation for the online bankingex-
amplewe describedabore, the problemis in theimplementatiorof
theimplies methodfor CustomerPermission that,accordingto
thepermissioratticein Figure9, doesnotimply ary otherpermis-
sionsin this application. Logically, a customershouldbe allowed
accesgo operationghat modify her account. Therefore,we can
modify the implies methodof CustomerPermission in sucha
way thatit implies permissionsBalancePermission, Credit-
Permission, andDebitPermission, which resultsin the new
permissiorattice,shavn in Figure10. Runningthe PFA algorithm
usingthis lattice resultsin priv(16) = {pis} andunpriv(16) =
{A11Permission}. Merging thesetwo setsresultsin {pi¢}, and
soproperty(4) is satisfied.

At presentve areinvestigatingthe possibility of checkingprop-
ertiesof theform “on all executiongerminatingn noden, all prop-
ertiesin at leastone of the setsof propertiesP, ..., P, holds”.
Checkingsuchpropertiescannotbe enabledby a simple modifi-
cation of the permissionlattice. We believe that suchproperties
canbe handledby augmentinghe PFA algorithmto reasonabout
propertiedirectly, similar to modelchecking[4] approachesThe
augmentedPFA algorithmwould propagatehroughthe PCGin-
formationaboutwhetherthe propertyor partsof the propertyhold
in individual nodes.At presentjt is not clearif propertiesof this
form would be very usefulin practice.

8. CONCLUSIONS

In this paper we have proposeda dataflow algorithmfor com-
puting information aboutpermissionschecled in Java programs.
For eachstatemenin the program,our algorithmcomputesa con-
senative approximationof all permissionghatarechecledon all
executionsof the programthatterminatein this statement\We as-
sumethat simple permissions-basesecurity propertiesare used,



Account AccountWithProtection
<init> <init> ({AllPermission}, {})
({AllPermission}, {}) ~ hea 1 head= , 19
. | check(NewAccountPermission) 2 (~e&———— call Account.<init> 20
({AllPermission}, {NewAccountPermission})
7 call write 3
getBalance
({CustomerPermission}, {}} ~ hea 4

({CustomerPermission}, {BalancePermissiopjcheck(BalancePermission) 5

({CustomerPermission}, {})

({CustomerPermission}, {CustomerPermis:

debit ({CustomerPermission}, {}) debit
({CustomerPermission}, {WritgPermission}) hea 5 headL . 21
write cheik(DebitPermission) 7 check(CustomerPermission) 22
head” L . ({CustomerPermission}, {DebitPermission}) .
. ) (3 (AllPefmlSSl01n6) | —— call write< 8 enter_priv- ({CustomerPermissiozn:; {AllPermission}
enter_priv* =
._p oy transfer /({CustomerPermissi s call gftBaIanc 24
call FileWriter.write 17 head= M | call tfansfer* 25
exit_priv 18 call debit= 10 N cal debit” 26
call credi/t' 11 exit_privs 27
({CustomerPermission}, {WritePermission}) o
credit / ({CustomerPermission}, {}) ({CustomerPermission}, {CustomerPermissiol
head” 12
check(CreditPermissiony.. 13
({CustomerPermission}, {CreditPermission})
call write= 14

Figure8: The PCG for the online banking examplewith (priv, unpriv) permissionsetpairs shown for eachnode.

specifyinga setof permissionssuchthat at leastone of permis-
sionsin this setmustbe checled on all executionsterminatingin
acertainpointin the program.Unlike the previously proposedp-
proache$16,28] for this problem,our algorithmis low-orderpoly-
nomialin thesizeof the programandthe numberof differenttypes
of permissionausedin this program.

Ourapproacheliesonthecall graphfor theprogramunderanal-
ysis and thereforeis sensitve to the precisionof this call graph.
We do notbelieve thatvery precisecall graphsarenecessarin our
approachin orderto obtainsufficiently preciseinformationabout
permissionflow, but this hypothesisremainsto be testedexperi-
mentally

Thealgorithmpresentedhn this paperis context-insensitve. Ad-
ding context-sensitvity would theoreticallyimprove the precision
of this analysis,while makingit lesstractable. Our hypothesids
thatcontet-sensitvity would addlittle in termsof precisionwhile
significantlyimpactingthe performancef the algorithm. We plan
to evaluatethe needfor addedprecisionexperimentally If it turns
outthatin practicethe context-insensitie algorithmoftenproduces
impreciseresultsthat could be improved by a context-sensitve al-
gorithm,we will implementsucha contet-sensitve algorithm.

In our futurework, we planto implementour algorithmanduse
it in casestudiesinvolving checkingpermission-relategecurity
propertief realisticJava programs We believe thatthealgorithm
will scalewell, givenits polynomialcompleity andthe ability to
reducesize of the call graph-basednodel(if no permissioncheck
operationsare performedin a methodandin all methodsthat it
calls directly or indirectly, then statementgrom this methodcan
be omitted from the programmodel). An analystusing this tool
would needto supplyonly simplepropertieshatspecifywhatper
missionsmustbechecledon all executiongo specificpointsin the
program. The tool would automaticallybuild a representatiomf
all permissionsisedby theprogramjncorporaténformationabout
thepropertiesn thisrepresentatiorextractananalysismodelfrom
the sourcecodefor the (partial) program,andrun the analysis.We
planto investigatevhethempermission-relatedropertieotherthan
of thesimplekind we usein this paperareneeded.

BalancePermission yfdimerri% CustomerPermissiol
6
\v\maern/
1
Figure 9: Permissionlattice Lperm for the online banking exam-

ple in Figure 1, modified to accommodateproperty in Equa-
tion (4).

)/A”PermiSSio\&
mion l DebitPermission
Py

AllPermission

\

CustomerPermission NewAccountPermissior

TN

BalancePermission CreditPermission  DebitPermission

PIG
WritePermission

1

Figure 10: Permission lattice Lpem for the online banking ex-
ample in Figure 1 after CustomerPermission permission has
beenchangedto imply permissionsBalancePermission, Cre-
ditPermission, and DebitPermission.
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