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Abstract

Traditionally, verificationpropertieshave beenclassifiedas
safetyor livenesgroperties While thistaxonomyhasanat-
tractive simplicity andis usefulfor identifying theappropri-
ateanalysisalgorithmfor checkinga property determining
whethera propertyis safety livenessor neithercanrequire
significantmathematicainsightonthepartof theanalyst.In
this paperwe presentinalternatize propertytaxonomy We
arguethatthis taxonomyis a more naturalclassificationof
the kinds of questionghatanalystsvantto ask. Moreover,
mostclassesn ourtaxonomyhave aknown, directmapping
to the safety-lvenes<lassificationandthustheappropriate
analysisalgorithmcanbeautomaticallydetermined.
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1. Intr oduction

A numberof finite state verification approachesare be-
ing developed. Some approachesre designedto check
fixed, generalpropertiesof software systemssuchasfree-
dom from deadlock. Otherapproachesffer the flexibility
of specifyingand checkingapplication-specifiqroperties.
Traditionally, propertieshave beenclassifiednto safetyand
livenesgropertiesin practice,it is oftenimportantto know
whethera given propertyis a safetyor livenessproperty
becauseseveralfinite stateverificationapproachesisedif-
ferentanalysisalgorithmsfor checkingsafetyandliveness
propertieq6,7,11,13,18]. Determiningwhethera property
is safety livenesspr neither however, canrequiresignifi-
cantmathematicalnsighton the partof the analyst.In this
paper we presentanalternatve propertytaxonomy We ar-
guethatthistaxonomyis amorenaturalclassificatiorof the
kinds of questionghatanalystavantto ask(i.e., expressas
properties) Moreover, mostclassesn our taxonomyhave a
known, directmappingto the safety-lvenes<lassification,
andthustheappropriateanalysisalgorithmfor averification
approacttanbe automaticallydetermined.

Intuitively, a safetypropertyspecifiesthat “bad things” do
nothapperonall executionsof asystemandalivenesgrop-
erty specifiesthat “good things” eventually happenon all
executionsof a system[14]. Unfortunately theseintuitive
definitionsare often difficult to usefor distinguishingbe-
tweensafetyandlivenesgroperties.For example,a prop-
erty specifyingthatacommunicatiorsoclket mustbecreated
on all executionsof a systemis a livenessroperty which
agreeswith the informal definition wherethe “good thing”
is the creationof a communicatiorsoclet. However, a sim-
ilar propertystatingthat a communicationsocket mustbe
createdbeforeary disk acces$appenss a safetyproperty
eventhoughwe canstill view creationof acommunication
socletasa“goodthing”.

Becausanformal definitionsof safetyandlivenessareun-
reliable, one has to use the precisedefinitions, given in
Section2.2. Using thesedefinitionsrequiresconstructing



proofs,whichareoftennon-trivial. Carryingoutsuchproofs
is human-intensie and errorprone. In this paper we pro-

posea new propertytaxonomyfor whichit is easyto assign
agivenpropertyto oneof severalpropertyclassesFurther

more,mary of thesepropertyclassesncludeonly safetyor

only livenesgropertiessoif the givenpropertybelongsto

oneof theseclassesno proofsarerequiredfor determining
whetherit is a safetyor alivenesgproperty

Our property classificationis describedin terms of se-
quence®f recognizableventsin thesystemunderanalysis.
We distinguishbetweerpropertyspecificationshatdescribe
finite, infinite, or both kinds of sequence®f events. We
also distinguishbetweenproperty specificationghat must
be checledon only finite, only infinite, or all systemexecu-
tions. At presentit is usuallyassumedhata propertyhasto
be checled on all systemexecutions.In somecaseshow-
ever, an analystwantsto specify sequencesf eventsthat
hold on only finite or only infinite executions.For example,
it doesnot make sensedo checkthe property“all files must
be closedby the time a systemterminates”on infinite exe-
cutionsof a systemor to checkthe property“the numberof
files that are opensimultaneouslymust have a fixed upper
bound” on finite executions. In caseswvherethe analystis
interestedn checkinga propertyon only finite executions,
the propertyhasto be modifiedin suchaway thatit always
holdson all infinite executionsandvice versa. In contrast,
with our proposedtlassificationschemethe analystexplic-
itly indicateswhetherthe propertyis specifyingfinite, infi-
nite, or bothfinite andinfinite sequencesswell asindicates
whetherthe propertyis to be checled on finite, infinite, or
all executionsof the system.

In the next section,we give somebackgroundon reason-
ing aboutsoftware systemsand provide formal definitions
of safetyandlivenesgpropertiesin Section3 we offer a cri-
tique of the safety-lvenesgaxonomy Section4 describes
our proposedproperty classificationand gives an example
of usingthis classificationwith a propertyspecificatiorfor-
malism. In Section5 we describethe relationshipbetween
our classificatiorandthe safety-lvenesgaxonomy Finally,
Section6 summarizeour resultsand discussedlirections
for futureresearch.

2. Background

In this sectionwe briefly introducethetwo alternatve ways
of representinga software systems$ behaiors, state-based
andevent-basedandthenintroducethe traditional classifi-
cationof event-basegbropertiednto safetyandliveness.

2.1. Event-basedand State-basedProperties

Thetwo popularwaysof modelingsystemsarestate-based
andevent-basedl With the former, the modelencodesall

1Although someproperties suchasquality of service,may be difficult
to represenin oneor the otheror bothof theseformalisms,mary interest-

possiblestateghe systemmightbein duringexecution.For
aconcurrensystemasystenstatemayincludetheprogram
countersfor eachof the threadsof executionandthe val-
uesfor all variables Propertiedor systemswith state-based
modelsusually canbe representecs setsof sequencesf
statepredicates.We call suchpropertiesstate-basedWith
the event-basedapproachto modelingsystemsthe model
encodesll eventsequencethatcanbe obsenedduring ex-
ecutionsof the system.The eventsusedin thesesequences
represensomeactionsof thesystemywith anarbitrarylevel
of granularity For example,bothavariableassignmenand
a function call could be events. Actionsthat arenot of in-
terestto the analystusuallyare not assignedorresponding
events. Propertiedor systemswith event-basednodelsare
givenin theform of setsof sequencesf eventsthatcharac-
terize executionsof the model of the system.We call such
propertiesvent-based

Theoretically translationsbetweenstate-basednd event-
basedepresentationsf systemsandpropertiesarenot dif-
ficult. For example,if a systemis specifiedasa setof se-
quencesof its states,ary suchsequencean be translated
into a sequencef events, where eachevent representa
transitionfrom one stateto another In the restof this pa-
per we only dealwith event-basednodelsof systemsand
propertyspecifications.

We assumehat event-basedropertiesusea subsetof the
eventsthatcouldoccuralonganexecutionof the systemun-
deranalysis. Throughoutthis paper we usethe term event
sequencer justsequenceo referto any sequencef events
andexecutionto referto a sequencef eventsobsenedon
anexecutionof the softwaresystemunderanalysis?

A property P is characterizedy a possiblyinfinite setof
eventsequencesWe write s € P to representhefactthat
sequence is in the setof eventsequencesf P. Thealpha-
betof propertyP is denoted®(P) andrepresentsheunion
of all eventsin the setof eventsequencesf P. For exam-
ple, if the setof eventsequencesf P is {(a,a), (a,b,a)},

thenX(P) = {a,b}. A projectionof aneventsequence

on an alphabet® is the eventsequence’ obtainedfrom s

by removing all eventsnot presentin . We usethe nota-
tion s|x to denoteprojectionof sequence on alphabet®.

For this example theprojectionof sequencéa, c,d, b, c,a)

onX(P)is (a,c,d,b,c,a)|{ap} = (a,b,a). Wesaythata
sequence is acceptedoy property P, denotingthis s - P,

if the projectionof s on the alphabetof P is in the setof
sequencesepresentethy P. Thus,for the exampleabove,
(a,c,d,b,c,a) F P.

Let E be the union of the alphabetdor a setof properties

ing propertiescanberepresented.

2«Executionof the software systemunderanalysis”is actuallya trace
or paththroughthe event-basedanodelof the system.Eacheventsequence
that could be obsered during executionof the systemis representedy a
tracethroughthe modelof thatsystem.For brevity, we referto this simply
asanexecution.



for a particularsoftware system. We useE* to denotethe
setof all finite sequencesf eventsfrom E andE“ to de-
notethe setof all infinite sequencesf eventsfrom E. We
assumehatthe emptysequence\. € E*. For corvenience,
we introducea function prefixes: E¥ — 25 that, givenan
infinite sequence, returnsall finite prefixesof o, including
theemptysequenceé.

To usea uniform notation,mary finite stateverificationap-
proacheseplaceeachfinite executionv of asystemwith an
infinite executiono by addinginfinitely mary instanceof
an empty eventr to theendof v: ¢ = vrr.... For con-
venience we assumehat no non-emptyeventscanfollow
event 7, which meansthat 7 is usedonly for representing
systemtermination.

A propertycanbe representedsa setof eventsequences
that must hold on all systemexecutions. For brevity, we
usePe to denotethe setof all possiblepropertiesover the
alphabetE. A property P holdsfor a systemif andonly if
all systemexecutioneventsequencesatisfy P.

2.2. The Safety-LivenessProperty Taxonomy

While theinformal definition of safetyandlivenesgproper
ties,givenin theintroduction,hasintuitive appealgenerally
it is not preciseenoughto be usedfor determiningwhether
agivenpropertyis a safetyor alivenesgroperty

A concisedefinition of safetyandlivenesgropertiesbased
on topology saysthat a propertyis a safetypropertyif and
only if it is closedanda livenesgropertyif andonly if it

is dense[3]. Equivalently a safetypropertyis onethatis

finitely refutableandalivenesspropertyis onethatis never

finitely refutable[1, 3].

In this section,we describethe safety-lvenesstaxonomy
proposedby Alpern and Schneide3]3. The formal defi-
nition of a safetypropertyis

P is asafetypropertyiff
Yo e EY,clf P = @
(Fv € prefixeso) : (Vo' € EY,va’ I/ P))
This definition meansthat P is a safety property if and
only if every infinite sequencef eventsthat doesnot sat-
isfy this propertycontainsafinite prefix suchthatnoinfinite

sequencebtainedby addingan infinite suffix to this finite
prefix satisfieghis property

Theformal definitionof a livenesspropertyis

SetP is alivenesgpropertyiff
Vv € E*, (30 € E¥ :vo F P)

This definition meansthat P is a livenesspropertyif and
only if for everyfinite sequenceve canfind aninfinite suf-
fix, sothattheresultinginfinite sequencaatisfieshe prop-
erty.

3In thefollowing definitionswe translatethe state-basedepresentation
usedin [3] into anevent-basedepresentation

(2)

Naturally, not every propertycan be classifiedas either a

safetyor livenesroperty For example,a propertyrequir

ing thatonary executionof asystemeventsa andb alternate
infinitely often cannotbe refutedin all situationsby either
consideringpnly finite prefixesof systemexecutionsor only

infinite executionsof the system. If we only look at finite

prefixes of systemexecutions,we cannotdetectsituations
wherethepatternab will notrepeainfinitely oftenonanex-

ecution. Thus,this propertyis not a safetyproperty Onthe
otherhand,lookingatonly finite prefixes,it maybepossible
to detectsituationswherea andb do not strictly alternate.
Thus,this propertyis notalivenesgroperty

AlpernandSchneideshaw thatary property P canberep-
resentedsanintersectiorof asafetypropertyP, andalive-
nesspropertyP;: Vo € E¥ o - P o+ P; Ao+ Py. For

our examplein the previous paragraphthe propertycanbe
split into P, specifyingthateventsa andb alternateon all

executionsand P, specifyingthatthereis aninfinite number
of a’sandb’son all executions.

While usingthe setof all sequencethatrepresent prop-
erty is a corvenienttheoreticalcharacterizationijt is not
very usefulin practice. A propertyis usually specifiedby
a characteristipredicateon eventsequencesatherthanby
their enumeration.The two most popularkinds of mathe-
maticalmachineryusedfor propertyspecificationare tem-
porallogics[17] andfinite automata.A numberof various
formsof temporallogicshave beenproposedor specifying
properties[15, 16,22]. Bichi automata[21] are the most
popularkind of finite automatausedfor specifyingproper
ties[2,5,6,12]. Biichi automataareknown to be quite ex-
pressve,demonstrablynoreexpressivethanlineartimeand
branching-timdirst-ordertemporallogics[8, 22].

A mechanicalway for distinguishingsafety and liveness
propertieshasbeenproposedy Alpern and Schneidef4].
In theirapproacha propertyis specifiedasaBiichiautoma-
ton A andthen characteristicof the structureof this au-
tomatonare usedto classifiedthe propertyas safety live-
nesspr neither In caseswherethepropertyis neithersafety
nor liveness,a simple procedurecan be usedto produce
two Biichiautomatad; and 4;, where A, specifiesa safety
property A; specifiesa livenesgproperty andthe intersec-
tion of infinite sequenceacceptedy A, andA; is theexact
setof sequencescceptedoy A. Unfortunately usingthis
approachin caseswhere propertiesare not initially repre-
sentedas Biichi automatais cumbersome.Additional in-
strumentationis neededto translatefrom the native prop-
erty representationio the Biichi automatorrepresentation,
to thenperformthe split into two Biichi automatapne for
a safetypropertyandthe otherfor a livenesgroperty and
thenfinally to translatehesewo automatdackto thenative
propertyrepresentationln addition, this approactdoesnot
solve the problemof specifyingwhetherthe propertymust
hold onfinite, infinite, or all executionsof the system.



3. Critique of the Safety-LivenessTaxonomy

The safety-lvenessaxonomyhasan attractive simplicity,
providing two fundamentatlasse®f propertiessothatary
propertycanbe representeésa combinationof two prop-
erties,onefrom eachclass. While it is an elegantandthe-
oretically usefulclassificationjn our opinionit hasseveral
importantproblems.

Thefirst problemis terminology Intuitively, thetermsafety
propertyimplies thatif an executionof a systemdoesnot
satisfy such a property it representsan unsafebehaior.

While this may be true, safetypropertiesare not the only

kind of propertythatspecifieswhatit meangor a software
systemto operatesafely Considera typical livenesgprop-
erty specifyingthata requesbf servicemusteventuallybe
followedby a provision of this service.If the systembeing
verifiedcontainsanexecutionthatdoesnot satisfythis prop-
erty, this executioncanbe characterize@sunsafe.Thus,a
conditiondescribinga safeoperationof a systemcanbe ex-

pressedy apropertythatis nota safetyproperty!

Using the term livenessis also problematic. For example,
the intuitive explanationof the expressiort'a connectionis

live” is thatthe connectionis enabledandreadyto receve

or sendmessagesThis is not the samemeaningthat live-

nesspropertiesgenerallyexpress,which is that something
goodeventuallyhappensasin “eventually a connectionis

usedfor sendingor receving”. Thus,the term livenessis

misleading.

The secondproblemwith the safety-lvenesstaxonomyis
thatwhile safetyandlivenesgropertiescanalwaysbe dis-
tinguishedformally, the differencebetweenthe two kinds
of propertiesis often difficult to seewhen using informal
approaches.For example, a propertyof the generalform
“eventa mustneverhapperonary executionof the system”
is a safetyproperty (Supposeve have aninfinite sequence
o thatdoesnot satisfythis property which meansthat this
sequenceontainsat leastoneeventa. Let v bethe prefix
of ¢ thatincludesa. No infinite sequence’ canmake the
sequences’ acceptingsincevs’ containsa. Accordingto
the definition in Equation(1), this is a safetyproperty) If
this propertyis changedo read“eventa mustnever happen
on ary infinite executionof the system(andis allowed to
happenon finite executions)”,suddenlyit becomes live-
nessproperty (Take ary finite sequence. If v containsa,
thenthe infinite sequenceyr... satisfiesthe property be-
causethis infinite sequenceepresents finite execution. If
v doesnotcontaina, we canaddary infinite suffix thatdoes
not containa to v andthe resultinginfinite sequenceatis-
fiesthe property Thus,accordingto the definitionin Equa-
tion (2), thisis alivenesgroperty)

Finally, in our opinion, the most sesere problemwith the
safety-lvenesgaxonomyis thatit is not muchhelp to the
analystswho have to write properties.The criteriafor clas-
sifying a propertyaseithersafetyor livenesselpin choos-

ing anappropriatemethodfor verifying the property These
criteria, however, do not facilitatethe taskof specifyingthe
property Using a temporallogic or finite automatornrep-
resentationthe specificationof a propertyis not guidedby

whetherthe propertybeingspecifieds safetyor livenessin

fact,in mostcaseghe propertyhasto beformally specified
beforea decisioncanbe madeaboutwhetherit is asafetyor

livenesgroperty or neither[4].

Onespecificexampleof thislack of assistancen specifying
propertiesis the decisionof whetheronly finite, only infi-
nite, or all executionsof the systemhave to satisfythe prop-
erty. Making this simpleand cleardistinctionis not trivial
with the safety-lvenessaxonomy For example,if Bichi
automataare usedfor property specification,and only fi-
nite executionshave to satisfythe property the analystcon-
structingthe automatorhasto do it in sucha way thatall
infinite executionsare always acceptedy this automaton.
This specificationwould be far simplerif the analystcould
explicitly specifythat only finite executionsof the system
haveto beconsidered.

In the next sectionwe proposean alternatve propertyclas-
sificationschemeo the safety-lvenesgaxonomyandargue
thatit ameliorateshe problemsndicatedin this section.

4. ProposedProperty Taxonomy

By introducinga new propertytaxonomywe arguethatsim-

pler andmoreintuitive criteria of separatingoropertiesnto

catgyoriesexist thanthat of the safety-lvenesstaxonomy
Specifically we usetwo criteria, onebasedon whetherthe

propertycontainsonly finite, only infinite, or both kinds of

eventsequenceandthe otherbasedon whetheronly finite,

only infinite, or all executionsof the systemshouldsatisfy
the property Notethatsuchtreatmenbf executionsmeans
that we do not corvert all finite executionsof the system
into infinite executionsby appendingan infinite numberof

emptyeventsr to theendof all finite executions.

Our first classificationcriterion is basedon what kinds of
executionsequencearerepresentedby the property There
arethreeobviouscases:

e property P contains only finite event sequences
Vs € P:s € E*,

e property P contains only infinite event sequences
Vse P:s € EY and

e property P containsboth finite and infinite eventse-
guencesds;,so € P:s; € E* Asy € BY.

Our secondclassificationcriterion is basedon whetherthe
propertyrefersto only finite, only infinite, or all executions
of the system. We use S to denotethe setof all execution
sequencem the system We recognizethreecases:



e The property is for finite executionsequence®nly:
thepropertyholdsif Vs € S,s € E* = s P.

e The property is for infinite execution sequences
only: thepropertyholdsif Vs € S,s € EY = s+ P.

e The property is for both finite and infinite execution
sequencesthepropertyholdsif Vs € S = s - P.

Intersectingthesetwo criteria, we obtain nine property
classes.We referto eachpropertyclassby a tuple (A, B),
where A refersto the first criterion and B refersto the
secondcriterion. Thus, A € {inf,fin,both} and B €
{inf,fin,all}. Of theseclassesclass (inf,fin) is empty
sinceit doesnot make senseto specify a finite behaior
with aninfinite eventsequenceFor the samereasonclass
(inf, all) is equivalentto class(inf,inf), in the sensethat
ary propertyfrom (inf, all) holdsfor a systemif andonly
if all executionsin the systemare infinite. Also, class
(both, fin) is equivalentto class(fin, fin) in the sensethat
for ary property P, from class(both fin) thereexists prop-
erty P, from class(fin, fin) (obtainedfrom P; by discard-
ing all infinite sequencesjuchthata systemexecutionsat-
isfies P, if andonly if it satisfiesP,. Thus, we exclude
classedinf, fin), (inf, all), and (both fin) from our classifi-
cationasredundantlin therestof this paperwe referto the
remainingsix classegfin, fin), (fin, inf), (fin, all), (inf,inf),
(both, inf), and(both, all) asour propertyclassification.

It is obvious thatthis propertyspecificationis completein

the sensethatary propertyspecifyinga behaior that must
hold onall executionof asystembelonggo oneof thethree
classegfin, all), (inf,all), and (both all). The additional
granularityprovidedby our seconctlassificatiorcategoryis

for addedcorvenienceof specifyingproperties.Thereader
might wonderhaow this classificationcomparego the tra-

ditional safety liveness,or neithertrichotomy usedin the
safety-lvenessclassificationscheme. In the next section,
we will explicitly describethis relationship.

In the following, we briefly describeeachof the six cate-

gories.For eachcategory, we give anexamplepropertythat

dealswith openingandclosingof filesin aprogram.For this

example,the eventsof interestto the propertiescorrespond
to callsto open andclose file primitives.

(fin, fin)

A property P from class(fin, fin) specifiesa setof event
sequencesf finite lengthandrequiresthatall finite execu-
tions of the systemare presentn this set. This meansthat
we canconstructproperty P’ thatrefersto all systemexe-
cutionsby includingin the setof eventsequencesf P’ all

event sequencesf P andin additionall infinite event se-
guencesP’ = PUEY. PropertyP’ holdson all executions
of asystemif andonly if property P holdson all finite ex-

ecutionsof this system.An examplefrom this category is a
propertyspecifyingthatary file is alwaysclosedbeforeit is

re-openedr beforethe programterminates.

(fin,inf)

This is aninterestingcase becauseén orderfor aninfinite
executionsequence to satisfyproperty P containingonly
finite eventsequencesheprojectionof o onthealphabebdf
P mustbefinite. In otherwords,c musthave arepresenta-
tionwvo’, wherew is afinite prefixof o ando’|spy = A. For
example,if the propertyspecifieghaton infinite executions
of thesystemgventsa andb alternatgbut notinfinitely of-
ten), thenan infinite systemexecutionabababababab. . .
doesnot satisfythis property becausets projectionon the
alphabetof the property{a, b} is infinite. On the other
hand,aninfinite executionababccccc. . . doessatisfythis
property becausebabccccc. . .|{,, b} = abab, whichis
afinite sequenc®n which eacheventa is followedby ab.
Sincepropertiesfrom set (fin, inf) are not concernedwith
finite executionsof the systemfor eachsuchpropertyP we
canconstructproperty P’ € (fin, all) by includingin the set
of event sequencesf P’ all eventsequencesf P andin
additionall finite eventsequencesP’ = P U E*. Property
P’ holdson all executionsof a systemif andonly if prop-
erty P holdson all infinite executionsof this system. An
examplefrom this categyory is a propertyspecifyingthaton
all non-terminatingexecutionsary file is closedbeforeit is
re-openedandary file is only openedandcloseda limited
numberof timesor notatall.

(fin, all)

A property P from this classcanalsobe representedsa
conjunctionof two propertiesP; , P», where P, € (fin, fin)

andP» € (fin,inf), whereboth P, and P, containthesame
eventsequenceasP. If v is afinite executionof thesystem,
thenit satisfiesP if it satisfiesP;. If o is aninfinite execu-
tion, thenit satisfiesP if it satisfiesP,. An examplefrom

this categgory is a propertyspecifyingthatary file is closed
beforeit is re-openedandary file is only openedandthen
closedalimited numberof timesor notatall.

(inf,inf)

A propertyP from class(inf, inf) specifiesasetof eventse-
quence®f infinite lengthandrequireghatall infinite execu-
tions of the systemarepresenin this set. We canconstruct
propertyP’ € (both all) by includingin the setof eventse-
guencef P’ all eventsequencesf P andin additionall
finite eventsequencesP’ = P U E*. PropertyP’ holdson
all executionsof a systemif andonly if propertyP holdson
all infinite executionsof this system.An examplefrom this
catagyoryis apropertyspecifyingthaton all non-terminating
executionsary file is alternatelyopenedandthenclosedre-
peatedlyandinfinitely.



(both, inf)

Any property P from this classcanalsobe representeés
a disjunction of two propertiesP; and P,, where P, €

(fin,inf) and P» € (inf,inf). In addition,we canconstruct
P’ € (both all) by includingin thesetof eventsequencesf

P’ all eventsequencesf P andin additionall finite event
sequencesP’ = P U E*. PropertyP’ holdson all exe-

cutionsof a systemif andonly if property P holdson all

infinite executionsof this system. An example from this

catagyoryis apropertyspecifyingthaton all non-terminating
executions,ary file is alternatelyopenedand then closed,
but maynotbe openedatall.

(both, all)

This is the mostgeneralof all classes.Any propertyfrom
this classcanberepresenteasa disjunctionof two proper
ties P, andP,, whereP; € (fin,all) and P, € (inf,inf), by
settingP;, = PNE* andP, = PN E“. An examplefrom
this categgory is a propertyspecifyingthaton all executions,
ary file is alternatelyopenedandthenclosed,but may not
beopenedatall.

4.1. QRE Property SpecificationLanguage

As anexampleof apropertyspecificationanguagehatsup-
portsour propertyclassificatiorschemeye describean ex-
tensionwe are developing for the QuantifiedRegular Ex-
pressionfQRE)languagd10,19]. The QRElanguageuses
regular and w-regular expressionsand represents corve-
nientapproacHor specifyingeventsequencingroperties.

A QRE specificatiorconsistsof threeparts:alphabet regu-
lar expressionsandmodifier The alphabetsimply lists all

eventsof interestto this property Regular expressiongle-
scribesequencesf eventsof interestto this property The
modifierspecifieavhetherthe eventsequencedescribedy

the regular expressiongnusthold on all systemexecutions
or onno systemexecutions.In our extensionmodifieris re-

placedby modifiess, which in additionto the quantification,
alsoindicateswhetherthis propertymustbe checledfor fi-

nite, for infinite, or for bothkinds of systemexecutions.

At present,the alphabetis specifiedsimply by listing all
eventsof interestto theproperty(in future,parameterization
and aliaseswill be supported). The alphabetmustcontain
all eventsexplicitly usedin the regularexpressionsut may
alsocontainadditionalevents.We explain the needfor such
additionaleventsbelow whendiscussingheregularexpres-
sionspartof the QRE specifications.

If multiple regular expressionsare presentin a QRE, the
propertyis representedby a union of the setsof event se-
guencesthat each of theseregular expressionsspecifies.
Regularexpressionarespecifiedusinganassortmentf tra-
ditional syntacticfeaturesfor supportingregularlanguages.
Becauseof spaceconstraintswe do not describeall these
featureshere. Importantly, one of the featuresusedin this

for events {open_F, close_F}
show (open_F; close_F); (open_F; close_F)#
on ALL INFINITE executions

Figurel: An exampleextendedQRE specification

languagds complementFor example,“any eventin theal-
phabetgexcepteventsa andb” mayberepresenteth aQRE
as-[a,b]. Thus,aneventc from thepropertyalphabetmay
notappeaiin theregularexpressiorexplicitly, althoughit is
representednplicitly.

Regular expressionsn the extendedQRE notationmay be
w-regular expressionsto indicatethat a certain patternof

eventsrepeatsnfinitely often. We usethesymbolae to repre-
sentsuchaninfinite repetition.For example,a@ specifiesan
infinite sequenceaaa. . . In somecasesit is corvenientto

specifyacertainpatternof eventsthatmayor maynotrepeat
infinitely often. For example ananalystmaywantto specify
thateventsa andb alternatewithoutrestrictingwhetherthis

repetitionis finite or infinite. We usethesymbol# to specify
that the regular expressionto which this symbolrefersre-

peatseither0 or moretimesor infinitely: <expr># is equi-

alentto <expr>*|<expr>@, where<expr> is an arbitrary
regularexpressiorand | is alogical “or” operator

Finally, an extendedQRE propertyspecificatiorhasmodi-
fiersof two types.Thefirst describeshe quantificationover
the programexecutionsconsideredy the propertyby indi-
catingwhetherthe event sequencesescribedoy the regu-
lar expressionsmusthold on all executions(modifier ALL)
or no executions(modifier NO) of the system. The second
describeghe executionsconsideredoy the propertyby in-
dicatingwhetheronly finite executions(modifier FINITE),
only infinite executiongmodifier INFINITE), or all possible
executiongmodifierPOSSIBLE) have to becomparedo the
eventsequencedescribedoy the regular expressions.Fig-
ure 1 shows a propertyspecifyingthatfile F hasto be open
andthen closedat leastonce, but could be openandthen
closedan infinite numberof times, with open and close
operationsstrictly alternating,to be checled only for infi-
nite executions.

A property specifiedin this extendedQRE languagecan
be automaticallyclassifiedinto one of the cateyories of
our classificationscheme.Whetherthe propertyshouldbe
checledonfinite, infinite, or all executionsin the systemis
specifiedexplicitly. Informationaboutwhetheronly finite,
only infinite, or both kinds of event sequencesre present
in the propertyspecificationcanbe derived from the regu-
lar expressions.If noneof the regular expressionsontain
symbolse or # thenthe propertyrepresentsnly finite event
sequenceslf someregular expressionsontainsymbolse
or #, thenthe structureof theregularexpressionsanbean-
alyzedto determinewhetheror not they may encodefinite
sequences additionto infinite sequencesk-or example,it
is easyto seethatthe propertyin Figure 1 belongsto class
(both inf). Themodifier INFINITE indicatesthatthe prop-



Class Natural languagedescription QRE specification
(fin, fin) File F is alwaysclosedbeforeit is re-opened
or beforethe programterminates for events {open_F, close F}
show (open_F; close_F)*
on ALL FINITE executions
(fin, inf) On all non-terminatingexecutions file F is
closedbeforeit is re-openedandfile F is | for events {open_F, close F}
only openedandcloseda limited numberof | show (open_F; close_F)*
timesor not at all on ALL INFINITE executions
(fin, all) File F is closedbeforeit is re-openedand
file F is only openedandthenclosedalim- | for events {open_F, close F}
ited numberof timesor not atall show (open_F; close_F)x
on ALL POSSIBLE executions
(inf,inf) | Onall non-terminatingexecutionsfile F is
alternatelyopenedand then closedrepeat-| for events {open_F, close_F}
edly andinfinitely show (open_F; close_F)@
on ALL INFINITE executions
(both, inf) | On all non-terminatingexecutionsfile F is
alternatelyopenedandthenclosed put may | for events {open_F, close F}
notbeopenedat all show (open_F; close_F)#
on ALL INFINITE executions
(both, all) | On all executions, file F is alternately
openedand then closed, but may not be | for events {open_F, close_F}
openedatall show (open_F; close_F)#
on ALL POSSIBLE executions

Figure2: Examplesof extendedQRE specificationdor differentpropertyclasses

erty refersto only infinite executions. The useof symbol
# in the regular expressionpartindicates(in this case)that
the propertycontainsbothinfinite andfinite sequencesThe
tablein Figure 2 shows the QRE specificationsof the ex-
amplepropertiesconcerningopeningand closingfiles in a
program,givenin the earlierpartof this section for eachof
thesix propertyclasses.

Other property specificationformalismscan be adaptedo
take advantageof our propertytaxonomyin a similar man-
ner. For example,lineartemporallogic (LTL) [20] specifi-
cationscanbe extendedwith a keyword specifyingwhether
the propertymust be checled on only finite, only infinite,
or all executionsanda keyword specifyingwhethercertain
behaviors shouldbe obsenredfinitely or infinitely ofterf.

4For example, the propertythat openinga file always should be fol-
lowedby eventuallyclosingthis file canbe specifiedn LTL asO(open —
Oclose). If akeyword specifyingthat this property shouldbe checled
on only finite executionsis used,the appropriatenodificationof the LTL
formulacanbe doneautomaticallyyielding Oterminate — O(open —
Oclose), whereterminate indicatesterminationof the system. Simi-
larly, if a keyword specifyingthatonly afinite numberof open andclose
operationsshouldbe allowed is used,automaticmodificationsof the for-
mulawill yield O(open — Gclose) A —“OOopen A =O<Oclose.

Similarly, our classificatiorschemecouldalsobeusedto ex-
tendpropertyspecificationpatterng9]. Propertyspecifica-
tion patternamapcommonlyoccurringsequencesf events,
suchas“eventa mustfollow eventb, but only after event
¢ happens'to formal specificationsn a variety of property
specificationformalisms. Somespecificationpatternsfall
within a single category from our taxonomy For example,
the absencepatternwith global scope,which statesthat a
certaineventdoesnot happeron ary executionsof the sys-
tem,is in (fin, all). Specifyingthata certaineventdoesnot
happeron ary finite executionsof the systemwould involve
explicitly usingthe terminationeventto bind the scopein
which theabsencés checled. For more complicatedprop-
ertiesthat alreadybind the scope,addingthis termination
event may be tricky. In addition, at presentit is hard to
usepropertypatterngo placerestrictionsonwhethercertain
eventsmustrepeatinfinitely, finitely, or whetherthis does
not matter Thus,it appeardo us that specificationprop-
erty patternswould alsobenéefitif they were extendedwith
additionalkeywordsallowing theanalysto indicatewhether
onlyfinite, only infinite, or all executionsof thesystenmust
be checled and whetherpatternsmust repeatinfinitely or



finitely.

5. Relationship betweenthe ProposedTaxon-
omy and the Safety-LivenessTaxonomy

In this section,for eachof the six classedrom our classi-
ficationwe describethe partof the safety-lvenesainiverse
thatit describes.For corveniencewe denotethe setof all
safetypropertiesasS andthe setof all livenessproperties
asL. Thedefinitionsof safetyandlivenessn Equationq1)
and (2) assumehat all executionsequencef the system
areinfinite (with all finite executionsextendedby aninfinite
numberof empty eventst). To be ableto usethesedefi-
nitions, we definea mappingInfProp that, givena property
P specifiedn our classification(e.g.,wheresomeeventse-
guencesnay befinite), returnsaproperty P’ thatdealswith
infinite eventsequencesP’ is equivalentto P in thefollow-
ing sense:

Vo eEY:0€ P=>0€ P
YVveE*:v€ P = vrr... € P! 3)
P € (fin,fin) = (E¥ \ {o|Tr € 0}) C P’
P € ((fin,inf) U (inf, inf) U (both inf)) =
Vv € E* :vrT... € P!

Thismeanghatary infinite eventsequencé our classifica-
tion isthesamanfinite eventsequencén thesafety-lveness
classificatiorandary finite eventsequencés extendedo an
infinite eventsequencdy appendingan infinite numberof
7 events.Also, for arny propertyfrom our class(fin, fin), the
correspondingpropertyin the safety-lvenessclassification
will acceptary infinite sequencef events(without added
7 events)andfor ary propertyin our classificationscheme
that specifiesaninfinite execution,the correspondingprop-
erty in the safety-lvenessclassificationschemewill accept
all finite executionsequenceskor propertiesclassifiedas
(fin, all) or (inf, all), they shouldfirst berepresentedstheir
constituenpropertiesrom (fin, fin), (fin, inf), and(inf, inf)
andtheneachconstituentanberepresentedsdescribedn
Equation(3).

Givena classC from our classification for simplicity we
usenotationlike C C S toshaw therelationshipf thisclass
with the safety-lvenesdaxonomy In reality, it is therela-
tionshipof classC' = {P'|3P € C : P' = InfProp(P)}
thatis consideredsinceclasse andC’ areequialentin
thesensealescribedy Equation(3).

(fin,fin) C S

First we prove (fin,fin) C S. Take ary P € (fin,fin) and
let P’ = InfProp(P). Accordingto Equation(3), anevent
sequence thatdoesnot satisfy P’ musthave beenderived
from afinite sequence € P ando = vrr.... Accordingto
the definition of safetyin Equation(1), the finite sequence
v is a prefix of ¢ for which no infinite suffix ¢’ canmake

the sequenceyg’ into a sequencehat satisfiesP’, sinceit
containsprefix v thatcausedr notto satisfy P’ andcorre-
spondsto finite executionsby containingr. Thus, P is a
safetyproperty

Now we prove S ¢ (fin,fin). To do that, it is sufficient
to shav thatthereis a safetypropertythatis notin (fin, fin).

For example ary safetypropertythatdoesnotaccepttleast
oneinfinite sequencés suchaproperty

(fin,inf) C £

First, we prove (fin,inf) C £. Takeary P € (fin,inf) and
let P' = InfProp(P). Accordingto Equation(3), for ary
v € E*, theinfinite sequencerr... € P'. By thedefinition
in Equation(2), P’ is alivenessproperty

Toprovethatl ¢ (fin,inf), it is sufficientto shaw thatthere
is a livenessropertythatis notin (fin, inf). For example,
alivenesgropertyrequiringthaton all infinite executions,
eventa happensnfinitely oftenis notin (fin, inf), because
sucha propertycontainsinfinite eventsequences.

AP, P, P; € (fin,all) : P, € S,P, € L,
Py ¢ (SUL)

An exampleof P, is apropertythatacceptsll sequenceex-
ceptthosecontainingeventa. Yo € E* : ¢ ¢ InfProp(P;)
meanghato containseventa. We canwrite ¢ in the form
o = vo’, wherev is asequencendingwith a. Thisis thev
from the definition of safetyin Equation(1).

An exampleof P, is a propertythat acceptsall sequences
exceptthosethatdo not containa. Takeary v € E*. If v
containsa, theninfinite sequencer from the definition of
livenesdn Equation(2) canbe ary infinite sequencelf v
doesnot containa, theno canbeary infinite sequencéehat
containsa.

An exampleof P; is a propertythat acceptsall sequences
that containexactly oneeventa. P; ¢ S becauseve can
pick o to be ary infinite sequencéahat doesnot containa
(andthusdoesnot satisfy P3). For ary finite prefix v of this
sequence we cantake ¢’ to be ary infinite sequencehat
containsoneeventa. Thenwo' satisfiesP; andso P is
notasafetypropertyby the definitionin Equation(1). P; is
not a livenesspropertyeither becauseave canpick v from
the definition in Equation(2) to be a finite sequencehat
containstwo eventsa. No infinite sequencer exists such
thatvo € Ps.

(inf,inf) C £

First we prove (inf,inf) C L. Take ary P € (inf,inf)
andlet P' = InfProp(P). Takeary v € E*. Accordingto
Equation(3), v7r... € P'. By thedefinitionin Equation(2),
P! is alivenesgproperty

To prove £ € (inf,inf), let P bethelivenesspropertythat
specifieghaton infinite executions gventa musthapperat



neither

(a) The safety-lvenesgaxonomy

(fin, all)

(both, all)

(b) Our classification,superimpose@n
the safety-lvenesgaxonomy

Figure3: The correspondencieetweerour propertyclassificatiorandthe safety-lvenesgaxonomy

leastonce. This propertyis notin (inf, inf), becausét uses
finite eventsequences.

(both,inf) C £

Theproofof (both inf) C Lisidenticalto thatfor (inf, inf).
To prove £ € (both inf), let P be alivenesgpropertythat
containsonly finite event sequencesThus, P € (fin,inf)
andso P ¢ (both inf).

APy, P>, P; € (bothyall) : P, € S, P> € L,
P3¢ (SUL)

Theproofsaresimilarto thosefor (fin, all).

Figure 3 representshe correspondencbetweenour prop-
erty classificatiorandthe safety-lvenessaxonomyvisually.

6. Conclusion

As shown in Section5, class(fin, fin) containsonly safety
propertiesand classes(fin, inf), (inf,inf), and (both, inf)
containonly livenessproperties.This meanghatif a given
propertyfallsinto oneof thesdour classesit isimmediately
clearwhetherit is a safetyor a livenessproperty Classes
(fin,all) and (both all) containsafety properties liveness
properties,and also propertiesthat are neither safety nor
liveness.In general,ary propertyfrom class(fin, all) can
berepresentedsa conjunctionof two propertiespnefrom
class(fin, fin), andanotherfrom class(fin, inf). For exam-
ple, apropertyspecifyingthateventa happengxactly once
on all systemexecutions(which is neithera safetynor live-
nessproperty),canbe representea@s a conjunctionof two
propertiesonecheckingthata happensxactly onceon fi-
nite executionsandanothercheckingthata happensxactly
onceon infinite executions. The first of thesetwo proper
tiesbelonggo class(fin, fin) andthesecondelonggo class

(fin,inf).

The casewith class(both all) is not as simple. Whether
or not sucha propertycanbe decomposeduccessfullyde-
pendson whetherwe candecomposéhe representatiomf
eventsequencem thepropertyinto finite sequenceandin-
finite sequenceslIf we can,thenthe property P is repre-
sentedasthe conjunctionof two properties,P; from class
(fin, fin), and P, from class(both inf). (Thus,P; is asafety
propertyandP; is alivenesgroperty) For example,aprop-
erty specifyingthat on all executionsof a system,eventsa
andb alternate(but not specifyingwhethera finite or in-
finite numberof sucheventsmustbe obsered)is in class
(bothyall). It cantrivially be decomposednto a property
P, specifyingthat on all finite executionseventsa andb
alternateanda property P, specifyingthaton all infinite ex-
ecutionseventsa andb alternateand either a finite or an
infinite numberof sucheventsis obsened. We believe that
in practice mostpropertiefrom class(both, all) aredecom-
posabldn asimilar way.

As discussedit appearselatively straightforvardto extend
existing specificationanguagesvith notationsfor express-
ing thesecharacteristicsWe intendto incorporatesuchex-
tensionsinto the QRE specificationlanguageusedby the
FLAVERS finite stateverification systemand to evaluate
how usefulthis classificatiorschemas in practice.We also
intendto evaluatethis classificationrschemen termsof the
large numberof examplesgatheredo evaluatethe work on
propertypatterng9]. Unfortunatelywithoutthepresencef
the systemunderanalysisiit is often not clearwhetherthe
propertyrefersto finite, infinite, or bothkindsof executions.
We canusethesesxampleshowever, to evaluatehow easyit
would beto extendthe specificationsvith this information.

To summarizewe have describedanew propertyclassifica-
tion basedon two simplecharacteristic®f properties.One



characteristiéndicatesvhetherthesequencesf eventsused
in the propertyspecificatiorarefinite, infinite, or both; and
the otherindicateswhetherthe propertyspecifiedbehaiors
thatmust(or mustnot) hold only onfinite, only on infinite,
or on all executionsof the system. The proposedclassifi-
cationhasa numberof advantagesver the safety-lveness
taxonomy First, it is relatively natural. Second,deciding
whichof thesix classe$n our classificatioragivenproperty
belongsto is trivially derived from the specificationof the
property Finally, four out of six classes$n our classification
containpropertieghatareeitheronly safetyor only liveness
propertiessothereis noneedfor proofsto determinewhich
analysisalgorithmto apply. Anotherclasscontainsproper
tiesthatcaneasilybedecomposeihto two propertiespnea
safetyandanothemlivenesgproperty For thefinal classthe
existenceof a “nice” decompositioris not guaranteedbut
likely. Although our resultsare preliminary they do sug-
gesta relatively straightforvard approachfor more clearly
and explicitly expressingimportantcharacteristicof soft-
ware systems.In addition, suchspecificationsanbe used
to helpselectthe appropriateanalysisalgorithm.
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