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Abstract

Traditionally, verificationpropertieshave beenclassifiedas
safetyor livenessproperties.While this taxonomyhasanat-
tractivesimplicity andis usefulfor identifying theappropri-
ateanalysisalgorithmfor checkinga property, determining
whethera propertyis safety, liveness,or neithercanrequire
significantmathematicalinsightonthepartof theanalyst.In
thispaper, wepresentanalternativepropertytaxonomy. We
arguethat this taxonomyis a morenaturalclassificationof
thekindsof questionsthatanalystswant to ask. Moreover,
mostclassesin our taxonomyhaveaknown,directmapping
to thesafety-livenessclassification,andthustheappropriate
analysisalgorithmcanbeautomaticallydetermined.
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1. Intr oduction

A number of finite state verification approachesare be-
ing developed. Someapproachesare designedto check
fixed,generalpropertiesof softwaresystems,suchasfree-
dom from deadlock. Otherapproachesoffer the flexibility
of specifyingandcheckingapplication-specificproperties.
Traditionally, propertieshavebeenclassifiedinto safetyand
livenessproperties.In practice,it is oftenimportantto know
whethera given property is a safetyor livenessproperty,
becauseseveral finite stateverificationapproachesusedif-
ferentanalysisalgorithmsfor checkingsafetyandliveness
properties[6,7,11,13,18]. Determiningwhethera property
is safety, liveness,or neither, however, canrequiresignifi-
cantmathematicalinsighton thepartof theanalyst.In this
paper, we presentanalternative propertytaxonomy. We ar-
guethatthis taxonomyis amorenaturalclassificationof the
kindsof questionsthatanalystswantto ask(i.e., expressas
properties).Moreover, mostclassesin our taxonomyhavea
known, directmappingto the safety-livenessclassification,
andthustheappropriateanalysisalgorithmfor averification
approachcanbeautomaticallydetermined.

Intuitively, a safetypropertyspecifiesthat “bad things” do
nothappenonall executionsof asystemanda livenessprop-
erty specifiesthat “good things” eventually happenon all
executionsof a system[14]. Unfortunately, theseintuitive
definitionsare often difficult to usefor distinguishingbe-
tweensafetyandlivenessproperties.For example,a prop-
ertyspecifyingthatacommunicationsocketmustbecreated
on all executionsof a systemis a livenessproperty, which
agreeswith the informal definition wherethe “good thing”
is thecreationof a communicationsocket. However, a sim-
ilar propertystatingthat a communicationsocket must be
createdbeforeany disk accesshappensis a safetyproperty,
eventhoughwe canstill view creationof a communication
socketasa “good thing”.

Becauseinformal definitionsof safetyandlivenessareun-
reliable, one has to use the precisedefinitions, given in
Section2.2. Using thesedefinitionsrequiresconstructing



proofs,whichareoftennon-trivial. Carryingoutsuchproofs
is human-intensive anderror-prone. In this paper, we pro-
poseanew propertytaxonomyfor which it is easyto assign
a givenpropertyto oneof severalpropertyclasses.Further-
more,many of thesepropertyclassesincludeonly safetyor
only livenessproperties,so if thegivenpropertybelongsto
oneof theseclasses,no proofsarerequiredfor determining
whetherit is a safetyor a livenessproperty.

Our property classificationis describedin terms of se-
quencesof recognizableeventsin thesystemunderanalysis.
Wedistinguishbetweenpropertyspecificationsthatdescribe
finite, infinite, or both kinds of sequencesof events. We
also distinguishbetweenpropertyspecificationsthat must
becheckedon only finite, only infinite, or all systemexecu-
tions.At present,it is usuallyassumedthatapropertyhasto
be checked on all systemexecutions.In somecases,how-
ever, an analystwantsto specify sequencesof eventsthat
hold on only finite or only infinite executions.For example,
it doesnot make senseto checktheproperty“all files must
be closedby the time a systemterminates”on infinite exe-
cutionsof a systemor to checktheproperty“the numberof
files that areopensimultaneouslymusthave a fixed upper
bound” on finite executions. In caseswherethe analystis
interestedin checkinga propertyon only finite executions,
thepropertyhasto bemodifiedin sucha way that it always
holdson all infinite executionsandvice versa. In contrast,
with our proposedclassificationschemethe analystexplic-
itly indicateswhetherthepropertyis specifyingfinite, infi-
nite,or bothfinite andinfinitesequences,aswell asindicates
whetherthe propertyis to be checkedon finite, infinite, or
all executionsof thesystem.

In the next section,we give somebackgroundon reason-
ing aboutsoftwaresystemsandprovide formal definitions
of safetyandlivenessproperties.In Section3 weoffer acri-
tique of the safety-livenesstaxonomy. Section4 describes
our proposedpropertyclassificationandgivesan example
of usingthis classificationwith a propertyspecificationfor-
malism. In Section5 we describethe relationshipbetween
our classificationandthesafety-livenesstaxonomy. Finally,
Section6 summarizesour resultsand discussesdirections
for futureresearch.

2. Background

In thissection,webriefly introducethetwo alternativeways
of representinga software system’s behaviors, state-based
andevent-based,andthenintroducethe traditionalclassifi-
cationof event-basedpropertiesinto safetyandliveness.

2.1. Event-basedand State-basedProperties

Thetwo popularwaysof modelingsystemsarestate-based
andevent-based1. With the former, the modelencodesall

1Althoughsomeproperties,suchasquality of service,maybedifficult
to representin oneor theotheror bothof theseformalisms,many interest-

possiblestatesthesystemmightbein duringexecution.For
aconcurrentsystem,asystemstatemayincludetheprogram
countersfor eachof the threadsof executionand the val-
uesfor all variables.Propertiesfor systemswith state-based
modelsusuallycanbe representedassetsof sequencesof
statepredicates.We call suchpropertiesstate-based. With
the event-basedapproachto modelingsystems,the model
encodesall eventsequencesthatcanbeobservedduringex-
ecutionsof thesystem.Theeventsusedin thesesequences
representsomeactionsof thesystem,with anarbitrarylevel
of granularity. For example,botha variableassignmentand
a function call could be events. Actions that arenot of in-
terestto theanalystusuallyarenot assignedcorresponding
events.Propertiesfor systemswith event-basedmodelsare
givenin theform of setsof sequencesof eventsthatcharac-
terizeexecutionsof the modelof the system.We call such
propertiesevent-based.

Theoretically, translationsbetweenstate-basedand event-
basedrepresentationsof systemsandpropertiesarenot dif-
ficult. For example,if a systemis specifiedasa setof se-
quencesof its states,any suchsequencecan be translated
into a sequenceof events,whereeachevent representsa
transitionfrom onestateto another. In the restof this pa-
per we only dealwith event-basedmodelsof systemsand
propertyspecifications.

We assumethat event-basedpropertiesusea subsetof the
eventsthatcouldoccuralonganexecutionof thesystemun-
deranalysis.Throughoutthis paper, we usethe termevent
sequenceor justsequenceto referto any sequenceof events
andexecutionto refer to a sequenceof eventsobservedon
anexecutionof thesoftwaresystemunderanalysis.2

A property
�

is characterizedby a possiblyinfinite setof
eventsequences.We write ��� �

to representthe fact that
sequence� is in thesetof eventsequencesof

�
. Thealpha-

betof property
�

is denoted��� �
	
andrepresentstheunion

of all eventsin the setof eventsequencesof
�

. For exam-
ple, if thesetof eventsequencesof

�
is ����
���
 	 ����
�������
 	�� ,

then ��� �
	�� ��
���� � . A projectionof an event sequence�
on an alphabet� is the event sequence��� obtainedfrom �
by removing all eventsnot presentin � . We usethe nota-
tion ��� � to denoteprojectionof sequence� on alphabet� .
For thisexample,theprojectionof sequence��
�� �!��"��#�$�%�&��
 	
on ��� �
	

is ��
�� �!�'"������%�&��
 	 � (')�* +�, � ��
����$��
 	 . We saythata
sequence� is acceptedby property

�
, denotingthis �.- �

,
if the projectionof � on the alphabetof

�
is in the setof

sequencesrepresentedby
�

. Thus,for theexampleabove,
��
�� ���'"/�#�/�%����
 	 - �

.

Let E be the union of the alphabetsfor a setof properties

ing propertiescanberepresented.
2“Executionof the softwaresystemunderanalysis”is actuallya trace

or paththroughtheevent-basedmodelof thesystem.Eacheventsequence
that couldbeobserved duringexecutionof thesystemis representedby a
tracethroughthemodelof thatsystem.For brevity, we referto this simply
asanexecution.



for a particularsoftwaresystem. We useE 0 to denotethe
setof all finite sequencesof eventsfrom E andE1 to de-
notethe setof all infinite sequencesof eventsfrom E. We
assumethat theemptysequence23� E 0 . For convenience,
we introducea functionprefixes 4 E16587 E 9 that,givenan
infinite sequence: , returnsall finite prefixesof : , including
theemptysequence2 .

To usea uniform notation,many finite stateverificationap-
proachesreplaceeachfinite execution; of asystemwith an
infinite execution : by addinginfinitely many instancesof
an empty event < to the end of ; : : � ;=<!<?>@>@> . For con-
venience,we assumethat no non-emptyeventscanfollow
event < , which meansthat < is usedonly for representing
systemtermination.

A propertycanbe representedasa setof event sequences
that must hold on all systemexecutions. For brevity, we
use A E to denotethe setof all possiblepropertiesover the
alphabetB . A property

�
holdsfor a systemif andonly if

all systemexecutioneventsequencessatisfy
�

.

2.2. The Safety-LivenessProperty Taxonomy

While theinformal definitionof safetyandlivenessproper-
ties,givenin theintroduction,hasintuitiveappeal,generally
it is not preciseenoughto beusedfor determiningwhether
a givenpropertyis asafetyor a livenessproperty.

A concisedefinitionof safetyandlivenesspropertiesbased
on topologysaysthata propertyis a safetypropertyif and
only if it is closedanda livenesspropertyif andonly if it
is dense[3]. Equivalently, a safetypropertyis one that is
finitely refutableanda livenesspropertyis onethatis never
finitely refutable[1,3].

In this section,we describethe safety-livenesstaxonomy
proposedby Alpern andSchneider[3]3. The formal defi-
nition of a safetypropertyis�

is a safetypropertyif fC :D� E1E��:GF- �IH
�KJ�;L� prefixes�M: 	 4�� C : � � E1 �#;�: � F- �
	#	 (1)

This definition meansthat
�

is a safety property if and
only if every infinite sequenceof eventsthat doesnot sat-
isfy thispropertycontainsafinite prefixsuchthatno infinite
sequenceobtainedby addingan infinite suffix to this finite
prefixsatisfiesthis property.

Theformaldefinitionof a livenesspropertyis

Set
�

is a livenesspropertyif fC ;N� E 0 �O�KJ!:6� E1 4P;�:Q- �
	 (2)

This definition meansthat
�

is a livenesspropertyif and
only if for every finite sequencewe canfind aninfinite suf-
fix, sothat theresultinginfinite sequencesatisfiestheprop-
erty.

3In thefollowing definitionswe translatethestate-basedrepresentation
usedin [3] into anevent-basedrepresentation

Naturally, not every propertycan be classifiedas either a
safetyor livenessproperty. For example,a propertyrequir-
ing thatonany executionof asystemevents
 and� alternate
infinitely often cannotbe refutedin all situationsby either
consideringonly finite prefixesof systemexecutionsor only
infinite executionsof the system. If we only look at finite
prefixesof systemexecutions,we cannotdetectsituations
wherethepattern
R� will notrepeatinfinitely oftenonanex-
ecution.Thus,this propertyis not a safetyproperty. On the
otherhand,lookingatonly finite prefixes,it maybepossible
to detectsituationswhere 
 and � do not strictly alternate.
Thus,thispropertyis not a livenessproperty.

Alpern andSchneidershow thatany property
�

canberep-
resentedasanintersectionof asafetyproperty

�TS
andalive-

nessproperty
�EU

:
C :D� E1E��:V- �XW :V- �YSYZ :V- �EU

. For
our examplein thepreviousparagraph,thepropertycanbe
split into

�TS
specifyingthat events 
 and � alternateon all

executionsand
� U

specifyingthatthereis aninfinite number
of 
 ’s and � ’s on all executions.

While usingthe setof all sequencesthat representa prop-
erty is a convenient theoreticalcharacterization,it is not
very useful in practice. A propertyis usuallyspecifiedby
a characteristicpredicateon eventsequencesratherthanby
their enumeration.The two mostpopularkinds of mathe-
maticalmachineryusedfor propertyspecificationaretem-
poral logics [17] andfinite automata.A numberof various
formsof temporallogicshave beenproposedfor specifying
properties[15,16,22]. B [uchi automata[21] are the most
popularkind of finite automatausedfor specifyingproper-
ties [2, 5,6,12]. B [uchi automataareknown to be quiteex-
pressive,demonstrablymoreexpressivethanlinear-timeand
branching-timefirst-ordertemporallogics[8,22].

A mechanicalway for distinguishingsafety and liveness
propertieshasbeenproposedby Alpern andSchneider[4].
In theirapproach,apropertyis specifiedasaB [uchiautoma-
ton \ and then characteristicsof the structureof this au-
tomatonare usedto classifiedthe propertyassafety, live-
ness,or neither. In caseswherethepropertyis neithersafety
nor liveness,a simple procedurecan be usedto produce
two B [uchi automata\ S

and \ U
, where \ S

specifiesa safety
property, \ U

specifiesa livenessproperty, andthe intersec-
tion of infinite sequencesacceptedby \ S

and \ U
is theexact

setof sequencesacceptedby \ . Unfortunately, usingthis
approachin caseswherepropertiesare not initially repre-
sentedas B [uchi automatais cumbersome.Additional in-
strumentationis neededto translatefrom the native prop-
erty representationto the B [uchi automatonrepresentation,
to thenperformthe split into two B [uchi automata,onefor
a safetypropertyandthe otherfor a livenessproperty, and
thenfinally to translatethesetwo automatabackto thenative
propertyrepresentation.In addition,this approachdoesnot
solve the problemof specifyingwhetherthe propertymust
holdon finite, infinite, or all executionsof thesystem.



3. Critique of the Safety-LivenessTaxonomy

The safety-livenesstaxonomyhasan attractive simplicity,
providing two fundamentalclassesof properties,sothatany
propertycanbe representedasa combinationof two prop-
erties,onefrom eachclass.While it is an elegantandthe-
oreticallyusefulclassification,in our opinion it hasseveral
importantproblems.

Thefirst problemis terminology. Intuitively, thetermsafety
property implies that if an executionof a systemdoesnot
satisfy such a property, it representsan unsafebehavior.
While this may be true, safetypropertiesarenot the only
kind of propertythatspecifieswhat it meansfor a software
systemto operatesafely. Considera typical livenessprop-
erty specifyingthata requestof servicemusteventuallybe
followedby a provision of this service.If thesystembeing
verifiedcontainsanexecutionthatdoesnotsatisfythisprop-
erty, this executioncanbecharacterizedasunsafe.Thus,a
conditiondescribinga safeoperationof a systemcanbeex-
pressedby apropertythatis nota safetyproperty!

Using the term livenessis alsoproblematic. For example,
the intuitive explanationof the expression“a connectionis
live” is that the connectionis enabledandreadyto receive
or sendmessages.This is not the samemeaningthat live-
nesspropertiesgenerallyexpress,which is that something
goodeventuallyhappens,asin “eventually, a connectionis
usedfor sendingor receiving”. Thus, the term livenessis
misleading.

The secondproblemwith the safety-livenesstaxonomyis
thatwhile safetyandlivenesspropertiescanalwaysbedis-
tinguishedformally, the differencebetweenthe two kinds
of propertiesis often difficult to seewhen using informal
approaches.For example,a propertyof the generalform
“event 
 mustneverhappenonany executionof thesystem”
is a safetyproperty. (Supposewe have aninfinite sequence
: that doesnot satisfythis property, which meansthat this
sequencecontainsat leastoneevent 
 . Let ; be the prefix
of : that includes
 . No infinite sequence:�� canmake the
sequence;�:�� accepting,since ;&:�� contains
 . Accordingto
the definition in Equation(1), this is a safetyproperty.) If
this propertyis changedto read“event 
 mustneverhappen
on any infinite executionof the system(and is allowed to
happenon finite executions)”,suddenlyit becomesa live-
nessproperty. (Take any finite sequence; . If ; contains
 ,
then the infinite sequence;&<!<?>@>]> satisfiesthe property, be-
causethis infinite sequencerepresentsa finite execution.If
; doesnotcontain
 , wecanaddany infinite suffix thatdoes
not contain 
 to ; andthe resultinginfinite sequencesatis-
fiestheproperty. Thus,accordingto thedefinitionin Equa-
tion (2), this is a livenessproperty.)

Finally, in our opinion, the most severe problemwith the
safety-livenesstaxonomyis that it is not muchhelp to the
analystswho have to write properties.Thecriteria for clas-
sifying a propertyaseithersafetyor livenesshelpin choos-

ing anappropriatemethodfor verifying theproperty. These
criteria,however, do not facilitatethetaskof specifyingthe
property. Using a temporallogic or finite automatonrep-
resentation,thespecificationof a propertyis not guidedby
whetherthepropertybeingspecifiedis safetyor liveness.In
fact,in mostcasesthepropertyhasto beformally specified
beforeadecisioncanbemadeaboutwhetherit is asafetyor
livenessproperty, or neither[4].

Onespecificexampleof this lackof assistancein specifying
propertiesis the decisionof whetheronly finite, only infi-
nite,or all executionsof thesystemhaveto satisfytheprop-
erty. Making this simpleandcleardistinctionis not trivial
with the safety-livenesstaxonomy. For example,if B [uchi
automataare usedfor propertyspecification,and only fi-
nite executionshave to satisfytheproperty, theanalystcon-
structingthe automatonhasto do it in sucha way that all
infinite executionsarealwaysacceptedby this automaton.
This specificationwould be far simplerif theanalystcould
explicitly specify that only finite executionsof the system
have to beconsidered.

In thenext sectionwe proposeanalternative propertyclas-
sificationschemeto thesafety-livenesstaxonomyandargue
thatit amelioratestheproblemsindicatedin this section.

4. ProposedProperty Taxonomy

By introducinganew propertytaxonomy, wearguethatsim-
pler andmoreintuitive criteriaof separatingpropertiesinto
categoriesexist than that of the safety-livenesstaxonomy.
Specifically, we usetwo criteria,onebasedon whetherthe
propertycontainsonly finite, only infinite, or bothkindsof
eventsequencesandtheotherbasedon whetheronly finite,
only infinite, or all executionsof the systemshouldsatisfy
theproperty. Note thatsuchtreatmentof executionsmeans
that we do not convert all finite executionsof the system
into infinite executionsby appendingan infinite numberof
emptyevents< to theendof all finite executions.

Our first classificationcriterion is basedon what kinds of
executionsequencesarerepresentedby theproperty. There
arethreeobviouscases:

^ property
�

contains only finite event sequences:C �_� � 4&�
� E 0 ,
^ property

�
contains only infinite event sequences:C �_� � 4&�
� E1 , and

^ property
�

containsboth finite and infinite event se-
quences: J?�a`P����bc� � 4=�a`d� E 0 Z ��bc� E1 .

Our secondclassificationcriterion is basedon whetherthe
propertyrefersto only finite, only infinite, or all executions
of the system.We use e to denotethe setof all execution
sequencesin thesystem.We recognizethreecases:



^ The property is for finite executionsequencesonly:
thepropertyholdsif

C �_�VeY���
� E 0 H ��- �
.

^ The property is for infinite execution sequences
only: thepropertyholdsif

C �c�VeY���_� E1 H �d- �
.

^ The property is for both finite and infinite execution
sequences: thepropertyholdsif

C �c�Ve H �d- �
.

Intersectingthese two criteria, we obtain nine property
classes.We refer to eachpropertyclassby a tuple �M\��'f 	

,
where \ refers to the first criterion and f refers to the
secondcriterion. Thus, \g�h� inf � fin � both

�
and f �

� inf � fin � all
�
. Of theseclasses,class � inf � fin

	
is empty,

since it doesnot make senseto specify a finite behavior
with an infinite eventsequence.For the samereason,class
� inf � all

	
is equivalent to class � inf � inf

	
, in the sensethat

any propertyfrom � inf � all
	

holdsfor a systemif andonly
if all executionsin the systemare infinite. Also, class
� both� fin

	
is equivalent to class � fin � fin

	
in the sensethat

for any property
� ` from class � both� fin

	
thereexistsprop-

erty
� b from class � fin � fin

	
(obtainedfrom

� ` by discard-
ing all infinite sequences)suchthata systemexecutionsat-
isfies

� ` if and only if it satisfies
� b . Thus, we exclude

classes� inf � fin
	 �O� inf � all

	
, and � both� fin

	
from our classifi-

cationasredundant.In therestof this paperwe refer to the
remainingsix classes� fin � fin

	
, � fin � inf

	
, � fin � all

	
, � inf � inf

	
,

� both� inf
	
, and � both� all

	
asourpropertyclassification.

It is obvious that this propertyspecificationis completein
thesensethatany propertyspecifyinga behavior thatmust
holdonall executionsof asystembelongsto oneof thethree
classes� fin � all

	
, � inf � all

	
, and � both� all

	
. The additional

granularityprovidedby oursecondclassificationcategory is
for addedconvenienceof specifyingproperties.Thereader
might wonderhow this classificationcomparesto the tra-
ditional safety, liveness,or neithertrichotomy usedin the
safety-livenessclassificationscheme. In the next section,
we will explicitly describethis relationship.

In the following, we briefly describeeachof the six cate-
gories.For eachcategory, we giveanexamplepropertythat
dealswith openingandclosingof filesin aprogram.For this
example,theeventsof interestto thepropertiescorrespond
to callsto iRj?kRl and �=m=i�nRk file primitives.

� fin � fin
	

A property
�

from class � fin � fin
	

specifiesa set of event
sequencesof finite lengthandrequiresthatall finite execu-
tions of the systemarepresentin this set. This meansthat
we canconstructproperty

� � that refersto all systemexe-
cutionsby including in thesetof eventsequencesof

� � all
event sequencesof

�
and in additionall infinite event se-

quences:
� � �o�Gp

E1 . Property
� � holdsonall executions

of a systemif andonly if property
�

holdson all finite ex-
ecutionsof this system.An examplefrom this category is a
propertyspecifyingthatany file is alwaysclosedbeforeit is

re-openedor beforetheprogramterminates.

� fin � inf
	

This is an interestingcase,becausein orderfor an infinite
executionsequence: to satisfyproperty

�
containingonly

finite eventsequences,theprojectionof : onthealphabetof�
mustbefinite. In otherwords, : musthave a representa-

tion ;�:�� , where; is afinite prefixof : and :��q� �sr]tsu � 2 . For
example,if thepropertyspecifiesthaton infinite executions
of thesystem,events 
 and � alternate(but not infinitely of-
ten), thenan infinite systemexecution 
R��
R�?
R��
R��
P��
R�wv�v&v
doesnot satisfythis property, becauseits projectionon the
alphabetof the property ��
yx�� � is infinite. On the other
hand,aninfinite execution 
R��
R�$�&�������Yv&v�v doessatisfythis
property, because
R��
P�$�������&�Yv�v�v#� (')OzT+{, � 
R��
P� , which is
a finite sequenceon which eachevent 
 is followedby a � .
Sincepropertiesfrom set � fin � inf

	
arenot concernedwith

finite executionsof thesystem,for eachsuchproperty
�

we
canconstructproperty

� ���|� fin � all
	

by includingin theset
of event sequencesof

� � all event sequencesof
�

and in
additionall finite eventsequences:

� � �}�~p
E 0 . Property� � holdson all executionsof a systemif andonly if prop-

erty
�

holdson all infinite executionsof this system. An
examplefrom this category is a propertyspecifyingthaton
all non-terminatingexecutions,any file is closedbeforeit is
re-opened,andany file is only openedandcloseda limited
numberof timesor not atall.

� fin � all
	

A property
�

from this classcanalsobe representedasa
conjunctionof two properties

� ` � � b , where
� ` �o� fin � fin

	
and

� b
��� fin � inf
	
, whereboth

� ` and
� b containthesame

eventsequencesas
�

. If ; is afinite executionof thesystem,
thenit satisfies

�
if it satisfies

� ` . If : is aninfinite execu-
tion, thenit satisfies

�
if it satisfies

� b . An examplefrom
this category is a propertyspecifyingthatany file is closed
beforeit is re-opened,andany file is only openedandthen
closeda limited numberof timesor not at all.

� inf � inf
	

A property
�

from class� inf � inf
	

specifiesasetof eventse-
quencesof infinite lengthandrequiresthatall infinite execu-
tionsof thesystemarepresentin this set.We canconstruct
property

� � ��� both� all
	

by includingin thesetof eventse-
quencesof

� � all event sequencesof
�

andin additionall
finite eventsequences:

� � �X��p
E 0 . Property

� � holdson
all executionsof asystemif andonly if property

�
holdson

all infinite executionsof this system.An examplefrom this
category is apropertyspecifyingthatonall non-terminating
executions,any file is alternatelyopenedandthenclosedre-
peatedlyandinfinitely.



� both� inf
	

Any property
�

from this classcanalsobe representedas
a disjunction of two properties

� ` and
� b , where

� ` �
� fin � inf

	
and

� b ��� inf � inf
	
. In addition,we canconstruct� ���|� both� all

	
by includingin thesetof eventsequencesof� � all eventsequencesof

�
andin additionall finite event

sequences:
� � ���}p

E 0 . Property
� � holdson all exe-

cutionsof a systemif andonly if property
�

holdson all
infinite executionsof this system. An example from this
category is apropertyspecifyingthatonall non-terminating
executions,any file is alternatelyopenedand thenclosed,
but maynot beopenedat all.

� both� all
	

This is the mostgeneralof all classes.Any propertyfrom
this classcanberepresentedasa disjunctionof two proper-
ties

� ` and
� b , where

� ` ��� fin � all
	

and
� b �|� inf � inf

	
, by

setting
� ` �I�~�

E 0 and
� b �I�~�

E1 . An examplefrom
this category is a propertyspecifyingthaton all executions,
any file is alternatelyopenedandthenclosed,but may not
beopenedatall.

4.1. QRE Property SpecificationLanguage

As anexampleof apropertyspecificationlanguagethatsup-
portsour propertyclassificationscheme,we describeanex-
tensionwe are developing for the QuantifiedRegular Ex-
pressions(QRE)language[10,19]. TheQRElanguageuses
regular and � -regular expressionsand representsa conve-
nientapproachfor specifyingeventsequencingproperties.

A QREspecificationconsistsof threeparts:alphabet, regu-
lar expressions, andmodifier. The alphabetsimply lists all
eventsof interestto this property. Regular expressionsde-
scribesequencesof eventsof interestto this property. The
modifierspecifieswhethertheeventsequencesdescribedby
the regularexpressionsmusthold on all systemexecutions
or onnosystemexecutions.In ourextension,modifieris re-
placedby modifiers, which in additionto thequantification,
alsoindicateswhetherthis propertymustbecheckedfor fi-
nite, for infinite, or for bothkindsof systemexecutions.

At present,the alphabetis specifiedsimply by listing all
eventsof interestto theproperty(in future,parameterization
andaliaseswill be supported).The alphabetmustcontain
all eventsexplicitly usedin theregularexpressionsbut may
alsocontainadditionalevents.We explain theneedfor such
additionaleventsbelow whendiscussingtheregularexpres-
sionspartof theQREspecifications.

If multiple regular expressionsare presentin a QRE, the
propertyis representedby a union of the setsof event se-
quencesthat eachof theseregular expressionsspecifies.
Regularexpressionsarespecifiedusinganassortmentof tra-
ditional syntacticfeaturesfor supportingregularlanguages.
Becauseof spaceconstraints,we do not describeall these
featureshere. Importantly, oneof the featuresusedin this

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/������iRj?kRl��R���V�=m&i�nRk��R�$�a�
iRl��!���I���&�$���$���&�~k=�?k����!�$ PiRl/n

Figure1: An exampleextendedQREspecification

languageis complement. For example,“any eventin theal-
phabet,exceptevents
 and � ” mayberepresentedin aQRE
as ¡�¢�
Yx��?£ . Thus,anevent � from thepropertyalphabetmay
not appearin theregularexpressionexplicitly, althoughit is
representedimplicitly.

Regular expressionsin the extendedQRE notationmay be
� -regular expressions,to indicatethat a certainpatternof
eventsrepeatsinfinitely often.Weusethesymbol ¤ to repre-
sentsuchaninfinite repetition.For example,
�¤ specifiesan
infinite sequence
�
�
�
¥v�v�v In somecases,it is convenientto
specifyacertainpatternof eventsthatmayor maynotrepeat
infinitely often.For example,ananalystmaywantto specify
thatevents
 and� alternate,withoutrestrictingwhetherthis
repetitionis finite or infinite. Weusethesymbol � to specify
that the regular expressionto which this symbol refersre-
peatseither0 or moretimesor infinitely: ¦&k=�=j!��§=� is equiv-
alent to ¦&k=�&j!�?§?¨�©ª¦&kR�&j!��§&¤ , where ¦=k=�&j!��§ is an arbitrary
regularexpressionand © is a logical “or” operator.

Finally, an extendedQRE propertyspecificationhasmodi-
fiersof two types.Thefirst describesthequantificationover
theprogramexecutionsconsideredby thepropertyby indi-
catingwhetherthe event sequencesdescribedby the regu-
lar expressionsmusthold on all executions(modifier �!��� )
or no executions(modifier ��« ) of the system. The second
describesthe executionsconsideredby the propertyby in-
dicatingwhetheronly finite executions(modifier �$���/����� ),
only infinite executions(modifier �����$���/����� ), or all possible
executions(modifier ¬�«&­&­���®?�&� ) haveto becomparedto the
eventsequencesdescribedby the regularexpressions.Fig-
ure1 shows a propertyspecifyingthatfile � hasto beopen
and thenclosedat leastonce,but could be openand then
closedan infinite numberof times, with iRj�kRl and �=m&i�nRk
operationsstrictly alternating,to be checked only for infi-
niteexecutions.

A property specifiedin this extendedQRE languagecan
be automaticallyclassifiedinto one of the categories of
our classificationscheme.Whetherthe propertyshouldbe
checkedon finite, infinite, or all executionsin thesystemis
specifiedexplicitly. Informationaboutwhetheronly finite,
only infinite, or both kinds of event sequencesarepresent
in the propertyspecificationcanbe derived from the regu-
lar expressions.If noneof the regular expressionscontain
symbols¤ or � thenthepropertyrepresentsonly finite event
sequences.If someregular expressionscontainsymbols ¤
or � , thenthestructureof theregularexpressionscanbean-
alyzedto determinewhetheror not they may encodefinite
sequencesin additionto infinite sequences.For example,it
is easyto seethat the propertyin Figure1 belongsto class
� both� inf

	
. Themodifier �����/���$����� indicatesthattheprop-



Class Natural languagedescription QRE specification
(fin, fin) File � is alwaysclosedbeforeit is re-opened

or beforetheprogramterminates
� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�&¨
iRl��!�����$���$�����ok=�!k����!�$ aiRl$n

(fin, inf ) On all non-terminatingexecutions,file � is
closedbeforeit is re-opened,and file � is
only openedandcloseda limited numberof
timesor not at all

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�&¨
iRl��!���I���&�$���$���&�~k=�?k����!�$ PiRl/n

(fin, all) File � is closedbeforeit is re-opened,and
file � is only openedandthencloseda lim-
itednumberof timesor not atall

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�&¨
iRl��!����¬�«=­�­���®?�=�~k=�?k����!�$ PiRl/n

(inf , inf ) On all non-terminatingexecutions,file � is
alternatelyopenedand then closedrepeat-
edlyandinfinitely

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�P¤
iRl��!���I���&�$���$���&�~k=�?k����!�$ PiRl/n

(both, inf ) On all non-terminatingexecutions,file � is
alternatelyopenedandthenclosed,but may
not beopenedat all

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�a�
iRl��!���I���&�$���$���&�~k=�?k����!�$ PiRl/n

(both, all) On all executions, file � is alternately
openedand then closed, but may not be
openedat all

� iR�XkR�?kRl!�/n��=iRj�kRl��P��xD�=m&i�nPk!�R���
n��?iR����iRj�kRl��R���Q�=m=i�nRk!�R�/�a�
iRl��!����¬�«=­�­���®?�=�~k=�?k����!�$ PiRl/n

Figure2: Examplesof extendedQREspecificationsfor differentpropertyclasses

erty refersto only infinite executions. The useof symbol
� in the regularexpressionpart indicates(in this case)that
thepropertycontainsbothinfinite andfinite sequences.The
table in Figure 2 shows the QRE specificationsof the ex-
amplepropertiesconcerningopeningandclosingfiles in a
program,givenin theearlierpartof this section,for eachof
thesix propertyclasses.

Otherpropertyspecificationformalismscanbe adaptedto
take advantageof our propertytaxonomyin a similar man-
ner. For example,linear temporallogic (LTL) [20] specifi-
cationscanbeextendedwith a keywordspecifyingwhether
the propertymustbe checked on only finite, only infinite,
or all executionsanda keyword specifyingwhethercertain
behaviorsshouldbeobservedfinitely or infinitely often4.

4For example, the propertythat openinga file always shouldbe fol-
lowedby eventuallyclosingthisfile canbespecifiedin LTL as ¯�°²±'³%´�µ·¶¸y¹�º ± »�´ ¼ . If a keyword specifyingthat this propertyshouldbe checked
on only finite executionsis used,the appropriatemodificationof theLTL
formulacanbedoneautomatically, yielding

¸E½ ´�¾#¿=Àªµ%Á ½ ´w¶Â¯s°Ã±'³%´�µw¶¸y¹�º ± »�´ ¼ , where
½ ´�¾#¿=Àªµ%Á ½ ´ indicatesterminationof the system. Simi-

larly, if a keyword specifyingthatonly afinite numberof ±'³%´�µ and
¹�º ± »�´

operationsshouldbe allowed is used,automaticmodificationsof the for-
mulawill yield ¯s°²±'³%´�µw¶ ¸Y¹�º ± »�´ ¼&Ä�Å$¯ ¸ ±'³%´�µTÄdÅ$¯ ¸y¹�º ± »�´ .

Similarly, ourclassificationschemecouldalsobeusedto ex-
tendpropertyspecificationpatterns[9]. Propertyspecifica-
tion patternsmapcommonlyoccurringsequencesof events,
suchas“event 
 must follow event � , but only after event
� happens”to formal specificationsin a varietyof property
specificationformalisms. Somespecificationpatternsfall
within a singlecategory from our taxonomy. For example,
the absencepatternwith global scope,which statesthat a
certaineventdoesnot happenon any executionsof thesys-
tem,is in � fin � all

	
. Specifyingthata certaineventdoesnot

happenonany finiteexecutionsof thesystemwould involve
explicitly using the terminationevent to bind the scopein
which theabsenceis checked. For morecomplicatedprop-
ertiesthat alreadybind the scope,addingthis termination
event may be tricky. In addition, at presentit is hard to
usepropertypatternsto placerestrictionsonwhethercertain
eventsmust repeatinfinitely, finitely, or whetherthis does
not matter. Thus, it appearsto us that specificationprop-
erty patternswould alsobenefitif they wereextendedwith
additionalkeywordsallowing theanalystto indicatewhether
only finite, only infinite,or all executionsof thesystemmust
be checked and whetherpatternsmust repeatinfinitely or



finitely.

5. Relationship betweenthe ProposedTaxon-
omy and the Safety-LivenessTaxonomy

In this section,for eachof the six classesfrom our classi-
ficationwe describethepartof thesafety-livenessuniverse
that it describes.For convenience,we denotethe setof all
safetypropertiesas Æ andthe setof all livenessproperties
as Ç . Thedefinitionsof safetyandlivenessin Equations(1)
and(2) assumethat all executionsequencesin the system
areinfinite (with all finite executionsextendedby aninfinite
numberof emptyevents < ). To be able to usethesedefi-
nitions,we definea mappingInfProp that,givena property�

specifiedin our classification(e.g.,wheresomeeventse-
quencesmaybefinite), returnsaproperty

� � thatdealswith
infinite eventsequences.

� � is equivalentto
�

in thefollow-
ing sense:

C :D� E1 4R:D� �IH :È� � �C ;É� E 0 4P;N� �ÊH ;=<!<?>@>@>�� � � (3)� �|� fin � fin
	¥H � E1ÉËÌ��:¥� <Í�V: ��	ÏÎÐ� �� ���#� fin � inf
	sp � inf � inf

	�p � both� inf
	#	¥H

C ;N� E 0�4P;&<!<?>@>]>�� � �
Thismeansthatany infinite eventsequencein ourclassifica-
tion is thesameinfinite eventsequencein thesafety-liveness
classificationandany finite eventsequenceis extendedto an
infinite eventsequenceby appendingan infinite numberof
< events.Also, for any propertyfrom ourclass � fin � fin

	
, the

correspondingpropertyin the safety-livenessclassification
will acceptany infinite sequenceof events(without added
< events)andfor any propertyin our classificationscheme
thatspecifiesan infinite execution,thecorrespondingprop-
erty in the safety-livenessclassificationschemewill accept
all finite executionsequences.For propertiesclassifiedas
� fin � all

	
or � inf � all

	
, they shouldfirst berepresentedastheir

constituentpropertiesfrom � fin � fin
	
, � fin � inf

	
, and � inf � inf

	
andtheneachconstituentcanberepresentedasdescribedin
Equation(3).

Given a class Ñ from our classification,for simplicity we
usenotationlike ÑÓÒ�Æ to show therelationshipof thisclass
with the safety-livenesstaxonomy. In reality, it is the rela-
tionshipof class Ñc� � � � �q� J � �~ÑÔ4 � � �

InfProp� �
	{�
that is considered,sinceclassesÑ and Ñc� areequivalentin
thesensedescribedby Equation(3).

� fin � fin
	 Ò�Æ

First we prove � fin � fin
	NÎ Æ . Take any

� �Ó� fin � fin
	

and
let

� � �
InfProp� �
	

. Accordingto Equation(3), anevent
sequence: thatdoesnot satisfy

� � musthave beenderived
from a finite sequence;�� �

and : � ;&<!<?>@>]> . Accordingto
the definition of safetyin Equation(1), the finite sequence
;&< is a prefix of : for which no infinite suffix :�� canmake

the sequence;�:�� into a sequencethat satisfies
� � , sinceit

containsprefix ; that caused: not to satisfy
� � andcorre-

spondsto finite executionsby containing < . Thus,
�

is a
safetyproperty.

Now we prove ÆÕFÎ � fin � fin
	
. To do that, it is sufficient

to show thatthereis asafetypropertythatis not in � fin � fin
	
.

For example,any safetypropertythatdoesnotacceptat least
oneinfinite sequenceis suchaproperty.

� fin � inf
	 Ò�Ç

First, we prove � fin � inf
	
Î Ç . Take any

� �~� fin � inf
	

and
let

� � �
InfProp� �
	

. According to Equation(3), for any
;Í� E 0 , theinfinite sequence;&<!<?>]>@>$� � � . By thedefinition
in Equation(2),

� � is a livenessproperty.

To provethat ÇIFÎ � fin � inf
	
, it is sufficientto show thatthere

is a livenesspropertythat is not in � fin � inf
	
. For example,

a livenesspropertyrequiringthaton all infinite executions,
event 
 happensinfinitely often is not in � fin � inf

	
, because

sucha propertycontainsinfinite eventsequences.

J � ` � � b � �TÖ �6� fin � all
	 4 � ` ��ÆÌ� � b �ÍÇd��EÖ F�6�×Æ p Ç 	

An exampleof
� ` is apropertythatacceptsall sequencesex-

ceptthosecontainingevent 
 .
C :�� E1|4�:oF� InfProp� � ` 	

meansthat : containsevent 
 . We canwrite : in the form
: � ;�:�� , where; is a sequenceendingwith 
 . This is the ;
from thedefinitionof safetyin Equation(1).

An exampleof
� b is a propertythat acceptsall sequences

exceptthosethat do not contain 
 . Take any ;3� E 0 . If ;
contains 
 , then infinite sequence: from the definition of
livenessin Equation(2) canbe any infinite sequence.If ;
doesnot contain 
 , then : canbeany infinite sequencethat
contains
 .

An exampleof
�EÖ

is a propertythat acceptsall sequences
that containexactly oneevent 
 .

�EÖ F��Æ becausewe can
pick : to be any infinite sequencethat doesnot contain 

(andthusdoesnot satisfy

�TÖ
). For any finite prefix ; of this

sequence: we cantake :�� to be any infinite sequencethat
containsone event 
 . Then ;&:�� satisfies

� Ö
and so

� Ö
is

not asafetypropertyby thedefinitionin Equation(1).
� Ö

is
not a livenesspropertyeither, becausewe canpick ; from
the definition in Equation(2) to be a finite sequencethat
containstwo events 
 . No infinite sequence: exists such
that ;&:6� � Ö

.

� inf � inf
	 Ò�Ç

First we prove � inf � inf
	�Î Ç . Take any

� �Ø� inf � inf
	

andlet
� � �

InfProp� �
	
. Take any ;�� E 0 . Accordingto

Equation(3), ;&<!<?>]>@>�� � � . By thedefinitionin Equation(2),� � is a livenessproperty.

To prove ÇÙFÎ � inf � inf
	
, let

�
bethe livenesspropertythat

specifiesthaton infinite executions,event 
 musthappenat



safety liveness

neither

(a)Thesafety-livenesstaxonomy

(fin, all)(both, all)

(both, all)

(fin, all)

(fin, fin)
(fin, inf)

(inf, inf)

(both, inf)

(both, all)

(fin, all)

(b) Our classification,superimposedon
thesafety-livenesstaxonomy

Figure3: Thecorrespondencebetweenourpropertyclassificationandthesafety-livenesstaxonomy

leastonce.This propertyis not in � inf � inf
	
, becauseit uses

finite eventsequences.

� both� inf
	 Ò3Ç

Theproofof � both� inf
	ÏÎ Ç is identicalto thatfor � inf � inf

	
.

To prove Ç�FÎ � both� inf
	
, let

�
be a livenesspropertythat

containsonly finite event sequences.Thus,
� �Ú� fin � inf

	
andso

� F��� both� inf
	
.

J � `a� � bR� � Ö ��� both� all
	 4 � `d�ÍÆd� � b_�ÍÇd�� Ö F�6�×Æ p Ç 	

Theproofsaresimilar to thosefor � fin � all
	
.

Figure3 representsthe correspondencebetweenour prop-
ertyclassificationandthesafety-livenesstaxonomyvisually.

6. Conclusion

As shown in Section5, class � fin � fin
	

containsonly safety
propertiesand classes� fin � inf

	
, � inf � inf

	
, and � both� inf

	
containonly livenessproperties.This meansthat if a given
propertyfallsinto oneof thesefour classes,it is immediately
clearwhetherit is a safetyor a livenessproperty. Classes
� fin � all

	
and � both� all

	
containsafetyproperties,liveness

properties,and also propertiesthat are neithersafetynor
liveness.In general,any propertyfrom class � fin � all

	
can

berepresentedasa conjunctionof two properties,onefrom
class � fin � fin

	
, andanotherfrom class � fin � inf

	
. For exam-

ple,a propertyspecifyingthatevent 
 happensexactlyonce
on all systemexecutions(which is neithera safetynor live-
nessproperty),canbe representedasa conjunctionof two
properties,onecheckingthat 
 happensexactly onceon fi-
niteexecutionsandanothercheckingthat 
 happensexactly
onceon infinite executions. The first of thesetwo proper-
tiesbelongsto class� fin � fin

	
andthesecondbelongsto class

� fin � inf
	
.

The casewith class � both� all
	

is not as simple. Whether
or not sucha propertycanbedecomposedsuccessfullyde-
pendson whetherwe candecomposethe representationof
eventsequencesin thepropertyinto finite sequencesandin-
finite sequences.If we can, then the property

�
is repre-

sentedasthe conjunctionof two properties,
� ` from class

� fin � fin
	
, and

� b from class� both� inf
	
. (Thus,

� ` is asafety
propertyand

� b is alivenessproperty.) For example,aprop-
erty specifyingthat on all executionsof a system,events 

and � alternate(but not specifyingwhethera finite or in-
finite numberof sucheventsmustbe observed) is in class
� both� all

	
. It can trivially be decomposedinto a property� ` specifyingthat on all finite executionsevents 
 and �

alternateandaproperty
� b specifyingthatonall infinite ex-

ecutionsevents 
 and � alternateand either a finite or an
infinite numberof sucheventsis observed. We believe that
in practice,mostpropertiesfrom class� both� all

	
aredecom-

posablein asimilar way.

As discussed,it appearsrelatively straightforwardto extend
existing specificationlanguageswith notationsfor express-
ing thesecharacteristics.We intendto incorporatesuchex-
tensionsinto the QRE specificationlanguageusedby the
FLAVERS finite stateverification systemand to evaluate
how usefulthis classificationschemeis in practice.We also
intendto evaluatethis classificationschemein termsof the
largenumberof examplesgatheredto evaluatethework on
propertypatterns[9]. Unfortunately, withoutthepresenceof
the systemunderanalysis,it is often not clearwhetherthe
propertyrefersto finite, infinite, or bothkindsof executions.
Wecanusetheseexamples,however, to evaluatehow easyit
wouldbeto extendthespecificationswith this information.

To summarize,wehavedescribedanew propertyclassifica-
tion basedon two simplecharacteristicsof properties.One



characteristicindicateswhetherthesequencesof eventsused
in thepropertyspecificationarefinite, infinite, or both;and
theotherindicateswhetherthepropertyspecifiesbehaviors
thatmust(or mustnot) hold only on finite, only on infinite,
or on all executionsof the system. The proposedclassifi-
cationhasa numberof advantagesover the safety-liveness
taxonomy. First, it is relatively natural. Second,deciding
whichof thesix classesin ourclassificationagivenproperty
belongsto is trivially derived from the specificationof the
property. Finally, four out of six classesin ourclassification
containpropertiesthatareeitheronly safetyor only liveness
properties,sothereis noneedfor proofsto determinewhich
analysisalgorithmto apply. Anotherclasscontainsproper-
tiesthatcaneasilybedecomposedinto two properties,onea
safetyandanotheralivenessproperty. For thefinal class,the
existenceof a “nice” decompositionis not guaranteed,but
likely. Although our resultsare preliminary, they do sug-
gesta relatively straightforward approachfor moreclearly
andexplicitly expressingimportantcharacteristicsof soft-
waresystems.In addition,suchspecificationscanbe used
to helpselecttheappropriateanalysisalgorithm.
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