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human

Very expensive, error-prone
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2rqRKs:tK�u�EH78>�5�vwvx?

Complex
Software
System

Does this software
have … correctness
property?

yes

no

- Cannot always be fully automated
- Potential for inconclusive results

Automated checker

maybe
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Challenges in model checking
2�� M L�> <FA����Dv 5�� M E
	tA C E�>�5 :�K :8v 	878M 7
2�� :��95JE A�E�;B:�
�5�� ADCFC���;=58<�M 78M A�K CFA�;%<�A�����v 5�� M E�	

Automated checker

analyze

state
model
of the
system



������� �

	�

��������
����������������������� !����"�#%$&	(')�*�,+-+/.*'�0� 1��0

Gleb NaumovichCIS research showcase, 10/17/2003

Analysis of application security
2�� M 79E�;BM���u�EH5�
 ��;=ADL�;H:�� 7 <�A�K�7�M 79E(ADC,: K u ��� 5�;\ADC<�A�� �HA�K�5�K�EH7

P��DS�[�l�S�e�ZBe�UWijY=ZBi9d ]FZ\S�en]6d T�T�ZBY=ZBe�U [�XB`Fa^d e�ZBi
PRgJ[�XB`Fa^d e�Z\`�XBe	�FZ `�S�[�l�Y=S�[ d ioZB]
PRgJ[�XB`Fa^d e�Z\[�XBh%e�S�U��FZ\UWY=p�ioUWZB]

2�� M 79E�;BM���u�EH5�
 79ADCFEHG :8;=5 >6:97 E A
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�587�M L�K�5�
 MNK :GI:�	tEHA ��;=ADEH58<�E(ADED>�5�;\<FA���� A�K�5�K�EH7tM C A�K�5 M 7<�A�� ��;=A�� M 795�
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Analysis of visibility and modifiability 
of information in a component

2��RA����Du�EH5J5879<�: �H5 MOK�CFA�; � :9E�M A�K CFA�;�
 :��8: <�vO:B7979587
P���d Z�_ ]Fi��oX�_ p�ZBijS�T�� S�Y Y=ZBT�ZBY=ZBe�`�ZBijUWS���V)a^d `Faj`�XBe	�FZS��FUWX�d e�ZB]��Fh%S�UHabZBY `F_ XBioi=ZBi

2��RA����Du�EH5 � u�E�:���MNvOM E�	 MNK�CFA�; � :9E�M A�K
P��sabZBUHabZBY��=X�_ p�ZBijS�TkT^d Z�_ ]Fij[�XBh��FZ\[�S�]6d TFd ZH]��9d Xl�p���_md `n[�ZBUHabS�] `�X�_m_ i

private long password

public long getPassword {
return this.password;

}

Value of password escapes the component

A component (e.g. class)
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Analysis of access control policies

2��RA����Du�EH5 
�5 �H5�K 
�5RK�< 	 MNK�CFA�;
� :9E�M A�K C^A�; � 58ED>�A 
�7:8K 
 C6M 5�v 
�7 ADC,: <�vw:9797
P���abZB`�c(d Tk[�ZBUHabS�]FijXHi=i9d f�e�ZB] UWS ]6d T�T�ZBY=ZBe�U Y=S _ ZBiXB`�`�ZBioijUHabZ\ioXH[�Z\TFd Z�_ ]Fi d eni9d [ d _ XBY V�XBhHi
PRg _m_ S�V iol�Z9`Fd T�h�d e�f XB`�`�ZBioij`�S�e�UWY=S _Dl�S _md `�d ZBi d enUWZBY=[�ijS�TTFd Z�_ ]Fi

private List grades;

public void add(Grade);

public void modify(Grade);

role Student: getGrades
role Professor: add

Remote component
Security policy

Defines access
control for
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Other
2�� u�EHA�� :9EH5�
 EHA A�v 7-CFA�; ��;=ADEH58<�E�M A�K ADC&MNK�EH5�vOv 58<�E�u :8v
��;=A��H5�;=E
	tA�K 79ADCFEHG :8;=5
P�� �FT�p�io`�XBUHd S�e
P�� XBUWZBY=[�XBY=cDd e�f
P���XB[�l�ZBY���l�Y=S�S�TFd e�f
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