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Abstract

Deltacompressionandremote�le synchronizationtechniquesareconcernedwith ef�cient
�le transferover a slow communicationlink in thecasewherethereceiving partyalreadyhas
a similar �le (or �les). This problemarisesnaturally, e.g.,whendistributing updatedversions
of software over a network or synchronizingpersonal�les betweendifferent accountsand
devices. More generally, the problemis becomingincreasinglycommonin many network-
basedapplicationswhere�les andcontentarewidely replicated,frequentlymodi�ed, andcut
andreassembledin differentcontexts andpackagings.

In this chapter, we survey techniques,softwaretools,andapplicationsfor deltacompres-
sion,remote�le synchronization,andcloselyrelatedproblems.We �rst focuson deltacom-
pression,wherethesenderknowsall thesimilar�les thatareheldby thereceiver. In thesecond
part,we survey work on therelated,but in many waysquitedifferent,problemof remote�le
synchronization,wherethesenderdoesnothave acopy of the�les heldby thereceiver.
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1 Intr oduction
Compressiontechniquesarewidely usedin computernetworks anddatastoragesystemsto in-
creasetheef�ciency of datatransfersandreducespacerequirementsonthereceiving device. Most
techniquesfocuson theproblemof compressingindividual �les or datastreamsof a certaintype
(text, images,audio). However, in today's network-basedenvironmentit is often the casethat
�les andcontentarewidely replicated,frequentlymodi�ed, andcut andreassembledin different
contextsandpackagings.

Thus, therearemany scenarioswherethe receiver in a datatransferalreadyhasan earlier
versionof the transmitted�le or someother�le that is similar, or whereseveralsimilar �les are
transmittedtogether. Examplesarethedistributionof softwarepackageswhenthereceiveralready
hasanearlierversion,thetransmissionof asetof relateddocumentsthatsharestructureor content
(e.g.,pagesfrom thesamewebsite),or theremotesynchronizationof a database.In thesecases,
we shouldbe ableto achieve bettercompressionthanthatobtainedby individually compressing
each�le. This is the goal of the deltacompressionandremote�le synchronizationtechniques
describedin this chapter.

Considerthe caseof a server distributing a softwarepackage.If the client alreadyhasan
olderversionof thesoftware,thenanef�cient distributionschemewould only senda patchto the
client thatdescribesthedifferencesbetweentheold andthenew version.In particular, theclient
would senda requestto theserver thatspeci�estheversionnumberof theoutdatedversionat the
client. Theserver thenlooksat thenew versionof thesoftware,andat theoutdatedversionthat
we assumeis availableto theserver, andcomputesandsendsout a ”patch” thattheclient canuse
to updateits version.Theprocessof computingsucha “patch” of minimal sizebetweentwo �les
is calleddeltacompression, or sometimesalsodeltaencodingor differential compression.

Of course,in thecaseof softwareupdatesthesepatchesareusuallycomputedof�ine using
well-known toolssuchasbdiff, andtheclient canthenchoosethe right patchfrom a list of �les.
However, bdiff is not a very gooddeltacompressor, andthereareothertechniquesthatcanresult
in signi�cantly smallerpatchsize.

When distributing popularsoftware that is only updatedperiodically, it seemsrealistic to
assumethat the server hascopiesof the previous versionsof the software which it can useto
computea deltaof minimal size. However, in otherscenarios,theserver mayonly have thenew
version,dueto theoverheadof maintainingall outdatedversionsor dueto client-sideor third-party
changesto the�le. Theremote�le synchronizationproblemis theproblemof designingaprotocol
betweenthetwo partiesfor this casethatallows theclient to updateits versionto thecurrentone
while minimizing communicationbetweenthetwo parties.

1.1 Problem De�nition

More formally, we have two strings(�les)
���������	��

���������

over somealphabet
�

(mostmethods
arecharacter/byteoriented),andtwo computers� (theclient) and � (theserver) connectedby a
communicationlink.

� In thedeltacompressionproblem, � hasa copy of
��
����

and � hascopiesof both
�������

and
��

���

, andthegoalfor � is to computea �le
���

of minimumsize,suchthat � canreconstruct
�������

from
��

���

and
���

. We alsoreferto
���

asadeltaof
����� �

and
��

���

.

� In the remote�le synchronizationproblem, � hasa copy of
��

���

and � only hasa copy of
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�������

, andthegoalis to designa protocolbetweenthetwo partiesthatresultsin � holdinga
copy of

�������

, while minimizing thecommunicationcost.

Wealsoreferto
��

���

asareference�le andto
�������

asthecurrent�le . For a�le
�

, weuse
�

�����

to
denotethe

�

th symbolof
�

, ���

�	��


�




, and
�

���

�
�

�

to denotetheblockof symbolsfrom
�

until (and
including)

�

. Wenotethatwhile we introducethedeltacompressionproblemherein anetworking
context, anotherimportantapplicationareais in the space-ef�cient storageof similar �les, e.g.,
multipleversionsof adocumentor asoftwaresource– in fact,deltacompressiontechniqueswere
�rst introducedin thecontext of softwarerevision controlsystems.We discusssuchapplications
in Subsection2.1,andit shouldbeobvioushow to adaptthede�nitions to sucha scenario.Also,
while our de�nition assumesa singlereference�le

��

���

, therecould be several similar �les that
mightbehelpful in communicatingthecontentsof

����� �

to theclient,asdiscussedlater.
In thecaseof the�le synchronizationproblem,many currentlyknown protocols[49, 16,35]

consistof a singleroundof communication,wherethe client �rst sendsa requestwith a limited
amountof informationabout

��

���

to theserver, andtheserverthensendsanencodingof thecurrent
�le to theclient. In thecaseof a multi-roundprotocol,a standardmodelfor communicationcosts
basedon latency andbandwidthcanbe employedto measurethe costof the protocol. A simple
modelcommonlyusedin distributedcomputingde�nes thecost(time) for sendinga messageof
length � as ��������� , where� is thelatency (delay)and � thebandwidthof theconnection.

Thereareseveralotherinterestingalgorithmicproblemsarisingin thecontext of deltacom-
pressionandremote�le synchronizationthatwe alsoaddress.For example,it somecasesthere
is no obvioussimilar �le, andwe mayhave to selectthemostappropriatereference�le(s) from a
collectionof �les. In thecaseof remote�le synchronization,we would often like to estimate�le
similarity ef�ciently over a network. Finally, the datato be synchronizedmay consistof a large
numberof smallrecords,ratherthanafew large�les, necessitatingasomewhatdifferentapproach.

1.2 Content of this Chapter

In this chapter, we survey techniques,softwaretools,andapplicationsfor deltacompressionand
remote�le synchronization.We considerscenariosin networking aswell asstorage.For simplic-
ity, mostof thetime,we considerthecaseof a singlereference�le, thoughthecaseof morethan
one�le is alsodiscussed.Wealsodiscussrelatedproblemsuchashow to selectappropriaterefer-
ence�les for deltacompression,how to estimatethesimilarity of two �les, andhow to reconcile
largecollectionsof record-baseddata.

In Section2, we focusondeltacompression,wherethesenderknowsall thesimilar �les that
areheld by the receiver. In Section3, we survey work on the related,but in many waysquite
different,problemof remote�le synchronization,wherethe senderdoesnot have a copy of the
�les heldby thereceiver. Finally, Section4 offerssomeconcludingremarks.

2 Delta Compression
We now focuson the deltacompressionproblem. We �rst describesomeimportantapplication
scenariosthat bene�t from deltacompression.In Subsection2.2 we give an overview of delta
compressionapproaches,andSubsection2.3 describesin moredetail a deltacompressorbased
on theLZ compressionalgorithm. Experimentalresultsfor a few deltacompressorsaregivenin
Subsection2.4. Finally, we discussthe problemsof space-constraineddeltacompressionandof
choosinggoodreference�les in Subsections2.5and2.6,respectively.
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2.1 Applications

As mentionedabove,mostof theapplicationsof deltacompressionareaimedatreducingnetwork-
ing or storagecosts.Wenow describea few of themin moredetail.

� Software Revision Control Systems:As mentionedin theintroduction,deltacompression
techniqueswerepioneeredin thecontext of systemsusedfor maintainingtherevisionhistory
of softwareprojectsandotherdocuments[8, 40, 45]. In thesesystems,multiple,oftenalmost
identical,versionsof eachobjecthaveto bestoredin orderto allow theusersto retrievepast
versions.For example,theRCS(RevisionControl System)package[45] usesthediff delta
compressorto reducestoragerequirements.For morediscussionondeltacompressionin the
context of suchsystems,andanevaluationof differentcompressors,seethework of Hunt,
Vo, andTichy [25].

� Delta Compressionat the File SystemLevel: TheXdeltaFile System(XDFS)of MacDon-
ald [29] aimsto provideef�cient supportfor deltacompressionat the�le systemlevel using
adeltacompressorcalledxdelta. Thisallowstheef�cient implementationof revisioncontrol
systems,aswell assomeotherapplicationslistedhere,on top of XDFS.

� Software Distrib ution: As describedin theexamplein theintroduction,deltacompression
techniquesareusedto generatesoftwarepatchesthat canbe ef�ciently transmittedover a
network in orderto updateinstalledsoftwarepackages.

� Exploring File Differences:Techniquesfrom deltacompressioncanbe usedto vizualize
differencesbetweendifferentdocuments.For example,thewell-known diff utility displays
thedifferencesbetweentwo �les asasetof editcommands,while theHtmlDiff andtopblend
toolsof Douglisetal. [14] visualizethedifferencebetweentwo HTML documents.

� Impr oving HTTP performance: Severalapproacheshavebeenproposedthatemploy delta
compressionto improve the latency for webaccesses,by exploiting thesimilarity between
currentandoutdatedversionsof a webpage,andbetweendifferentpageson thesameweb
site. In particular, [6, 34] proposeaschemecalledoptimisticdeltain whichacachingproxy
attemptsto hide the latency of server repliesby �rst sendinga potentiallyoutdatedcached
versionof apageto theclient,andthenif necessaryasmallcorrectivepatchoncetheserver
replies. In anotherapproach,a client thatalreadyhasanold versionof a pagein his cache
sendsa tag identifying this versionto a proxy (or server) aspartof theHTTP request;the
proxythensendsthedeltabetweentheold andthecurrentversionto theclient [24, 18]. This
cansigni�cantly decreasetheamountof datasentto theclient,andis thusmoreappropriate
for clientsconnectedvia low-bandwidthlinks suchascellularmodems.

It hasalsobeenobserved that web pageson the sameserver often have a high degreeof
similarity (due to commonlayout andmenustructure)that could be exploited with delta
compressiontechniques.In particular, [13] proposesto identify candidatepagesthat are
likely to begoodreference�les for deltacompressionby lookingfor URLs thatsharea long
commonpre�x with therequestedone.Otherwork [19] proposesasimilar ideafor dynamic
pages,e.g.,differentstockquotesfrom a �nancial site,thatsharea lot of content.

� Ef�cient Web PageStorage: Thesimilaritiesbetweendifferentversionsof thesamepage
or differentpageson thesamewebsite couldalsobeusedfor increasedstorageef�ciency
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in large-scalewebrepositoriessuchastheInternetArchive
�

or theStanfordWebBase[23].
In particular, theInternetArchiveaimsto preservemultipleversionsof eachpage,but these
pagesarecurrentlystoredwithoutuseof deltacompressiontechniques.A delta-compressed
archivecouldbeimplementedontopof XDFS[29], but aspecializedimplementationwith a
moreoptimizeddeltacompressormight bepreferablein this case.If we alsoplanto exploit
similarities betweendifferent pages,then the problemof selectingappropriatereference
pagesarises. While the generalformulation of this problem,discussedfurther below, is
quitechallenging,specializedtechniquesbasedon URL pre�x matching[13] plusseparate
detectionof mirrors[9] andreplicatedcollections[15] maysuf�ce in practice.

2.2 Fundamentals

Recallthat in thedeltacompressionproblem,we have two �les,
� 
����

and
����� �

, andthegoal is to
computea �le

� �

of minimum size,suchthat onecanreconstruct
� ��� �

from
��

���

and
���

. Early
work on this problemwasdonewithin the framework of thestring to string correctionproblem,
de�ned in [50] astheproblemof �nding thebestsequenceof insert,delete,andupdateoperations
that transformonestring to another. Approachesfor solving this problemwerebasedon �nding
the largestcommonsubsequenceof the two stringsusingdynamicprogrammingandaddingall
remainingcharactersto

�������

explicitly. However, the string-to-stringcorrectionproblemdoes
not capturethe full generalityof the delta compressionproblemas illustratedin the examples
given in the previous sub-section.For example,in the string-to-stringcorrectionproblem,it is
implicitly assumedthat the datacommonto

� �����

and
��

���

appearin the sameorder in the two
�les. Furthermore,thestring-to-stringcorrectionapproachdoesnot accountfor substringsin

� 
����

appearingin
�������

severaltimes.
To resolve theselimitations,Tichy [44] de�ned thestring to string correctionproblemwith

block moves. A block moveis atriple
���

��� ���	�

suchthat
��

���

� �

��
�
�
 �

�

�

�
���

���

����� �

�

� ��
�
�
 ���

�

�
���

�

.
It representsa nonemptycommonsubstringof

��
����

and
�������

which is of length
�

. Given
� 

���

and
�������

, the�le
���

canthenbeconstructedasa minimal coveringsetof suchblock movessuchthat
every element

�������

�����

that alsoappearsin
� 
����

is includedin exactly oneblock move. It canbe
furtherarguedthatan

���

constructedfrom thelongestcommonsubsequenceapproachmentioned
earlieris justaspecialcaseof acoveringsetof blockmoves.Theminimalityconditionthenensures
thesuperiorityof theblock-movesapproachto thelongestcommonsubsequenceapproach.

Thequestionthe arises- how doesoneconstructan optimal
���

given
��

���

and
����� �

? Tichy
[44] alsoshowedthata greedyalgorithmresultsin a minimal cover setandthatan

� �

basedon a
minimal cover setof block movescanbe constructedin linear spaceandtime usingsuf�x trees.
Unfortunately, the multiplicative constantin the spacecomplexity makesthe approachimpracti-
cal. A morepracticalapproachuseshashtableswith linear spacebut quadratictime worst case
complexity [44].

Theblock-movesframework describedaboverepresentedafundamentalshift in thedevelop-
mentof deltacompressionalgorithms.While earlierapproachesusedanedit-basedapproach- i.e.,
constructanoptimalsequenceof edit operationsthattransform

��

���

into
����� �

, theblock-movesal-
gorithmsuseacopy-basedapproach- i.e.,express

����� �

asanoptimalsequenceof copy operations
from

��

���

.
TheLempel-Ziv stringcompressionalgorithms[52, 53] popularizedin the1980's yield an-

�

http://www.archive.org

5



othernaturalframework for realizingdeltacompressiontechniquesbasedon thecopy-basedap-
proach.In particularly, theLZ77 algorithmcanbeviewedasasequenceof operationsthatinvolve
replacingapre�x of thestringbeingencodedbyareferencetoanidenticalpreviouslyencodedsub-
string. In mostpracticalimplementationof LZ77, a greedyapproachis usedwherebythelongest
matchingpre�x foundin thepreviouslyencodedtext is replacedby a copy operation.

Thus,deltacompressioncanbe viewed assimply performingLZ77 compressionwith the
�le

��

���

representing“previously encoded”text. In fact,nothingpreventsus from alsoincluding
the part of

�������

which hasalreadybeenencodedin the searchfor a longestmatchingpre�x. A
few additionalchangesarerequiredto geta reallypracticalimplementationof aLZ77-baseddelta
compressiontechnique.Several suchimplementationshave beendesignedover the pastdecade
but the basicframework is the same. They differencemostly lies in the encodingandupdating
mechanismsemployed by each. In the next subsectionwe describeonesuchtechniquein more
detail.

2.3 LZ77-BasedDelta Compressors

The bestgeneral-purposedeltacompressiontools arecurrentlycopy-basedalgorithmsbasedon
theLempel-Ziv [52] approach.Exampleof suchtoolsarevdeltaandits newer variantvcdiff [25],
thexdeltacompressorusedin XDFS[29], andthezdeltatool [47].

Wenow describetheimplementationof suchacompressorin moredetail,usingtheexample
of zdelta. The zdeltatool is basedon a modi�cation of the zlib compressionlibrary of Gailly
[21], with someadditionalideasinspiredby vdelta, andanyonefamiliar with zlib, gzipandother
Lempel-Ziv basedalgorithmsshouldbeableto easilyfollow thedescription.Essentially, theidea
in zdelta, alsotaken in the vcdiff (vdelta)andxdeltaalgorithms,is to encodethe current�le by
pointingto substringsin thereference�le aswell asin thealreadyencodedpartof thecurrent�le.

To identify suitablematchesduringcoding,wemaintaintwo hashtables,onefor thereference
�le,

�



���

, andonefor thealreadycodedpartof thecurrent�le,
�

�����

. Thetable
�

�����

is essentially
handledthe sameway asthe hashtablein gzip, wherewe insertnew entriesaswe traverseand
encode

�������

. The table
�



���

is built beforehandby scanning
��
����

, assuming
� 
����

is not too large.
Whenlooking for matches,we searchin bothtablesto �nd thebestone.Hashingof asubstringis
donebasedon its �rst � characters,with chaininginsideeachhashbucket.

Letsassumefor themomentthatbothreferenceandcurrent�le �t into mainmemory. Both
hashtablesareinitially empty. Thebasicstepsduringencodingareasfollows. (Decodingis fairly
straightforwardgiventheencoding.)

1. Preprocessingthe ReferenceFile:

For
� �

� to
�����

�

��

��� � �

� :

(a) Compute ���

�

�

�

��

���

���

�

�

�
	

�

�

, the hashvalueof the �rst threecharactersstartingfrom
position

�

in
� 
����

.

(b) Insertapointerto position
�

into hashbucket ��� of
�


����

.

2. Encoding the Curr ent File:

Initialize pointers
�

�

��
�
�
��

�
�

to zero,sayfor �

�
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Set
�

�

�

While
�

�

�����

�

������� �

:

(a) Compute�

�

�

�

�

�������

�

���
�

� 	

�

�

, the hashvalueof the �rst threecharactersstartingfrom
position

�

in
����� �

.

(b) Searchhashbucket �

� in both
�



���

and
�

��� �

to �nd a “good match”,i.e., a substringin
��
����

or thealreadyencodedpartof
� �����

thathasa commonpre�x of maximumlengthwith the
stringstartingatposition

�

of
�������

.

(c) Insertapointerto position
�

into hashbucket �

� of
�

�����

.

(d) If thematchis of lengthat least � , encodethepositionof thematchrelativeto
�

if thematch
is in

����� �

, andrelativeto oneof thepointers
�

� if thematchis in
� 

���

. If severalsuchmatches
of thesamelengthwerefoundin (b), choosetheonethathasthesmallestrelative distance
to position

�

in
�������

or to oneof thepointersinto
� 

���

. Also encodethelengthof thematch
andwhichpointerwasusedasreference.Increase

�

by thelengthof thematch,andpossibly
updatesomeof thepointers

�

� .

(e) If thereis nomatchof lengthat least � , write outcharacter
�������

�

�

�

andincrease
�

by
�

.

Thereare a numberof additionaldetailsto the implementation.Firstly, we can choosea
varietyof policiesfor updatingthepointers

�

� . Themotivationfor thesepointers,asusedin vdelta,
is that in many casesthelocationof thenext matchfrom

��

���

is a shortdistanceafter thelocation
of the previous one, especiallywhen the �les are very similar. Thus, by updatingone of the
pointersto point to theendof thepreviousmatch,we hopeto very succinctlyencodethelocation
of thenext match.In general,smartpointermovementpoliciesmight leadto additionalmoderate
improvementsover theexisting tools.

Anotherimportantdetail concernsthe methodusedto encodethedistances,matchlengths,
pointerinformation,andcharacters.Here,zdeltausestheHuffmancodingfacilitiesprovidedby
zlib, while vdeltausesa byte-basedencodingthat is fasterbut lesscompact. In contrast,xdelta
doesnot try any cleverencodingatall, but leavesit up to theuserto applyaseparatecompression
tool on theoutput.

A very importantissueis whatto doif thehashtablesdevelopvery longchains.For
�

��� �

this
canbehandledby simplyevicting theoldestentrieswheneverabucketgrowsbeyondacertainsize
(asdonein gzip), but for

�



���

thingsaremorecomplicated.Notethatfull bucketscanhappendueto
two causes.Firstly, if

� 

���

is very large,thenall bucketsof
�



���

maybecomelarge.This is handled
in vdeltaandzdeltaby maintaininga“window” of �x edsize(say, � 	 or ��� KB) into

� 

���

. Initially,
thewindow is at thestartof the �le, andastheencodingproceedswe slide this window through

��
����

accordingto the positionswherethe bestmatcheswererecentlyfound. A simpleheuristic,
employedby zdelta, usesaweightedaverageof themostrecentlyusedmatchesto determinewhen
it is time to slidethewindow by half thewindow size. In thatcase,we remove all entriesthatare
outsidethenew window from

�



���

, andaddthenew entriesthatarenow insidethewindow. A more
sophisticatedscheme,usedin vcdiff, computes�ngerprints on blocksof a certainsize(e.g.,

�

� 	��

bytes)andthenchoosesawindow positionin
��

���

thatmaximizesthesimilarity with thecurrently
consideredareaof

�������

. In general,theproblemof how to bestmove thewindow though
��

���

is
dif�cult andnot really resolved,andthebestmovementmaynotbesequentiallyfrom startto end.
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gccsize gcctime emacssize emacstime
uncompressed 27288 - 27326 -
gzip 7479 24/30 8191 26/35
xdelta 461 20 2131 29
vcdiff 289 33 1821 36
zdelta 250 26/32 1465 35/42

Table2.1: Compressionresultsfor gccandemacsdatasets(sizesin KB andtimesin seconds)

Secondly, even if
��

���

is small, or during onewindow position,somebucketscanbecome
very largedueto a frequentlyoccurringsubstring.In this case,it is notclearwhich entriesshould
beevicted, thoseat thebeginningor at theendof the �le or currentwindow. This issueis again
relatedto theproblemof �nding andexploiting thepatternof matchesin thereference�le, which
dependsontherelationbetweenreferenceandcurrent�le, andagoodsolutionis notyetapparent.

2.4 SomeExperimental Results

We now show a few experimentalresultsto give theusera feel for thecompressionperformance
of theavailabletools. In theseresults,we comparexdelta, vcdiff, andzdeltaon two differentsets
of �les:

1. The gccandemacsdatasetsusedin the performancestudyin [25], consistingof versions
2.7.0and2.7.1of gcc, and19.28and19.29of emacs. Thenewerversionsof gccandemacs
consistof

�

� � 	 and
�

	

�

� �les, respectively.

2. A setof arti�cially created�les that model the degreeof similarity betweentwo �les. In
particular, we createdtwo completelyrandom�les

���

and
�

� of �x ed length,andthenper-
formeddeltacompressionbetween

���

andanother�le
���

createdby a“blending” procedure
thatcopiestext from either

���

and
�

� accordingto asimpleMarkov process.By varyingthe
parametersof theprocess,wecancreateasequenceof �les

���

with similarity rangingfrom
� (

���

�

�

� ) to
�

(
���

�

���

) ona nonlinearscale� .

All runswereperformedon a SunE450server with 	 � � �	� ��
 UltraSparcIIe processorsand �

GB of mainmemory, with thedatastoredona
�

� � ��� RPMSCSIdisk. Wenotethatonly oneCPU
wasusedduringtheruns,andthatmemoryconsumptionwasnotsigni�cant. (Wealsodid multiple
runsfor each�le in thecollectionsanddiscardedthe�rst one- themainresultof this setupis to
minimizediskaccesscosts,thusfocusingon theCPUcostsof thedifferentmethods.)

For thegccandemacsdatasets,theuncompressedandgzipnumbersarewith respectto the
newer releases.We seefrom theresultsthatdeltacompressionachievessigni�cant improvements
over gzip on these�les, especiallyfor the very similar gcc �les. Among the deltacompressors,
zdeltagetsthebestcompressionratio,mainlydueto useof Huffmancodinginsteadof byte-based

�

More precisely, our processhastwo states,
�� , wherewe copy a characterfrom ��� , and 


� , wherewe copy a
characterfrom �

� , andtwo parameters,� , theprobabilityof stayingin 
�� , and � , theprobabilityof stayingin 


� . In
theexperiments,we set ������� � andvary � from � to � . Clearly, a completeevaluationwould have to look at several
settingsof � to capturedifferentgranularitiesof �le changes.
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Figure 2.1: Compressionversus�le similarity (in KB)

Figure2.2: Runningtimeversus�le similarity (in seconds)
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coding.Thexdeltacompressorperformsworst in theseexperiments.As describedin [29], xdelta
aimsto separatedifferencingandcompression,andthusastandardcompressorsuchasgzipcanbe
appliedto theoutputof xdelta. However, in our experiments,subsequentapplicationof gzipdid
not resultin any signi�cant improvementon thesedatasets.

Concerningrunningtimes,all threedeltacompressorsareonly slightly slowerthangzip, with
xdeltacomingclosest.Note that for gzipandzdeltawe reporttwo differentnumbersthat re�ect
theimpactof theinput/outputmethodonperformance.The�rst, lowernumbergivesperformance
usingdirectaccessto �les, while thesecondnumberis measuredusingStandardI/O. Thenumber
for vcdiff is measuredusingStandardI/O, while xdeltausesdirect�le access.Takingthesediffer-
encesinto account,all deltacompressorsarewithin atmost 	 �

�

of thetime for gzip, eventhough
they have to processtwo setsof �les insteadof justoneasgzip.

Lookingat theresultsfor different�le similarity, weseethesameordering.Not surprisingly,
when�les areverydifferentdeltacompressiondoesnothelpatall, while for almostidentical�les
all methodsdo quite well. However, we seethat vcdiff andzdeltagive bene�ts even for only
slightly similar �les for which xdeltadoesnot improve over gzip. (Note thatgzip itself doesnot
provide any bene�ts heredueto the incompressibilityof the �les.) We alsoseethat the running
timesfor the deltacompressorsdecreaseas�le similarity increases;this is dueto the increasing
lengthsof thematchesfoundin thereference�les (which decreasethenumberof searchesin the
hashtables).This effect largely explainswhy thedeltacompressorsarealmostasfastasgzipon
collectionswith largesimilarity suchasgccandemacs; for �les with low degreesof similarity, the
threedeltacompressorstakeabout � �

�

to
�

� �

�

longerthangzip.

2.5 Space-ConstrainedDelta Compression

Asdescribedin Subsection2.2,thegreedyalgorithmof Tichy [44] resultsin anoptimalsetof block
moves.To show how theseblockmovesaredeterminedandencodedin apracticalimplementation,
in Subsection2.3 we discussedan implementationbasedon anLZ77-like framework. However,
thesealgorithmscangiveverypoorperformancewhenlimited memoryresourcesareavailableto
thecompressoror decompressor. In [3] Ajtai etal. look at theproblemof deltacompressionunder
variousresourceconstraints.They �rst examinedeltacompressionin linear time andconstant
space,which is relevant when the �les

��

���

and
����� �

are too large to �t in memory. A simple
solutionin thiscasewouldbeto restrictsearchfor thelongestpre�x in

��

���

to theforwarddirection
only. That is, whenlooking for a matchwe ignorethe part of

��

���

that precedesthe endof the
substringthat was just encoded.However, this resultsin signi�cantly suboptimalcompression
whensubstringsoccurin differentorderin

��

���

and
�������

.
To alleviatethisproblem[3] proposesacorrectingone-passalgorithmwhichutilizesabuffer

thatholdsall copy commands,andperformingcorrectionson thesecommandslaterwhenbetter
matchesarefound. Therearetwo typesof correctionsmade.Tail correctionsoccurwhen,after
insertinga copy commandfrom a previously unencodedpart of

� 

���

, the algorithmattemptsto
extendthematchingstringbackwards in both

��

���

and
�������

. If suchmatchesarefoundgoing in
a backwarddirection,thereis potentialfor replacingthepreviouscopy commandsby integrating
theminto the currentcopy command.The secondtype of correction,calledgeneral correction,
occursif a matchingsubstring� is foundthat is alreadyencodedin

�������

. In this case,thealgo-
rithm triesto determineif theearlierencodingof � canbefurthercompactednow that � canbe
encodedby a singlecopy command.Further, to limit thespaceconsumedby thehashtablesthat
storesubstringlocations,they usea techniquecalledcheckpointingthatrestrictsthelocationsof a
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substringthatareinsertedinto thehashtableto a smallbut carefullyselectednumber. Theresult
of theseextensionsis a deltacompressiontechniquethat is practicalin termsof time andspace
complexity, workswith arbitrarysize�les, andyieldsgoodcompression.

2.6 ChoosingReferenceFiles

In someapplications,deltacompressionperformancedependsheavily onthechoiceof appropriate
reference�les. For example,to compressa setof related�les, weneedto choosefor each�le one
or several reference�les thathave signi�cant similarity with it; eachreference�le itself canalso
becompressedthis way providedno cyclesarecreated.In thecaseof a singlereference�le per
compressed�le, this problemis equivalentto �nding an optimumbranching in a corresponding
directedgraphwhereeachedge

� �

�
� �

hasa weight equalto size of the delta of
�

with respect
to reference�le

�

. This problemcan be solved in time quadraticin the numberof documents
[12, 42], but theapproachsuffersfrom two drawbacks:First, thesolutionmaycontainvery long
chainsof documentsthathave to beaccessedin orderto uncompressa particular�le. Second,for
largecollectionsthequadratictime becomesunacceptable,particularlythecostof computingthe
appropriateweightsof theedgesof thedirectedgraph.

If we imposeanupperboundon thelengthof thereferencechains,then�nding theoptimum
solution becomesNP Complete[43]. If we allow each�le to be compressedusingmore than
onereference�le, thenthis problemcanbereducedto a generalizationof optimumbranchingto
hypergraphs,andhasbeenshown NPCompleteevenwith noboundon thelengthof chains[2].

Someexperimentsonsmallwebpagecollectionsusingminimumbranchingandseveralfaster
heuristicsaregiven in [38], which show signi�cant differencesin compressionperformancebe-
tweendifferentapproaches.For very large collections,generaldocumentclusteringtechniques
suchas[10, 30, 22] couldbeapplied,or specializedheuristicssuchas[9, 13, 15] for thecaseof
webdocuments.In particular, [13] demonstratesthatthereis signi�cant bene�t in choosingmore
thanonereferencepageto compressawebpage.

Oneexampleof long referencechainsariseswhendealingwith many differentversionsof
thesame�le, suchasin a revisioncontrolsystem.In thiscase,thechoiceof thereference�le that
minimizesthedeltais usuallyobvious,but this choicewould make retrieval of very old versions
quiteexpensive

�

. Severaltechniqueshavebeenproposedfor dealingwith thisproblem[29,11,45],
by creatinga limited numberof additional“shortcuts”to olderversions.

3 RemoteFile Synchronization
In thissection,wefocusontheremote�le synchronizationproblem,i.e., thecasewheretheserver
doesnot have accessto the reference�le. This obviously changestheproblemsigni�cantly, and
the known algorithmsfor this problemarequitedifferentfrom thosefor deltacompression.We
discussthe two main known approachesfor �le synchronization:(1) a practicalapproachbased
onstring�ngerprints implementedby thersyncalgorithmthatdoesnotachieveany provablenear-
optimal bounds,and(2) an approachbasedon coloringsof hypergraphsthat achievesprovable
performanceboundsundercertainmodelsfor �le distance,but thatseemsunsuitablein practice.
Wealsodiscussthecloselyrelatedproblemsof how to estimate�le similarity andhow to reconcile
setsof recordsin adatabase.

�

Notethatthesesystemsoftencompressolderversionswith respectto newerones.
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We �rst describea few applicationscenariosfor �le synchronization.In Subsection3.2 we
describethersyncalgorithms,andSubsection3.3givessomeexperimentalresultscomparingrsync
anddeltacompressorperformance.Subsection3.4presentssomegeneraltheoreticalbounds,and
Subsection3.5 discussesprovableresultsfor speci�c distancemeasures.Finally, Subsection3.6
discusseshow toestimatethedistancebetweentwo �les, while Subsection3.7looksattheproblem
of reconcilinglargesetsof datarecords.

3.1 Applications

Theapplicationsfor �le synchronizationaresimilar to thosefor deltacompression.Synchroniza-
tion is moregeneralin that it doesnot requireknowledgeof thereference�le; on theotherhand,
deltacompressiontendsto signi�cantly outperformsynchronizationin termsof compressionra-
tio. Thereareseveral reasonswhy theserver maynot have the reference�le, suchasthe space,
diskaccess,or softwareoverheadof maintainingandretrieving old versionsof �les asreferences,
changesto the �le at the client or a third party, or later deletion(eviction) of old versionsat the
server. Sometypical scenariosare:

� Synchronization of User Files: Therearea numberof softwarepackagessuchasrsync
[49, 48], Microsoft's ActiveSync, PumaTechnologies'IntelliSync, or Palm's HotSyncthat
allow “synchronization”betweendesktops,mobiledevices,or web-accessibleuseraccounts.
In this scenario,�les or recordscanbeupdatedby severaldifferentparties,andtimestamps
maybeusedto determinewhichversiononwhich device is themostrecent.

We notethat thereareseveral challengesfor thesetools. For datain the form of �les, we
have the remote�le synchronizationproblemalreadyde�ned in the introduction,where
we would like to avoid transferingtheentire�le. For dataconsistingof largesetsof small
records,e.g.,addressesor appointmentsonahandhelddevice,theproblemis how to identify
thoserecordsthathave changedwithout sendinganindividual �ngerprint or time stampfor
eachrecord.This problem,modeledasa setreconciliationproblemin [33], is discussedin
Subsection3.7. Many existingpackagestransfertheentireitem if any changehasoccurred,
which is reasonablefor small record-baseddata,but not for larger �les. In addition,there
is alsothe generalandnontrivial problemof de�ning the propersemanticsfor �le system
synchronization;see[5] for adetaileddiscussion.

� RemoteBackup of Massive Data Sets: Synchronizationcanbe usedfor remotebackup
of datasetsthat may have only changedslightly betweenbackups[48]. In this case,the
costof keepingtheold versionat theserver is usuallyprohibitive,makingdeltacompression
techniquesinef�cient. (Seealso[11] for anapproachthatadaptsdeltacompressionto this
case.)

� Web Access:File synchronizationhasalsobeenconsideredfor ef�cient HTTP transferbe-
tweenclientsanda server or proxy

�

. Theadvantageis thattheserver doesnot have to keep
trackof theold versionsheldby theclients,anddoesnot needto fetchsuchversionsfrom
disk upona request.However, asshown in Subsection3.3, �le synchronizationtechniques
achieve signi�cantly worsecompressionratios thandeltacompressors,and thus typically
provide bene�tsonly for �les thatare“very similar”. (We arenot awareof any studyquan-
tifying theseadvantagesanddisadvantagesfor HTTP transfer.)

�

See,e.g.,therproxyprojectat http://rproxy.samba.org/ .
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� Distrib uted and Peer-to-Peer Systems:Synchronizationcanbeusedto updatehighly dis-
tributeddatastructures,suchasroutingtables,nameservices,indexes,or replicationtables.
A signi�cant amountof recentwork haslookedat highly distributedandpeer-to-peersys-
temsandservices.We expectinterestingapplicationsof �le synchronizationandsetrecon-
ciliation to arisein this context, particularlyin peer-to-peersystemswherenodesareoften
unavailablefor signi�cant periodsof time,andthushaveto updatetheirdatastructuresupon
rejoiningthesystem.

3.2 The rsyncAlgorithm

We now describethe algorithmemployedby the widely usedrsync�le synchronizationtool
�

of
Tridgell andMacKerras[49, 48]. A similar approachwasalsoproposedby Pynein a US Patent
[39]. For intuition, considerthefollowing simpleproblemthatcapturessomeof thechallenges.

Assumethat two partiescommunicatevia telephone,with eachparty holding a copy of a
book. Now supposethatthetwo copiescoulddiffer in a few places.How canthetwo parties�nd
out if the two booksare identicalor not, and if not whereandhow they exactly differ, without
readinganentirebookover thephone?Theanswerto the �rst questionis simple: by computing
a checksum(e.g.,MD5) for eachbookandcomparingthetwo checksums,it canbedecidedif the
booksareidenticalor not. Theanswerto thesecondquestion,however, is moredif�cult. A �rst
naive approachwould partition the book into two blocks, the �rst andsecondhalf of the book,
and thenrecurseon thoseblockswherethe checksumsdiffer, until the preciselocationsof the
differencesarefound. However, this approachfails in the simplecasewhereonebook contains
an additionalword at the beginning, thusdestroying the alignmentsof all the block boundaries
betweenthetwo books.Thus,amorecarefulapproachis needed,althoughthebasicideaof using
checksumson blocksis still relevant

�

.
We now describethere�ned rsyncalgorithm. Essentially, the ideais to solve thealignment

problembycomputingblockwisechecksumsfor thereference�le, andcomparingthesechecksums
not justwith the“corresponding”blockwisechecksumsof thecurrent�le, but with thechecksums
of all possiblepositionsof blocksin thecurrent�le. As a result,theserver knows which partsof
thecurrent�le alreadyexist in thereference�le, andwhichnew partsneedto becommunicatedto
theclient. For ef�ciency reasons,two differentchecksumsarecommuncatedto theserver, a fast
but unreliableone,andavery reliableonethatis moreexpensiveto compute.

1. At the client:

(a) Partition
��
����

into blocks � �

�

��

���

�����

�

� �

�

� �

�

� �

�

of somesize
�

to bedeterminedlater.

(b) Foreachblock � � , computetwochecksums,� �

�

���

�

� �

�

and� �

�

�	�

�

� �

�

, andcommunicate
themto theserver. Here ��� is theunreliablebut fastchecksumfunction,and �
� is thereliable
but expensivechecksumfunction.

2. At the server:
�

Availableathttp://rsync.samba.org/ .
�

Note that if the booksaredivided into naturalcomponentssuchaschapters,sections,andsubsection,thenthe
alignmentproblemdoesnotarise.Thisis moresimilarto thesetupdescribedin Subsection3.7whereboth�les consist
of individual recordswith boundariesknown to bothparties.
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(a) For eachpair of receivedchecksums
�

� �

�

� �

�

, insertanentry
�

���

�

� �

�

�

�

into a dictionarydata
structure,using ��� askey value.

(b) Performapassthrough
�������

, startingatposition
�

�

� , andinvolving thefollowing steps:

(i) Computetheunreliablechecksum�
�

�

�������

�

��� �

�

�

� �

�

�

on theblockstartingat
�

.

(ii) Checkthedictionaryfor any blockwith matchingunreliablechecksum.

(iii) If found,andif the reliablechecksumsalsomatch,transmita pointerto the index of
thematchingblock in

� 
����

to theclient,advance
�

by
�

positions,andcontinue.

(iv) If nonefound,or if thereliablechecksumsdid not match,transmitthesymbol
� �����

�

�

�

to theclient,advance
�

by oneposition,andcontinue.

3. At the client:

(a) Usetheincomingstreamof dataandpointersto blocksin
��
����

to reconstruct
�������

.

Thus,thefastandunreliablechecksumis usedto �nd likely matches,andthereliablecheck-
sumis thenusedto verify thevalidity of thematch

�

. Thereliablechecksumis implementedusing
MD4 (

�

	

�

bits). Theunreliablechecksumis implementedasa � 	 -bit “rolling checksum”thatal-
lowsef�cient slidingof theblockboundariesby onecharacter, i.e.,thechecksumfor

�

�

�

�

��� �

�

� �

canbecomputedin constanttime from
�

�

���
�

�

�

� �

�

.
Clearly, thechoiceof a goodblock sizeis critical to theperformanceof thealgorithm. Un-

fortunately, thebestchoiceis highly dependenton thedegreeof similarity betweenthetwo �les –
themoresimilar the �les are,the larger theblock sizewe canchoose.Moreover, the locationof
changesin the�le is alsoimportant.If a singlecharacteris changedin eachblock of

� 

���

, thenno
matchwill be foundby theserver andrsyncwill becompletelyineffective; on theotherhand,if
all changesareclusteredin a few areasof the�le, rsyncwill do very well evenwith a largeblock
size. Giventheseobservations,somebasicperformanceboundsbasedon block sizeandnumber
andsizeof �le modi�cationscanbeshown. However, rsyncdoesnot have any goodperformance
boundswith respectto common�le distancemetricssuchaseditdistance[37].

Of course,in generalthe optimal block sizechangeseven within a �le. In practice,rsync
startsout with a block sizeof several hundredbytes,andusesheuristicsto adaptthe block size
later. Another optimizationin rsyncallows the server to compressall transmittedsymbolsfor
unmatchedpartsof the �le usingtheLZ compressionalgorithm;this givessigni�cant additional
bene�ts in many situationsasshown in thefollowing.

3.3 SomeExperimental Resultsfor rsync

We now provide someexperimentalresultsto give the readeran ideaaboutthe performanceof
rsyncin comparisonto deltacompressiontechniques.Theresultsusethegccandemacsdatasets
from Subsection2.4. We report � ve differentnumbersfor rsync: the amountof datasentfrom
client to server (request),the amountof datasentfrom server to client (reply), the amountsent
from server to client with compressionoption switchedon (reply compressed),andthe total for
bothdirectionsin uncompressed(total) andcompressed(total compressed)form.

�

In addition,achecksumontheentire�le is usedto detectthe(extremelyunlikely) failureof thereliablechecksum,
in whichcasetheentireprocedureis repeatedwith adifferentchoiceof hashfunctions.
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gcc emacs
uncompressed 27288 27326
gzip 7479 8191
xdelta 461 2131
vcdiff 289 1821
zdelta 250 1465
rsyncrequest 180 227
rsyncreply 2445 12528
rsyncreplycompressed 695 4200
rsynctotal 2626 12756
rsynctotal compressed 876 4428

Table 3.1: Compressionresultsfor gccandemacsdatasets(in KB)

700 500 300 200 100 80
rsyncrequest 227 301 472 686 1328 1649
rsyncreply 12528 11673 10504 9603 8433 8161
rsyncreplycompressed 4201 3939 3580 3283 2842 2711
rsynctotal 12756 11974 10976 10290 9762 9810
rsynctotal compressed 4429 4241 4053 3970 4170 4360

Table3.2: Compressionresultsfor emacswith differentblock sizes(in KB)

We observe thatwithout compressionoption, rsyncdoesworsethangzip on the emacsset.
However, oncewe addcompressionfor the reply message,rsyncdoessigni�cantly betterthan
gzip, althoughit is still a factor of � to � from the bestdelta compressor. We also compared
rsyncon thearti�cial datasetsfrom Subsection2.4;dueto the�ne distributionof �le changesfor

�

�

�




�

, rsynconly achievesany bene�tsatall for
�

verycloseto
�

. Wenotethatrsyncis typically
appliedin situationswherethetwo �les areverysimilar, andhencethesenumbersmaylook overly
pessimistic.Clearly, rsyncprovidesbene�ts to many peoplewhouseit on adaily basis.

In thenext table,we seehow theperformanceof rsyncvariesaswe decreasetheblock size
used.Thesizeof theserver reply decreasesassmallerblock sizeis used,sincethis allows a �ner
granularityof matches.Of course,the size of the requestmessageincreases,sincemorehash
valuesneedto betransmitted,andeventuallythis overcomesthesavingsfor thereply (especially
in thecompressedcasesincethehashvaluesin therequestareincompressible).

In summary, therestill existsa gapbetweendeltacompressionandremote�le synchroniza-
tion techniquesin termsof performance;we believe that this indicatesroom for signi�cant im-
provements.Onepromisingapproachusesmultiple roundtripsbetweenclient andserver, e.g.,to
determinethebestblocksizeor to recursively split blocks;see[16, 20,37] for suchmethods.Re-
centexperimentalresultsby Orlitsky andViswanathan[37] show improvementsover rsyncusing
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suchamulti-roundprotocol
�

.

3.4 Theoretical Results

In additionto theheuristicsolutiongivenby rsync, a numberof theoreticalapproacheshave been
studiedthat achieve provableboundswith respectto certainformal measuresof �le similarity.
Many de�nitions of �le similarity have beenstudied,e.g.,Hammingdistance, edit distance, or
measuresrelatedto thecompressionperformanceof theLempel-Ziv compressionalgorithm[16].
Resultsalsodependon thenumberof messagesexchangedbetweenthetwo parties(e.g,in rsync,
two messagesareexchanged).In this subsection,we describethe basicideasunderlyingthese
approaches,andgive anoverview of known results,with emphasison a few fundamentalbounds
presentedby Orlitsky [35]. See[28, 17] andthereferencesin [35] for someearlierresultson this
problem.Theresultsin [35] arestatedfor a verygeneralframework of pairsof randomvariables;
in thefollowing wegivea slightly simpli�ed presentationfor thecaseof correlated(similar) �les.

DistanceMeasures: We �rst discussthe issueof distancemeasures, which formalize the
notion of �le similarity. Note that Hammingdistance,oneof the mostwidely studiedmeasures
in codingtheory, is not very appropriatein our scenario,sincea singleinsertionof a characterat
the beginningof a �le would result in a very large distancebetweenthe old andnew �le, while
we expecta reasonablealgorithmto beableto synchronizethesetwo �les with only a few bytes
of communication.In theedit distancemeasure,we countthenumberof single-characterchange,
insertionanddeletionoperationsneededto transformone�le into another, while moregeneral-
izednotionsof edit distancealsoallow for deletionsandmovesof blocksof data,or mayassign
differentweightsto theoperations.Finally, anotherfamily of distancemeasuresis basedon the
numberof operationsneededto constructone�le by copying blocksoverfrom theother�le andby
insertingsinglecharacters;anexampleis theLZ measureproposedin [16]. As alreadydiscussed
in Section2, a realisticmeasureshouldallow for movesandcopiesof largeblocks;however, from
a theoreticalpointof view allowing suchpowerful operationsmakesthingsmorecomplicated.

Therearea few propertiesof distancefunctionsthatwe needto discuss.A distancemeasure
is calledsymmetricif the distancefrom

���

to
�

� is the sameasthe distancefrom
�

� to
���

. This
propertyis satis�edby Hammingandeditdistance,but is not truefor certaingeneralizedformsof
edit distanceandcopy-basedmeasures.A distancemeasure

�

is a metricif (a) it is symmetric,(b)
�

���

��� ���

� for all
�

,
�

, (c)
�

���

��� �

�

� if f
� �

�

, and(d) it observestheTriangleInequality.
BalancedPairs: Now assumethataspartof the input, we aregivenupperbounds

�
�����	�

�

�

��

����� ����� � �

and
�



���
�
�

�

����� ��� ��

�����

on thedistancesbetweenthetwo �les. We de�ne �

� �

� �

, the
� -neighborhoodof a �le

�

, asthesetof all �les
�
�

suchthat
�

�

��� �	� �

�
� . Thus,giventheupper
boundson thedistances,theserverholding

� ��� �

knowsthat
� 
����

is oneof the�les in �

�������

�

����� � �

,
while theclient holding

��

���

knows that
�������

is in �

����� �

�

��

�����

. We referto thesizeof �

�������

�

����� � �

(resp.�

�
��� �

�

��

��� �

) astheambiguityof
�������

(resp.
��

���

). We assumethatbothpartiesknow a priori
upperboundson both ambiguities,referredto as the maximumambiguityof

�������

(resp.
��

���

),
written ��� �

� �

������� �

(resp.��� �

� �

��

��� �

). (In thepresentationin [35], theseboundsareimpliedby
thegivenrandomdistribution; in our context, we canassumethatbothpartiescomputeestimates
of theirambiguitiesbeforehandbasedon �le lengthsandestimatesof �le distances� .

�

Note that theseroundtripsarenot incurredon a per-�le basis,sincewe canhandlemany �les at thesametime.
Thus,latency dueto additionalroundtripsis notaproblemin many situations.

�

Note that explicitly transmittingthe precisevaluesof the ambiguitieswould requireaboutthe sameamountof
datatransferasthe�le reconciliationproblemitself, asimpliedby theboundsbelow.
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We saythat a pair of �les
�������

and
��

���

is balancedif ��� �

� �

����� � �

�

��� �

� �

��
���� �

. Note
that this propertymaydependon thechoiceof thetwo �les aswell asthedistancemeasure(and
possiblyalsothevalueof � ). In thecaseof Hammingdistance,all pairsof equalsizearebalanced,
while for many edit andcopy-basedmeasuresthis is not true. In general,the more interesting
measuresareneithermetricsnorgeneratebalancedpairs.However, someresultscanbeshown for
distancemeasuresthatcanbeapproximatedby metrics,or in caseswheretheambiguitiesarenot
toodifferent.

Results:Wenow describeafew fundamentalresultsgivenbyOrlitsky in [35,36]. Weassume
thatbothpartiesapriori havesomeupperboundson thedistancesbetweenthetwo �les. Thegoal
is to limit the numberof bits communicatedin the worst casefor a givennumberof roundtrips,
with unboundedcomputationalpower availableat the two parties(ascommonlyassumedin the
formal studyof communicationcomplexity [27]).

Theorem 1 [36] At least
�������

��� �

� �

� 

��� � ���

bitshaveto becommunicatedfromserverto clientby
anyprotocolthatworkscorrectlyon all pairs

� ��� �

and
��

���

with
�

�

������� �	��

�����

�

�


���

, independent
of thenumberof messagesexchangedandevenif theserverknows

� 

���

.

This �rst resultfollows directly from the fact that the client needsto be ableto distinguish
betweenall ��� �

� �

��

��� �

possible�les
����� �

thatsatisfy
�

�

����� � �	��

�����

�

�


���

. (Notethattheresultis
independentof

�
��� �

.) Interestingly, if weonly sendasinglemessagefrom server to client,wecan
matchthis resultup to a factorof 	 in thecaseof abalancedpair, asshown in thefollowing result.

Theorem 2 [35] There is a protocol that sendsa singlemessage of at most
�����

��� �

� �

��

��� � �

�

�����

��� �

� �

������� � �

�

�

bitsfromservertoclientandthatworksonall
� ��� �

and
��

���

with
�

�

������� �	��

�����

�

�


���

and
�

�

��
������	����� � �

�

�
��� �

.

The result is obtainedby consideringthe characteristic hypergraph for the problem,�rst
de�nedby Witsenhausen[51] andobtainedby addingavertex for each�le

����� � � ���

, andfor each
��
���� � �

�

a hyperedge�

�

��

�����

�
	

�������




�

�

����� ��� ��

�����

�

�


���

and
�

�

��

�����	������� �

�

�
�������

. Since
eachvertex is adjacentto atmost ��� �

� �

� ����� �

edgesandeachedgecontainsat most ��� �

� �

��

��� �

vertices,thechromaticnumberof thehypergraphis atmost��� �

� �

��

��� ��


��� �

� �

����� � �

. If theserver
sendsto theclient thecolorof

� �����

, using
������� �

��� �

� �

��

������


��� �

� �

������� � ���

�

�����

��� �

� �

��

��� � �

�

�����

��� �

� �

������� � �

�

�

bits, thentheclient canreconstruct
� �����

.
As shown by Kahn and Orlitsky (see[35]), this result is almost tight for single-message

protocols.However, if we allow morethana singlemessage,muchbetterresultscanbeobtained,
asbrie�y outlinedin thefollowing:

Theorem 3 [35] Thereexistprotocolsthatworkonall
� ��� �

and
��

���

with
�

�

������� �	��
������

�

�


���

and
�

�

��

����� ����� � �

�

�
�����

andthatachievethefollowingbounds:

(a) at most	

��� �

��� �

� �

��

��� � �

�

���������

���

��	

��� �

� �

������� � �

��� �
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(c) atmost
��� �

��� �

� �

��
������ �

� �

���������

��� �

� �

��

��� � �

bitswith � messagesexchangedbetweenclient
andserver.

Theboundfor two messagesis basedon a fairly simpleandelegantconstructionof a family
of perfecthashfunctionsusingtheLovaszLocal Lemma[4]. Thebounditself only improveson
theone-messageboundabove for very unbalancedpairs,i.e., when ��� �

� �

� 

��� �

is muchsmaller
than ��� �

� �

����� � �

, but theresultis themainbuilding block for thethree-messagecase.Thethree-
messageresult is almostoptimal for approximatelybalancedpairs,but not for very unbalanced
pairs. This problemis resolved by the four-messageprotocol, which is in fact independentof

��� �

� �

������� �

andonly dependson ��� �

� �

� 

��� �

. Thus,at mostfour messagessuf�ce in principle
to getabit-optimalprotocol,up to lowerorderterms.

While theseresultsarevery importantin characterizingthe fundamentalcomplexity of the
remote�le synchronizationproblem,they suffer from threemainlimitations.Firstly, theprotocols
do not seemto imply any ef�ciently implementablealgorithms,sincethe client would have to
checka largenumberof possible�les

� �����

in orderto �nd theonethathasthecoloror hashvalue
generatedby theprotocol. Secondly, many of theresultsrely on theexistenceof balancedpairs,
and thirdly it is not clear what boundsare implied for interestingdistancemeasures,which as
discussedarerarelybalancedor symmetric.This lastissueis discussedin thenext subsection.

3.5 Resultsfor Particular DistanceMeasures

We now discussboundson communicationthatcanbeachievedfor particulardistancemeasures,
focusingon resultsfrom [35, 37, 16].

In general,protocolsfor a distancemeasuretypically consistof a �rst phasethatusesa dis-
tanceestimationtechniqueto getanupperboundonthedistancesbetweenthetwo �les (discussed
in thenext subsection),anda secondphasebased,e.g.,on oneof theprotocolsof Orlitsky [35],
that synchronizesthe two �les. In orderto show boundsfor thesecondphaserelative to the �le
distanceundera particularmetric,we needto (i) investigatewhetherthe �les canbeassumedto
bebalancedor not underthedistancemeasure,andselecttheappropiateprotocol,and(ii) bound
themaximumambiguitiesbasedon thepropertiesof thedistancemeasures,theupperboundson
thedistances,andthelengthsof the�les.

Thisapproachis takenin [35, 16] to show boundsfor a few distancemeasures.In particular,
[16] derivesthefollowing boundsbasedon �le lengthsanddistances:
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bitsundertheHammingdistancemeasure,with two roundtrips,

�

�

� ���

�

� 


�������




� 

�

�

������� �	��
������ �

bits underthe edit distancemeasureand the LZ measure
introducedin [16], with two roundtrips,and
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bitsundertheeditdistancemeasureandtheLZ measure,with
���

�
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�������




�

�

�

roundtrips.

In theseresults,all except the last roundtripareusedfor distanceestimation;the last boundis
basedon a moreprecisedistanceestimation.With theexceptionof theHammingdistance,where
ef�cient codingtechniquesareknown[1], theseresultsarenotpracticaldueto thebeforementioned
problemof ef�ciently decodingat therecipient.
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Somemorepracticalprotocolsarealsogivenin [16, 37, 41]. The protocolsin [16, 37] use
a hierarchicalpartitioningapproach,resultingin a logarithmicnumberof roundtripsbut avoiding
thedecodingproblemsof theotherapproaches.Someexperimentalresultsin [37] show signi�cant
improvementsfor somedatasetsascomparedto rsync, with aprotocolthatgivesprovablebounds
for avariantof edit distance.

3.6 Estimating File Distances

As mentioned,many protocolsrequirea priori knowledgeof upperboundson the distancesbe-
tweenthe two �les. We now discussprotocolsfor estimatingthesedistances.We notethat we
couldapplythesamplingtechniquesin [10, 30] to construct�ngerprints of the�les thatcouldbe
ef�ciently transmitted(seealso[22] for theproblemof �nding similar �les in largercollections).
While thesetechniquesmaywork well in practiceto decidehow similar two �les are,they arenot
designedwith any of thecommondistancemeasuresin mind,but basedon theideaof estimating
thenumberof commonsubstringsof agivenlength.

Gooddistanceestimationtechniquesfor somespeci�c metricsaredescribedin [16]. These
techniquesconsistof asingleroundtripin whichatotalof

�

�����

� �

bitsaresentto exchange�nger-
printsobtainedby appropriatesamplingtechniques.In particular, [16] showsthattheLZ measure,
which for thepurposeof compressioncapturesa lot of thenotionof �le similarity, aswell asthe
edit distance,canbe approximatedthrougha slightly modi�ed LZ-lik e measurethat is in fact a
metric,andthatthismetricitself canbeconvertedinto Hammingdistance.

3.7 ReconcilingDatabaseRecordsand File Systems

In theremote�le synchronizationproblem,we assumethatwe have alreadyidenti�ed two corre-
sponding�les

����� �

and
��

���

thatneedto besynchronized,andwe would like to avoid transmitting
anentire�le to do so. However, in many scenarioswe havea largenumberof items(�les in a �le
systemor recordsin a database),only a few of which have beenchanged.In this case,we would
like to identify thoseitemsthathave beenchangedwithout transmittinga separate�ngerprint or
timestampfor eachone.Oncewehaveidenti�ed theseitems,wecanthensynchronizethemusing
either the remote�le synchronizationtechniquespresentedearlier, or by transmittingthe entire
item in the caseof small databaserecords.In the following, we discussthe problemsarisingin
this scenario,with emphasison a recentapproachdescribedin [26, 33, 46]. Someearlierwork on
reconciliationof record-baseddataappearedin [7, 1, 31,32].

Considerthe case,assumedin [46], of a handhelddevice usingthe Palm Hotsyncprogram
to synchronizeits databaseof addressesor appointmentswith a desktopdevice. If the handheld
waslast synchronizedwith the samedesktop,thenthe Palm Hotsyncsoftwarecanuseauxiliary
logging information to ef�ciently identify items that needto be synchronized.However, in the
generalcasewherethetwo partieshavenot recentlysynchronizedandwherebothmayhaveadded
or deleteddata,simplelogginginformationwill nothelp,andthesoftwaretransmitsall records.

Assumethatwe computea �ngerprint of small,�x edsize(e.g.,MD4 with
�

	

�

bits) for each
object,andthat �

��� �

is the setof �ngerprints (integers)heldby theserver, and �



���

is the setof
�ngerprintsheldby theclient

�

�

. Thenthesetreconciliationproblemis theproblemof determining
thedifferences�



��� �

�

��� �

and �

����� �

�


����

of thetwo setsat theclient. This thenallowstheclient
�

� Note that if the recordsarevery short,e.g.,a few bytes,thenwe candirectly performreconciliationon thedata
withoutusing�ngerprints.
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to decidewhich recordsit needsto requestfrom anduploadto the server. (Of course,in other
cases,eachpartymight wantto obtainoneof thedifferences.)

Thereadermight alreadyobserve that this scenariois now quitesimilar to thatencountered
in the context of error correctingcodes(erasurecodes),andthis observation is usedby Minsky,
Trachtenberg,andZippel[33] to applytechniquesfrom codingtheoryto theproblem.In particular,
onesolutionbasedon Reed-Solomoncodescomeswithin a factor 	 of the information-theoretic
lowerbound,while asolutionbasedon theinterpolationof characteristicpolynomialscomesvery
closetooptimal.Theprotocolsin [33,46] assumethatanupperboundonthenumberof differences
betweenthetwo setsis known, which canbeobtainedeitherby guessingasdescribedin [46], or
possiblyby usingknown techniquesfor estimatingsetintersectionsizesin [10, 30].

Experimentsin [46] on a Palm OS handhelddevice demonstratesigni�cant bene�ts over
the Palm Hotsyncapproachin many cases.Onecritical issueis still the amountof computation
required,whichdependsheavily on thenumberof differencesbetweenthetwo sets.

Wenotethatwecouldalsoplace�

�����

into a �le
�������

, and �



���

into a �le
��

���

, in sortedorder,
and thenapply rsyncto these�les (or even to a concatenationof the original �les or records).
However, thiswouldnotachievethebestpossibleboundssincesetreconciliationis reallyaneasier
problemthan�le synchronizationdueto theassumptionof setswith known recordboundaries.

4 Conclusionsand OpenProblems
In thischapter, wehavedescribedtechniques,tools,andapplicationsfor deltacompressionandre-
mote�le synchronizationproblems.Webelievethattheimportanceof theseproblemswill increase
ascomputingbecomesmoreandmorenetwork-centric,with millions of applicationsdistributing,
sharing,andmodifying �les ona globalbasis.

In thecaseof deltacompression,existing toolsalreadyachieve fairly goodcompressionra-
tios, and it will be dif�cult to signi�cantly improve upon theseresults,althoughmore modest
improvementsin termsof speedand compressionare still possible. Recall that the bestdelta
algorithmsarecurrentlybasedon Lempel-Ziv typealgorithms.In thecontext of (non-delta)com-
pression,suchalgorithms,while notproviding theabsolutelybestcompressionfor particulartypes
of data,arestill consideredcompetitivefor general-purposecompression.Wewouldexpectasim-
ilar situationfor deltacompression,with major improvementsonly possiblefor specialtypesof
data.On the theotherhand,a lot of work still remainsto bedoneon how to bestusedeltacom-
pressiontechniques,e.g.,how to cluster�les andidentify goodreference�les, andwhatadditional
applicationsmight bene�t from deltacompressiontechniques.

For remote�le synchronizationtechniques,on theotherhand,therestill seemsto be a sig-
ni�cant gapin compressionperformancebetweenthecurrentlyavailabletoolsandthetheoretical
limits. It is animportantquestionwhetherwecanmodify thetheoreticalapproachesfrom commu-
nicationcomplexity into ef�ciently implementablealgorithmswith provably goodperformance.
A morerealisticgoal would be to engineerthe approachin rsyncin order to narrow the gapin
performancebetweenremote�le synchronizationanddeltacompression.

Acknowledgements

Thanksto Dimitre Trenda�lov for hiswork onimplementingthezdeltacompressor, andto Dimitre
Trenda�lov andPatrickNoel for providing theexperimentaldata.

20



References
[1] K. Abdel-Ghaffar andA. El Abbadi. An optimal strategy for comparing�le copies. IEEE

Transactionson Parallel andDistributedSystems, 5(1):87–93,January1994.

[2] M. Adler andM. Mitzenmacher. Towardscompressingweb graphs. In Proc. of the IEEE
DataCompressionConference(DCC), March2001.

[3] M. Ajtai et.al. Compactlyencodingunstructuredinputswith differentialcompression.IBM
Research ReportRJ10187, September2000.

[4] N. Alon andJ.Spencer. TheProbabilisticmethod.

[5] S.BalasubramaniamandB. Pierce.Whatis aFile Synchronizer?.In Proc.of theACM/IEEE
MOBICOM'98Conference, pages98–108,October1998.

[6] G. Banga,F. Douglis,andM. Rabinovich. Optimisticdeltasfor WWW latency reduction.In
1997USENIXAnnualTechnicalConference, Anaheim,CA, pages289–303,January1997.

[7] D. BarbaraandR. Lipton. A classof randomizedstrategiesfor low-costcomparisonof �le
copies.IEEETransactionson Parallel andDistributedSystems, 2(2):160–170,April 1991.

[8] B. Berliner. CVSII: Parallelizingsoftwaredevelopment.In Proc.of theWinter 1990USENIX
Conference, pages341–352,January1990.

[9] K. BharatandA. Broder. Mirror, mirror on the web: A studyof hostpairswith replicated
content.In Proc.of the8th Int. World WideWebConference, May 1999.

[10] A. Broder. On theresemblanceandcontainmentof documents.In CompressionandCom-
plexity of Sequences(SEQUENCES'97), pages21–29.IEEEComputerSociety, 1997.

[11] R. BurnsandD. Long. Ef�cient distributedbackupwith deltacompression.In Proc. of the
Fifth Workshopon I/O in Parallel andDistributedSystems(IOPADS), 1997.

[12] P. Camerini,L. Fratta,andF. Maf�oli. A noteon �nding optimumbranchings.Networks,
9:309–312,1979.

[13] M. ChanandT. Woo.Cache-basedcompaction:A new techniquefor optimizingwebtransfer.
In Proc.of INFOCOM'99, March1999.

[14] Y. Chen,F. Douglis,H. Huang,andK. Vo. Topblend:An ef�cient implementationof HtmlD-
if f in Java. In Proc.of theWebNet2000Conference, October2000.

[15] J.Cho,N. Shivakumar, andH. Garcia-Molina.Findingreplicatedwebcollections.In Proc.
of theACM SIGMODInt. Conf. on Managementof Data, pages355–366,May 2000.

[16] G. Cormode,M. Paterson,S.Sahinalp,andU. Vishkin. Communicationcomplexity of doc-
umentexchange.In Proc.of theACM–SIAMSymp.onDiscreteAlgorithms, January2000.

[17] M. Costa.Writing ondirty paper. IEEETransactionsonInformationTheory, pages439–441,
May 1983.

21



[18] M. DelcoandM. Ionescu.xProxy: A transparentcachinganddeltatransfersystemfor web
objects.May 2000.unpublishedmanuscript.

[19] F. Douglis,A. Haro,andM. Rabinovich. HPP:HTML macro-preprocessingto supportdy-
namicdocumentcaching.In Proc.of theUSENIXSymposiumon InternetTechnologiesand
Systems(USITS), December1997.

[20] A. Ev�mievski. A probabilisticalgorithmfor updating�les over a communicationlink. In
Proc. of theNinth AnnualACM-SIAMSymposiumon DiscreteAlgorithms, pages300–305,
January1998.

[21] J.Gailly. zlib compressionlibrary. Availableathttp://www.gzip.org/zlib/ .

[22] T.H. Haveliwala, A. Gionis, andP. Indyk. Scalabletechniquesfor clusteringthe web. In
Proc.of theWebDBWorkshop, Dallas,TX, May 2000.

[23] J. Hirai, S. Raghavan,H. Garcia-Molina,andA. Paepcke. WebBase: A repositoryof web
pages.In Proc.of the9th Int. World WideWebConference, May 2000.

[24] B. Houseland D. Lindquist. WebExpress:A systemfor optimizaingweb browsing in a
wirelessenvironment.In Proc.of the2ndACM Conf. onMobileComputingandNetworking,
pages108–116,November1996.

[25] J.Hunt,K. P. Vo, andW. Tichy. Deltaalgorithms:An empiricalanalysis.ACM Transactions
onSoftwareEngineeringandMethodology, 7, 1998.

[26] M. Karpovsky, L. Levitin, andA. Trachtenberg. Dataveri�cation andreconciliationwith
generalizederror-controlcodes.In 39thAnnualAllerton Conf. on Communication,Control,
andComputing, 2001.

[27] E.Kushilevitz andN. Nisan.CommunicationComplexity. CambridgeUniversityPress,1997.

[28] V. I. Levenshtein. Binary codescapableof correctingdeletions,insertionsandreversals.
SovietPhysicsDoklady. 10(8):707-710.February1966.

[29] J. MacDonald. File systemsupportfor deltacompression.MS Thesis,UC Berkeley, May
2000.

[30] U. ManberandS. Wu. GLIMPSE:A tool to searchthroughentire�le systems.In Proc.of
the1994Winter USENIXConference, pages23–32,January1994.

[31] J.Metzner. A paritystructurefor largeremotelylocatedreplicateddata�les. IEEETransac-
tionson Computers, 32(8):727–730,August1983.

[32] J. Metzner. Ef�cient replicatedremote�le comparison.IEEE Transactionson Computers,
40(5):651–659,May 1991.

[33] Y. Minsky, A. Trachtenberg, andR. Zippel. Setreconciliationwith almostoptimalcommu-
nicationcomplexity. TechnicalReportTR2000-1813,CornellUniversity, 2000.

22



[34] J. C. Mogul, F. Douglis, A. Feldmann,andB. Krishnamurthy. Potentialbene�ts of delta-
encodingand datacompressionfor HTTP. In Proc. of the ACM SIGCOMMConference,
pages181–196,1997.

[35] A. Orlitsky. Interactivecommunicationof balanceddistributionsandof correlated�les. SIAM
Journalof DiscreteMath, 6(4):548–564,1993.

[36] A. Orlitsky. Worst-caseinteractivecommunicationII: Two messagesarenot optimal. IEEE
Transactionson InformationTheory, 37(4):995-1005.July1991.

[37] A. Orlitsky andK. Viswanathan.Practicalalgorithmsfor interactivecommunication.In IEEE
Int. Symp.on InformationTheory, June2001.

[38] Z. Ouyang,N. Memon,andT. Suel. Delta encodingof relatedweb pages.In Proc. of the
IEEEData CompressionConference(DCC), March2001.

[39] C. Pyne.Remote�le transfermethodandapparatus,1995.US PatentNumber5446888.

[40] M. Rochkind.Thesourcecodecontrolsystem.IEEETransactionsonSoftwareEngineering,
1:364–370,December1975.

[41] T. Schwarz,R. Bowdidge,andW. Burkhard.Low costcomparisonof �le copies.In Proc.of
the10thInt. Conf. on DistributedComputingSystems, pages196–202,1990.

[42] R. Tarjan.Findingoptimumbranchings.Networks, 7:25–35,1977.

[43] S.Tate. Bandorderingin losslesscompressionof multispectralimages.IEEE Transactions
onComputers, 46(45):211–320,1997.

[44] W. Tichy. Thestring-to-stringcorrectionproblemwith block moves. ACM Transactionson
ComputerSystems, 2(4):309-321,November1984.

[45] W. Tichy. RCS:A systemfor versioncontrol. Software - PracticeandExperience, 15, July
1985.

[46] A. Trachtenberg, D. Starobinski,andS.Agarwal. FastPDA synchronizationusingcharacter-
isticpolynomialinterpolation.TechnicalReportBU-2001-03,BostonUniversity, Department
of ElectricalandComputerEngineering,2001.

[47] D. Trenda�lov, N. Memon,andT. Suel. zdelta:a simpledeltacompressiontool. Technical
Report,PolytechnicUniversity, CISDepartment,April 2002.

[48] A. Tridgell. Ef�cient Algorithmsfor Sortingand Synchronization. PhD thesis,Australian
NationalUniversity, April 2000.

[49] A. Tridgell andP. MacKerras. The rsyncalgorithm. TechnicalReportTR-CS-96-05,Aus-
tralianNationalUniversity, June1996.

[50] R. A. WagnerandM. J.Fisher. Thestring-to-stringcorrectionproblem.J. ACM, 21(1):168-
173,January1973.

23



[51] H. Witsenhausen.Thezero-errorsideinformationproblemandchromaticnumbers.IEEE
Transactionson InformationTheory, 22(5):592-593,September1976.

[52] J. Ziv andA. Lempel. A universalalgorithmfor datacompression.IEEE Transactionson
InformationTheory, 23(3):337–343,1977.

[53] J.Ziv andA. Lempel. Compressionof individual sequencesvia variable-ratecoding. IEEE
Transactionson InformationTheory, 24(5):530–536,1978.

24


