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Abstract

Deltacompressiomndremote le synchronizationechniquesreconcerneavith ef cient
le transferoveraslov communicatiorink in the casewherethereceving partyalreadyhas
asimilar le (or les). Thisproblemarisesnaturally e.g.,whendistributing updatedversions
of software over a network or synchronizingpersonal les betweendifferentaccountsand
devices. More generally the problemis becomingincreasinglycommonin mary network-
basedapplicationsvhere les andcontentarewidely replicated frequentlymodi ed, andcut
andreassembleih differentcontexts andpackagings.

In this chapterwe suney techniquessoftwaretools, andapplicationsor deltacompres-
sion,remote le synchronizationandcloselyrelatedproblems.We rst focuson deltacom-
pressionwherethesendeknowsall thesimilar les thatareheldby therecever. Inthesecond
part,we suney work on therelated,but in mary waysquite different,problemof remote le
synchronizationwherethe sendeidoesnot have a copy of the les heldby therecever.

Work supportedby NSFCAREERAward NSF CCR-009340@ndby Intel Corporation.
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1 Intr oduction

Compressiortechniquesare widely usedin computernetworks and datastoragesystemso in-
creaseaheef ciency of datatransfersandreducespaceequirement®nthereceving device. Most
techniquedocuson the problemof compressingndividual les or datastreamsof a certaintype
(text, images,audio). However, in today's network-basedervironmentit is often the casethat
les andcontentarewidely replicated frequentlymodi ed, andcut andreassembledh different
contexts andpackagings.

Thus,thereare mary scenariosvherethe recever in a datatransferalreadyhasan earlier
versionof the transmittedle or someother le thatis similar, or whereseveral similar les are
transmittedogether Examplesarethedistribution of softwarepackagesvhenthereceveralready
hasanearlierversionthetransmissiorof a setof relateddocumentshatsharestructureor content
(e.g.,pagedrom the sameweb site), or the remotesynchronizatiorof a databaseln thesecases,
we shouldbe ableto achieve bettercompressiorthanthat obtainedby individually compressing
each le. Thisis the goal of the deltacompressiorandremote le synchronizatiortechniques
describedn this chapter

Considerthe caseof a sener distributing a software package.If the client alreadyhasan
olderversionof the software,thenanef cient distribution schemewvould only senda patchto the
clientthatdescribegshe differencedetweerthe old andthe new version. In particular the client
would senda requesto the sener thatspeci esthe versionnumberof the outdatedversionat the
client. The sener thenlooks at the new versionof the software,andat the outdatedversionthat
we assumes availableto the sener, andcomputesandsendsout a "patch” thatthe clientcanuse
to updateits version. The processof computingsucha “patch” of minimal sizebetweertwo les
is calleddeltacompessionor sometimeslsodeltaencodingor differential compession

Of course,in the caseof softwareupdateghesepatchesareusuallycomputedof ine using
well-known tools suchasbdiff, andthe client canthenchoosehe right patchfrom alist of les.
However, bdiff is nota very gooddeltacompressqrandthereareothertechniqueshatcanresult
in signi cantly smallerpatchsize.

When distributing popular software that is only updatedperiodically it seemsrealistic to
assumethat the sener hascopiesof the previous versionsof the software which it canuseto
computea deltaof minimal size. However, in otherscenariosthe sener may only have the new
version,dueto theoverheadf maintainingall outdatedrersionsor dueto client-sideor third-party
changegothe le. Theremotele syndironizationproblemis the problemof designinga protocol
betweerthetwo partiesfor this casethatallows the client to updateits versionto the currentone
while minimizing communicatiorbetweerthetwo parties.

1.1 Problem De nition

More formally, we have two strings( les) over somealphabet (mostmethods
arecharacter/byt@riented),andtwo computers (theclient)and (the sener) connectedy a
communicationink.

In the deltacompessionproblem, hasa copy of and hascopiesof both and
, andthegoalfor istocomputea le  of minimumsize,suchthat canreconstruct
from and .Wealsoreferto asadeltaof and

In theremote le syndironizationproblem, hasa copy of and only hasacopy of
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, andthegoalis to designa protocolbetweerthetwo partiesthatresultsin  holdinga
copy of , while minimizing the communicatiorcost.

Wealsoreferto  asarefeencele andto asthecurrentle. Forale ,weuse to
denotethe th symbolof ,and to denoteheblock of symbolsfrom until (and
including) . We notethatwhile we introducethe deltacompressiomproblemherein a networking
contet, anotherimportantapplicationareais in the space-etient storageof similar les, e.g.,
multiple versionsof adocumenbr a softwaresource- in fact,deltacompressiortechniquesvere
rst introducedin the context of softwarerevision control systems We discusssuchapplications
in Subsectior?.1, andit shouldbe obvioushow to adaptthe de nitions to sucha scenario.Also,
while our de nition assumes singlereferencele , therecould be several similar les that
mightbe helpfulin communicatinghe contentsof to theclient, asdiscussedater.

In the caseof the le synchronizatiorproblem,mary currentlyknown protocolg[49, 16, 35]
consistof a singleroundof communicationwherethe client rst sendsarequestwith a limited
amountof informationabout  tothesener, andthesenerthensendsanencodingof thecurrent
le totheclient. In the caseof a multi-roundprotocol,a standardnodelfor communicatiorcosts
basedon lateny andbandwidthcanbe employedto measureahe costof the protocol. A simple
modelcommonlyusedin distributedcomputingde nes the cost(time) for sendinga messagef
length as , Where isthelateny (delay)and thebandwidthof the connection.

Thereareseveral otherinterestingalgorithmicproblemsarisingin the contet of deltacom-
pressionandremote le synchronizatiorthatwe alsoaddress.For example,it somecaseghere
is no obvioussimilar le, andwe may have to selectthe mostappropriataeferencele(s) from a
collectionof les. In the caseof remote le synchronizationywe would oftenlik e to estimatele
similarity ef ciently over a network. Finally, the datato be synchronizednay consistof a large
numberof smallrecordsyatherthanafew large les, necessitating somevhatdifferentapproach.

1.2 Content of this Chapter

In this chapterwe surwey techniquessoftwaretools, andapplicationsor deltacompressiorand
remote le synchronizationWe considerscenariosn networking aswell asstorage For simplic-

ity, mostof thetime, we considerthe caseof a singlereferencele, thoughthe caseof morethan
one le is alsodiscussedWe alsodiscusgelatedproblemsuchashow to selectappropriataefer

ence les for deltacompressionhow to estimatethe similarity of two les, andhow to reconcile
large collectionsof record-basedata.

In Section2, we focuson deltacompressionwherethe sendeknows all thesimilar les that
are held by the recever. In Section3, we surwey work on the related,but in mary ways quite
different, problemof remote le synchronizationwherethe senderdoesnot have a copy of the

les heldby therecever. Finally, Section4 offerssomeconcludingremarks.

2 Delta Compression

We now focuson the deltacompressiorproblem. We rst describesomeimportantapplication
scenarioghat bene t from deltacompression.In Subsectior2.2 we give an overview of delta
compressiorapproachesand Subsectior?.3 describesn more detail a deltacompressobased
ontheLZ compressioralgorithm. Experimentaresultsfor a few deltacompressoraregivenin
Subsectior2.4. Finally, we discussthe problemsof space-constrainedeltacompressiorand of
choosinggoodreferenceles in Subsection2.5and2.6,respectiely.
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2.1 Applications

As mentionedabove, mostof theapplicationsof deltacompressiomreaimedat reducingnetwork-
ing or storagecosts.We now describea few of themin moredetail.

Software Revision Control Systems:As mentionedn theintroduction,deltacompression
techniquesverepioneeredn thecontext of systemaisedfor maintainingtherevisionhistory
of softwareprojectsandotherdocument$8, 40, 45]. In thesesystemsmultiple, oftenalmost
identical,versionsof eachobjecthave to be storedin orderto allow the usergo retrieve past
versions.For example,the RCS(Revision Control Systempackagd45] usesthe diff delta
compressoto reducestorageequirementsi-or morediscussioron deltacompressiolin the
contet of suchsystemsandan evaluationof differentcompressorsseethe work of Hunt,
Vo, andTichy [25].

Delta Compressionat the File SystemLevel: TheXdeltaFile Systen{XDFS) of MacDon-
ald [29] aimsto provide ef cient supportfor deltacompressiomatthe le systemevel using
adeltacompressocalledxdelta Thisallowstheef cient implementatiorof revision control
systemsaswell assomeotherapplicationdistedhere,ontop of XDFS.

Software Distrib ution: As describedn the examplein theintroduction,deltacompression
techniquesare usedto generatesoftware patcheghat canbe ef ciently transmittedover a
network in orderto updateinstalledsoftwarepackages.

Exploring File Differences: Techniquedrom deltacompressiorcanbe usedto vizualize
differencedbetweendifferentdocumentsFor example,the well-known diff utility displays
thedifferencedetweertwo les asasetof editcommandswhile theHtmIDiff andtopblend
toolsof Douglisetal. [14] visualizethe differencebetweertwo HTML documents.

Impr oving HTTP performance: Severalapproachebave beenproposedhatemploy delta
compressiono improve the lateng for web accessedyy exploiting the similarity between
currentandoutdatedversionsof a web page ,andbetweerdifferentpageson the sameweb

site. In particular [6, 34] proposea schemecalledoptimisticdeltain which a cachingproxy

attemptgo hide the lateng of sener repliesby rst sendinga potentiallyoutdatedcached
versionof a pageto theclient,andthenif necessara smallcorrectve patchoncethe sener

replies. In anotherapproacha client thatalreadyhasan old versionof a pagein his cache
sendsa tag identifying this versionto a proxy (or sener) aspartof the HTTP requestithe

proxythensendghedeltabetweerthe old andthe currentversionto theclient[24, 18]. This

cansigni cantly decreas¢he amountof datasentto theclient, andis thusmoreappropriate
for clientsconnectedvia low-bandwidthlinks suchascellularmodems.

It hasalsobeenobsened that web pageson the samesener often have a high degree of
similarity (dueto commonlayout and menustructure)that could be exploited with delta
compressiortechniques.In particular [13] proposedo identify candidatepagesthat are
likely to begoodreferenceles for deltacompressioy looking for URLs thatsharealong
commonpre x with therequeste@ne.Otherwork [19] proposes similarideafor dynamic
pagese.g.,differentstockquotesrom a nancial site,thatsharealot of content.

Ef cient Web Page Storage: The similaritiesbetweendifferentversionsof the samepage
or differentpageson the sameweb site could alsobe usedfor increasedtorageef ciency
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in large-scalavebrepositoriesuchasthe InternetArchive or the StanfordWebBasg23].
In particular the InternetArchive aimsto presere multiple versionsof eachpage but these
pagesarecurrentlystoredwithout useof deltacompressioechniquesA delta-compressed
archve couldbeimplementedntop of XDFS[29], but a specializedmplementatiorwith a
moreoptimizeddeltacompressomight be preferablan this case.lf we alsoplanto exploit
similarities betweendifferent pages,then the problem of selectingappropriatereference
pagesarises. While the generalformulation of this problem, discussedurther belaw, is
guite challenging specializedechniquedasedon URL pre x matching[13] plus separate
detectionof mirrors[9] andreplicatedcollections[15] maysufce in practice.

2.2 Fundamentals

Recallthatin the deltacompressiomproblem,we have two les, and , andthegoalis to
computea le  of minimum size, suchthat one canreconstruct from and . Early
work on this problemwasdonewithin the framework of the string to string correction problem
de nedin [50] astheproblemof nding thebestsequencef insert,delete andupdateoperations
thattransformonestring to another Approachegor solving this problemwerebasedon nding
the largestcommonsubsequencef the two stringsusing dynamicprogrammingand addingall
remainingcharactergo explicitly. However, the string-to-stringcorrectionproblemdoes
not capturethe full generalityof the delta compressiorproblemasillustratedin the examples
givenin the previous sub-section.For example,in the string-to-stringcorrectionproblem,it is
implicitly assumedhat the datacommonto and appearin the sameorderin the two
les. Furthermorethe string-to-stringcorrectionapproackdoesnot accountfor substringsn
appearingn severaltimes.

To resole theselimitations, Tichy [44] de ned the string to string correctionproblemwith
block moves A block moveis atriple suchthat .
It represents nonemptycommonsubstringof and whichis of length . Given and

,the le  canthenbe constructecasa minimal covering setof suchblock movessuchthat
every element thatalsoappearsn is includedin exactly oneblock move. It canbe
furtheramuedthatan constructedrom thelongestcommonsubsequencapproachmentioned
earlieris justaspeciakaseof acoveringsetof blockmoves. Theminimality conditionthenensures
the superiorityof the block-movesapproacho thelongestcommonsubsequencapproach.

The questionthe arises- how doesoneconstructan optimal  given and ? Tichy
[44] alsoshovedthata greedyalgorithmresultsin a minimal cover setandthatan  basedon a
minimal cover setof block movescanbe constructedn linear spaceandtime usingsufx trees.
Unfortunately the multiplicative constantn the spacecompleity makesthe approachimpracti-
cal. A more practicalapproachuseshashtableswith linear spacebut quadratictime worst case
compleity [44].

Theblock-movesframavork describedabore represented fundamentashift in thedevelop-
mentof deltacompressiomlgorithms.While earlierapproachessedanedit-basedpproach i.e.,
construcianoptimalsequencef editoperationghattransform  into , the block-movesal-
gorithmsusea copy-base@pproach i.e., express asanoptimalsequencef copy operations
from

The Lempel-Zv string compressioralgorithms[52, 53] popularizedn the 1980's yield an-
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othernaturalframavork for realizingdeltacompressioechniquesasedon the copy-basedap-
proach.In particularly the LZ77 algorithmcanbeviewedasa sequencef operationghatinvolve
replacingapre x of thestringbeingencodedy areferenceo anidenticalpreviouslyencodedub-
string. In mostpracticalimplementatiorof LZ77, a greedyapproachs usedwherebythelongest
matchingpre x foundin thepreviously encodedext is replacedoy a copy operation.

Thus, delta compressiorcan be viewed as simply performingLZ77 compressiorwith the
le representingpreviously encoded’text. In fact, nothingpreventsus from alsoincluding
the part of which hasalreadybeenencodedn the searchfor a longestmatchingpre x. A
few additionalchangesrerequiredto getareally practicalimplementatiorof a LZ77-basedlelta
compressiortechnique. Several suchimplementationdiave beendesignedover the pastdecade
but the basicframenork is the same. They differencemostly lies in the encodingand updating
mechanism&mployed by each. In the next subsectiorwe describeone suchtechniquein more
detail.

2.3 LZ77-BasedDelta Compressors

The bestgeneral-purposdeltacompressioriools are currently copy-basedalgorithmsbasedon
theLempel-Zv [52] approachExampleof suchtoolsarevdeltaandits newer variantvcdiff [25],
thexdeltacompressousedin XDFS[29], andthe zdeltatool [47].

We now describeheimplementatiorof sucha compressoim moredetail,usingtheexample
of zdelta The zdeltatool is basedon a modi cation of the zlib compressiodibrary of Gailly
[21], with someadditionalideasinspiredby vdelta andanyonefamiliar with zlib, gzipandother
Lempel-Zv basedalgorithmsshouldbe ableto easilyfollow the description.Essentiallytheidea
in zdeltg alsotakenin the vcdiff (vdelta) and xdeltaalgorithms,is to encodethe current le by
pointingto substringsn thereferencele aswell asin thealreadyencodedgartof thecurrent le.

Toidentify suitablematchesluringcoding,we maintaintwo hashtables onefor thereference

le, , andonefor the alreadycodedpartof the current le, . Thetable is essentially
handledthe sameway asthe hashtablein gzip, wherewe insertnew entriesaswe traverseand
encode . Thetable is built beforehandy scanning , assuming is nottoo large.

Whenlooking for matcheswe searchn bothtablesto nd thebestone.Hashingof a substrings
donebasednits rst charactersyith chaininginsideeachhashbucket.

Letsassumdor the momentthatbothreferenceandcurrent le t into mainmemory Both
hashtablesareinitially empty Thebasicstepsduringencodingareasfollows. (Decodingis fairly
straightforvardgiventhe encoding.)

1. Preprocessinghe ReferenceFile:

For to

(a) Compute , the hashvalue of the rst threecharactersstartingfrom
position in

(b) Insertapointerto position into hashbucket of

2. Encodingthe Curr ent File:

Initialize pointers to zero,sayfor



Set
While

(a) Compute , the hashvalue of the rst threecharacterstartingfrom
position in

(b) Searchhashbucket in both and to nd a“good match”,i.e.,asubstringin
or the alreadyencodedart of thathasa commonpre x of maximumlengthwith the
stringstartingat position of

(c) Insertapointerto position into hashbucket of

(d) If thematchis of lengthatleast , encodethepositionof thematchrelatveto if thematch
isin , andrelative to oneof thepointers if thematchisin . If severalsuchmatches
of the samelengthwerefoundin (b), choosethe onethathasthe smallestrelative distance
to position in or to oneof thepointersinto . Also encodethe lengthof the match
andwhich pointerwasusedasreferencelncrease by thelengthof thematch,andpossibly
updatesomeof the pointers .

(e) If thereis nomatchof lengthatleast , write out character andincrease by .

Thereare a numberof additionaldetailsto the implementation. Firstly, we can choosea
varietyof policiesfor updatingthepointers . Themotivationfor thesepointersasusedin vdeltg
is thatin mary caseghelocationof the next matchfrom is ashortdistanceafterthelocation
of the previous one, especiallywhenthe les arevery similar. Thus, by updatingone of the
pointersto point to the endof the previous match,we hopeto very succinctlyencodethe location
of the next match.In general smartpointermovementpoliciesmightleadto additionalmoderate
improvementsover the existing tools.

Anotherimportantdetail concernghe methodusedto encodethe distancesmatchlengths,
pointerinformation,andcharactersHere, zdeltausesthe Huffman codingfacilities provided by
zlib, while vdeltausesa byte-basedncodingthatis fasterbut lesscompact. In contrastxdelta
doesnottry ary cleverencodingatall, but leavesit up to the userto applya separateompression
tool ontheoutput.

A veryimportantissueis whatto doif thehashtablesdevelopverylong chains.For this
canbehandledoy simply evicting the oldestentrieswheneaerabucketgrows beyondacertainsize
(asdonein gzip), but for thingsaremorecomplicated Notethatfull bucketscanhapperdueto
two causesFirstly, if is very large,thenall bucketsof maybecomdarge. Thisis handled
in vdeltaandzdeltaby maintaininga“window” of x edsize(say or KB)into . Initially,
thewindow is at the startof the le, andasthe encodingproceedswe slide this window through

accordingto the positionswherethe bestmatchesvererecentlyfound. A simple heuristic,
employedby zdeltg usesaweightedaverageof the mostrecentlyusedmatchego determinavhen
it is time to slidethewindow by half thewindow size. In thatcase we remove all entriesthatare
outsidethenew window from  , andaddthenew entriesthatarenow insidethewindow. A more
sophisticatedschemepsedin vcdiff, computesngerprints on blocksof a certainsize(e.qg.,
bytes)andthenchooses window positionin thatmaximizeshe similarity with the currently
consideredareaof . In generalthe problemof how to bestmove the window though is
dif cult andnotreally resoled,andthe bestmovementmaynot be sequentiallyfrom startto end.
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| | gcesize| gectime | emacssize | emacsime |

uncompressed 27288 - 27326 -
gzip 7479 24/30 8191 26/35
xdelta 461 20 2131 29
vediff 289 33 1821 36
zdelta 250 26/32 1465 35/42

Table 2.1: Compressiomesultsfor gccandemacdlatasets(sizesin KB andtimesin seconds)

Secondly evenif is small, or during onewindow position, somebuckets canbecome
very large dueto afrequentlyoccurringsubstring.In this casejt is not clearwhich entriesshould
be evicted, thoseat the beginning or atthe endof the le or currentwindow. Thisissueis again
relatedto the problemof nding andexploiting the patternof matchesn thereferencele, which
depend®ntherelationbetweerreferenceindcurrent le, andagoodsolutionis notyetapparent.

2.4 SomeExperimental Results

We now show afew experimentalresultsto give the usera feel for the compressiomperformance
of theavailabletools. In theseresults,we comparexdelta vcdiff, andzdeltaon two differentsets
of les:

1. The gccandemacsdatasetsusedin the performancestudyin [25], consistingof versions
2.7.0and2.7.10f gcg and19.28and19.290f emacs The newer versionsof gccandemacs
consistof and les, respecitiely.

2. A setof arti cially createdles that modelthe degreeof similarity betweentwo les. In
particular we createdwo completelyrandomles and of x edlength,andthenper
formeddeltacompressiometween andanotherle createdby a“blending” procedure
thatcopiestext from either and accordingto asimpleMarkov processBYy varyingthe
parametersf the processye cancreatea sequencef les  with similarity rangingfrom

( )Yto ( ) onanonlinearscale.
All runswere performedon a SunE450sener with UltraSparclle processorand
GB of mainmemory with thedatastoredona RPM SCSildisk. We notethatonly oneCPU

wasusedduringtheruns,andthatmemoryconsumptiorwasnotsigni cant. (We alsodid multiple
runsfor each le in the collectionsanddiscardedhe rst one- the mainresultof this setupis to
minimize disk accesgosts thusfocusingon the CPU costsof the differentmethods.)

For the gccandemacddatasets,the uncompessedandgzip numbersarewith respecto the
newer releasesWe seefrom theresultsthatdeltacompressiomachiezessigni cant improvements
over gzip on these les, especiallyfor the very similar gcc les. Among the deltacompressors,
zdeltagetsthe bestcompressiomatio, mainly dueto useof Huffmancodinginsteadof byte-based

More precisely our processhastwo states, , wherewe copy a charactefrom , and , wherewe copy a
charactefrom , andtwo parameters,, the probability of stayingin , and , the probability of stayingin . In
the experimentswe set andvary from to . Clearly acompleteevaluationwould haveto look at several
settingsof to capturedifferentgranularitieof le changes.
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Figure 2.1: Compressiomwversusle similarity (in KB)

Figure 2.2 Runningtime versusle similarity (in seconds)
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coding. The xdeltacompressoperformsworstin theseexperiments.As describedn [29], xdelta
aimsto separatelifferencingandcompressionandthusa standarcompressosuchasgzipcanbe
appliedto the outputof xdelta However, in our experiments subsequenapplicationof gzip did
notresultin any signi cantimprovementon thesedatasets.

Concerningunningtimes,all threedeltacompressorareonly slightly slowerthangzip, with
xdeltacomingclosest.Note thatfor gzip andzdeltawe reporttwo differentnumbershatre ect
theimpactof theinput/outputmethodon performanceThe rst, lower numbergivesperformance
usingdirectaccesgo les, while theseconchumberis measuredisingStandard/O. The number
for vediff is measuredisingStandard/O, while xdeltausesdirect le accessTakingthesediffer-
encesnto accountall deltacompressorarewithin at most of thetime for gzip, eventhough
they have to procesgwo setsof les insteadof justoneasgzip.

Looking attheresultsfor different le similarity, we seethe sameordering.Not surprisingly
when les arevery differentdeltacompressiomloesnot helpatall, while for almostidentical les
all methodsdo quite well. However, we seethat vcdiff and zdeltagive bene ts even for only
slightly similar les for which xdeltadoesnotimprove over gzip. (Note thatgzipitself doesnot
provide ary bene ts heredueto theincompressibilityof the les.) We alsoseethatthe running
timesfor the deltacompressorslecreaseas le similarity increasesthis is dueto the increasing
lengthsof the matchedoundin thereferenceles (which decreaséhe numberof searchedn the
hashtables). This effect largely explainswhy the deltacompressorarealmostasfastasgzipon
collectionswith large similarity suchasgccandemacsfor les with low degreesof similarity, the
threedeltacompressortake about to longerthangzip.

2.5 Space-Constrainedelta Compression

As describedn Subsectior?.2,thegreedyalgorithmof Tichy [44] resultsin anoptimalsetof block
moves.To shov how theseblock movesaredeterminecndencodedn apracticalimplementation,
in Subsectior?.3 we discussedn implementatiorbasedon an LZ77-like framenvork. However,
thesealgorithmscangive very poor performancevhenlimited memoryresourcesreavailableto
thecompressoor decompressoin [3] Ajtai etal. look atthe problemof deltacompressiomnder
variousresourceconstraints. They rst examinedeltacompressionn linear time and constant
space,which is relevantwhenthe les and aretoo largeto t in memory A simple
solutionin this casewould beto restrictsearcior thelongestpre x in to theforwarddirection
only. Thatis, whenlooking for a matchwe ignorethe part of that precedeshe end of the
substringthat was just encoded. However, this resultsin signi cantly suboptimalcompression
whensubstringccurin differentorderin and

To alleviatethis problem[3] proposes correctingone-passlgorithmwhich utilizesa buffer
thatholdsall copy commandsand performingcorrectionson thesecommanddater whenbetter
matchesarefound. Therearetwo typesof correctionsmade. Tail correctionsoccurwhen,after
insertinga copy commandfrom a previously unencodedart of , the algorithm attemptsto
extendthe matchingstring badkwards in both and . If suchmatchesarefoundgoingin
a backward direction,thereis potentialfor replacingthe previous copy commanddy integrating
theminto the currentcopy command. The secondtype of correction,calledgenerl correction
occursif amatchingsubstring is foundthatis alreadyencodedn . In this case the algo-
rithm triesto determindf theearlierencodingof  canbefurthercompactedow that  canbe
encodedy a singlecopy command.Further to limit the spaceconsumedy the hashtablesthat
storesubstringocationsthey useatechniquecalledchedpointingthatrestrictsthelocationsof a
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substringthatareinsertedinto the hashtableto a smallbut carefully selectechumber The result
of theseextensionss a deltacompressiortechniquethatis practicalin termsof time andspace
compleity, workswith arbitrarysize les, andyieldsgoodcompression.

2.6 ChoosingReferenceFiles

In someapplicationsdeltacompressioperformancaelepend$eaily onthechoiceof appropriate
referenceles. For example,to compress setof related les, we needto choosdor eachle one
or severalreferenceles thathave signi cant similarity with it; eachreferencele itself canalso
be compressethis way provided no cyclesare created.In the caseof a singlereferencele per
compressede, this problemis equvalentto nding anoptimumbranchingin a corresponding
directedgraphwhereeachedge hasa weight equalto size of the deltaof with respect
to referencele . This problemcanbe solvedin time quadraticin the numberof documents
[12, 42], but the approachsuffersfrom two drawvbacks:First, the solutionmay containvery long
chainsof documentghathave to beaccesseth orderto uncompressa particular le. Secondfor
large collectionsthe quadratictime becomesinacceptableparticularlythe costof computingthe
appropriateveightsof the edgesf thedirectedgraph.

If weimposeanupperboundonthelengthof thereferencechainsthen nding theoptimum
solutionbecomedNP Complete[43]. If we allow each le to be compressedising more than
onereferencele, thenthis problemcanbereducedo a generalizatiorof optimumbranchingto
hypegraphsandhasbeenshovn NP Completeevenwith no boundon thelengthof chaing[2].

Someexperimentnsmallwebpagecollectionsusingminimumbranchingandseveralfaster
heuristicsare givenin [38], which shawv signi cant differencesn compressiorperformancebe-
tweendifferentapproachesFor very large collections,generaldocumentclusteringtechniques
suchas[10, 30, 22] could be applied,or specializecheuristicssuchas[9, 13, 15] for the caseof
webdocumentsin particular [13] demonstratethatthereis signi cant bene t in choosingmore
thanonereferencepageto compresawebpage.

Oneexampleof long referencechainsariseswhendealingwith mary differentversionsof
thesamele, suchasin arevision controlsystem.In this casethe choiceof thereferencele that
minimizesthe deltais usuallyobvious, but this choicewould make retrieval of very old versions
gquiteexpensve . Severaltechniquefiave beenproposedor dealingwith thisproblem[29,11,45],
by creatinga limited numberof additional*shortcuts”to olderversions.

3 RemoteFile Synchronization

In this sectionwe focusontheremote le synchronizatiorproblem,i.e.,thecasewherethesener
doesnot have accesgo thereferencele. This obviously changeghe problemsigni cantly, and
the known algorithmsfor this problemare quite differentfrom thosefor deltacompressionWe

discussthe two main known approache$or le synchronization:(1) a practicalapproachbased
onstring ngerprints implementedy thersyncalgorithmthatdoesnotachieve ary provablenear

optimal bounds,and (2) an approachbasedon coloringsof hypegraphsthat achieves provable
performancéboundsundercertainmodelsfor le distance put thatseemaunsuitablein practice.
We alsodiscusghecloselyrelatedproblemsof how to estimatele similarity andhow to reconcile
setsof recordsn adatabase.

Notethatthesesystemsftencompres®lderversionswith respecto newver ones.
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We rst describea few applicationscenariogor le synchronizationin SubsectiorB8.2 we
describehersyncalgorithms andSubsectior8.3givessomeexperimentalesultscomparing sync
anddeltacompressoperformance Subsectior8.4 presentsomegenerakheoreticabounds.and
SubsectiorB.5 discusseprovableresultsfor speci ¢ distancemeasuresFinally, SubsectiorB8.6
discussebow to estimateghedistancebetweenwo les, while Subsectior8.7looksattheproblem
of reconcilinglarge setsof datarecords.

3.1 Applications

Theapplicationdor le synchronizatioraresimilar to thosefor deltacompressionSynchroniza-
tion is moregeneralin thatit doesnot requireknowledgeof thereferencele; ontheotherhand,

deltacompressioniendsto signi cantly outperformsynchronizationn termsof compressiona-

tio. Thereareseveralreasonsvhy the sener may not have the referencele, suchasthe space,
disk accessopr softwareoverheadf maintainingandretrieving old versionsof les asreferences,
changedo the le atthe clientor athird party, or later deletion(eviction) of old versionsat the

sener. Sometypical scenariosre:

Synchronization of User Files: Thereare a numberof software packagesuchasrsync
[49, 48], Microsoft's ActiveSyncPumaTechnologieslntelliSyng or Palm's HotSyncthat
allow “synchronization’betweerdesktopsmobiledevices,or web-accessiblaseraccounts.
In this scenario,les or recordscanbe updatedby severaldifferentparties andtime stamps
maybe usedto determinewhich versionon which device is the mostrecent.

We notethatthereare several challengedor thesetools. For datain the form of les, we
have the remote le synchronizatiorproblemalreadyde ned in the introduction, where
we would like to avoid transferingthe entire le. For dataconsistingof large setsof small
recordsge.g.,addressesr appointmentsnahandheldlevice, theproblemis how to identify
thoserecordsthathave changedvithout sendinganindividual ngerprint or time stampfor

eachrecord. This problem,modeledasa setreconciliationproblemin [33], is discussedn

Subsectior8.7. Many existing packagesransferthe entireitemif any changehasoccurred,
which is reasonabldor smallrecord-basedlata,but not for larger les. In addition,there
is alsothe generaland nontrivial problemof de ning the propersemanticdor le system
synchronizationseeg[5] for adetaileddiscussion.

Remote Backup of Massive Data Sets: Synchronizatiorcan be usedfor remotebackup
of datasetsthat may have only changedslightly betweenbackups[48]. In this case,the
costof keepingtheold versionatthe seneris usuallyprohibitive,makingdeltacompression
techniquesnefcient. (Seealso[11] for anapproachthatadaptsdeltacompressiorio this
case.)

Web Access:File synchronizatiorhasalsobeenconsideredor ef cient HTTP transferbe-
tweenclientsanda sener or proxy . Theadwantages thatthe sener doesnot have to keep
track of the old versionsheld by the clients,anddoesnot needto fetch suchversionsfrom
disk uponarequest.However, asshovn in Subsectior8.3, le synchronizatiortechniques
achieve signi cantly worsecompressiorratios thandeltacompressorsand thus typically
provide bene tsonly for les thatare“verysimilar’. (We arenot awareof ary studyquan-
tifying theseadvantagesnddisadwantagedor HTTP transfer)

Seee.g.,therproxy projectat http://rproxy.samba.org/
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Distrib uted and Peerto-Peer Systems:Synchronizatiortanbe usedto updatehighly dis-
tributeddatastructuressuchasroutingtables,nameservicesjndexes,or replicationtables.
A signi cant amountof recentwork haslooked at highly distributedand peerto-peersys-
temsandservices.We expectinterestingapplicationsof le synchronizatiorandsetrecon-
ciliation to arisein this context, particularlyin peerto-peersystemsvherenodesare often
unavailablefor signi cant periodsof time, andthushave to updatetheir datastructuresipon
rejoiningthe system.

3.2 The rsyncAlgorithm

We now describethe algorithmemployed by the widely usedrsync le synchronizatiortool of
Tridgell andMacKerras[49, 48]. A similar approachwasalsoproposeddy Pynein a US Patent
[39]. For intuition, considerthefollowing simpleproblemthatcapturesomeof the challenges.

Assumethat two partiescommunicatevia telephonewith eachparty holding a copy of a
book. Now supposehatthetwo copiescoulddiffer in afew places.How canthetwo parties nd
outif the two booksareidenticalor not, andif not whereandhow they exactly differ, without
readingan entirebook over the phone?The answerto the rst questionis simple: by computing
achecksunie.g.,MD5) for eachbookandcomparinghe two checksumsit canbe decidedf the
booksareidenticalor not. The answerto the secondjuestionhowever, is moredif cult. A rst
nawve approachwould partition the book into two blocks, the rst andsecondhalf of the book,
andthenrecurseon thoseblocks wherethe checksumdliffer, until the preciselocationsof the
differencesarefound. However, this approactfails in the simple casewhereone book contains
an additionalword at the beginning, thus destrging the alignmentsof all the block boundaries
betweerthetwo books.Thus,amorecarefulapproachs neededalthoughthe basicideaof using
checksum®n blocksis still relevant .

We now describethere ned rsyncalgorithm. Essentiallythe ideais to solve the alignment
problemby computingblockwisechecksumsor thereferencele, andcomparinghesechecksums
notjustwith the“corresponding’blockwisechecksum®f thecurrent le, butwith thechecksums
of all possiblepositionsof blocksin thecurrent le. As aresult,the sener knows which partsof
thecurrent le alreadyexistin thereferencele, andwhichnew partsneedto becommunicatedo
theclient. For ef ciency reasonstwo differentchecksumsare communcatedo the sener, a fast
but unreliableone,andavery reliableonethatis moreexpensve to compute.

1. At the client:

(a) Partition into blocks of somesize to bedeterminedater.

(b) Foreachblock ,computewochecksums, and , andcommunicate
themtothesener. Here istheunreliablebut fastchecksunfunction,and isthereliable
but expensve checksunfunction.

2. At the sewer:

Availableathttp://rsync.samba.org/ .

Note thatif the booksaredivided into naturalcomponentsuchaschapterssections,and subsectionthenthe
alignmentproblemdoesnotarise.Thisis moresimilarto thesetupdescribedn Subsectior8.7whereboth les consist
of individual recordswith boundariesknown to bothparties.
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(a) For eachpair of receved checksums , Insertanentry into adictionarydata
structureusing askey value.

(b) Performapassthrough , Startingat position , andinvolving thefollowing steps:

(i) Computetheunreliablechecksum ontheblock startingat .
(i) Checkthedictionaryfor ary block with matchingunreliablechecksum.

(i) If found,andif the reliable checksumslsomatch,transmita pointerto the index of
thematchingblockin totheclient,advance by positionsandcontinue.

(iv) If nonefound,or if thereliablechecksumslid not match,transmitthe symbol
to theclient,advance by oneposition,andcontinue.

3. At the client:
(a) Usetheincomingstreamof dataandpointersto blocksin to reconstruct

Thus,thefastandunreliablechecksums usedto nd likely matchesandthereliablecheck-
sumis thenusedto verify thevalidity of thematch. Thereliablechecksums implementedising
MD4 ( bits). Theunreliablechecksumis implementedasa -bit “rolling checksum'thatal-
lowsef cient sliding of theblock boundarie®y onecharacteri.e.,thechecksunfor
canbecomputedn constantime from

Clearly, the choiceof a goodblock sizeis critical to the performanceof the algorithm. Un-
fortunately the bestchoiceis highly dependenon the degreeof similarity betweerthetwo les —
themoresimilar the les are,thelargerthe block sizewe canchoose.Moreover, the locationof
changesn the le is alsoimportant.If asinglecharacters changedn eachblockof |, thenno
matchwill be found by the senerandrsyncwill be completelyineffective; on the otherhand,if
all changesreclusteredn afew areasof the le, rsyncwill doverywell evenwith alarge block
size. Giventheseobsenations,somebasicperformancéoundsbasedon block sizeandnumber
andsizeof le modi cationscanbe shavn. However, rsyncdoesnot have ary goodperformance
boundswith respecto common le distancemetricssuchaseditdistancg37].

Of course,in generalthe optimal block size changesvenwithin a le. In practice,rsync
startsout with a block size of several hundredbytes,and usesheuristicsto adaptthe block size
later  Another optimizationin rsyncallows the sener to compressall transmittedsymbolsfor
unmatchedartsof the le usingthe LZ compressioralgorithm;this givessigni cant additional
bene tsin mary situationsasshown in thefollowing.

3.3 SomeExperimental Resultsfor rsync

We now provide someexperimentalresultsto give the readeran ideaaboutthe performanceof
rsyncin comparisorto deltacompressionechniquesThe resultsusethe gccandemacsdatasets
from Subsectior2.4. We report ve differentnumbersfor rsync the amountof datasentfrom
client to sener (request)the amountof datasentfrom sener to client (reply), the amountsent
from sener to client with compressioroption switchedon (reply compressed)andthe total for
bothdirectionsin uncompresse(total) andcompresseotal compressedprm.

In addition,achecksunontheentire le is usedo detectthe (extremelyunlikely) failureof thereliablechecksum,
in which casethe entireprocedurés repeatedvith a differentchoiceof hashfunctions.
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| | gcc| emacs|

uncompressed 27288| 27326
gzip 7479| 8191
xdelta 461 | 2131
vediff 289 | 1821
zdelta 250 | 1465
rsyncrequest 180 227
rsyncreply 2445 | 12528
rsyncreplycompressed 695| 4200
rsynctotal 2626| 12756
rsynctotalcompressed| 876 | 4428

Table 3.1 Compressiomesultsfor gccandemacgdatasets(in KB)

| [ 700] 500] 300] 200] 100] 80]

rsyncrequest 227 301 472 686 | 1328 | 1649
rsyncreply 12528| 11673 | 10504| 9603 | 8433 | 8161
rsyncreplycompressed 4201| 3939| 3580| 3283|2842 2711
rsynctotal 12756| 11974 | 10976| 10290| 9762 | 9810
rsynctotalcompressed| 4429| 4241| 4053| 3970| 4170| 4360

Table 3.2 Compressiomesultsfor emacswith differentblock sizes(in KB)

We obsenre thatwithout compressioroption, rsyncdoesworsethangzip on the emacsset.
However, oncewe add compressiorfor the reply messagersyncdoessigni cantly betterthan
gzip, althoughit is still a factorof to from the bestdeltacompressor We also compared
rsynconthearti cial datasetsfrom Subsectior?.4;dueto the ne distributionof le changegor

, rsynconly achievesary bene tsatall for verycloseto . We notethatrsyncis typically
appliedin situationswherethetwo les areverysimilar, andhencehesenumbersmaylook overly
pessimistic Clearly, rsyncprovidesbene tsto mary peoplewho useit on a daily basis.

In the next table,we seehow the performanceof rsyncvariesaswe decreasehe block size
used.Thesizeof thesener reply decreaseassmallerblock sizeis used sincethis allowsa ner
granularity of matches. Of course,the size of the requestmessagencreasessince more hash
valuesneedto be transmitted andeventuallythis overcomeshe savings for the reply (especially
in thecompressedasesincethe hashvaluesin therequestareincompressible).

In summarytherestill existsa gapbetweendeltacompressiormndremote le synchroniza-
tion techniquesn termsof performancewe believe that this indicatesroom for signi cant im-
provements.Onepromisingapproactusesmultiple roundtripsbetweerclient andsener, e.g.,to
determinethebestblock sizeor to recursvely split blocks;see[16, 20, 37] for suchmethods Re-
centexperimentakesultsby Orlitsky andViswanathar{37] shav improvementsover rsyncusing
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sucha multi-roundprotocol .

3.4 Theoretical Results

In additionto the heuristicsolutiongivenby rsyng a numberof theoreticalapproachebave been
studiedthat achieve provable boundswith respectto certainformal measure®f le similarity.
Many de nitions of le similarity have beenstudied,e.g., Hammingdistance edit distance or
measureselatedto the compressiomperformancef the Lempel-Zv compressiomlgorithm[16].
Resultsalsodependon the numberof messageexchangedetweerthetwo parties(e.g,in rsyng
two messageare exchanged).In this subsectionwe describethe basicideasunderlyingthese
approachesandgive anoverview of known results,with emphasion a few fundamentabounds
presentedy Orlitsky [35]. Seg[28, 17] andthereferencesn [35] for someearlierresultson this
problem.Theresultsin [35] arestatedfor a very generaframenork of pairsof randomvariables;
in thefollowing we give a slightly simpli ed presentatiorior the caseof correlatedsimilar) les.

Distance Measures: We rst discussthe issueof distancemeasues which formalize the
notionof le similarity. Note that Hammingdistanceone of the mostwidely studiedmeasures
in codingtheory is not very appropriatan our scenariosincea singleinsertionof a charactemt
the beginning of a le would resultin a very large distancebetweenthe old andnew le, while
we expecta reasonablalgorithmto be ableto synchronizehesetwo les with only a few bytes
of communicationln the edit distancemeasurewe countthe numberof single-charactechange,
insertionand deletionoperationseededo transformone le into another while more general-
ized notionsof edit distancealsoallow for deletionsand movesof blocksof data,or may assign
differentweightsto the operations.Finally, anotherfamily of distancemeasuress basedon the
numberof operationsieededo construcone le by copying blocksoverfrom theother le andby
insertingsinglecharactersanexampleis the LZ measurgroposedn [16]. As alreadydiscussed
in Section2, arealisticmeasurehouldallow for movesandcopiesof large blocks;however, from
atheoreticapoint of view allowing suchpowerful operationgnakesthingsmorecomplicated.

Thereareafew propertief distancgunctionsthatwe needto discuss A distancemeasure
is calledsymmetriaf the distancefrom to is the sameasthedistancefrom to . This
propertyis satis ed by Hammingandedit distancehut is nottruefor certaingeneralizedorms of
editdistanceandcopy-basedneasuresA distancaneasure is ametricif (a)it is symmetric,(b)

forall , ,(c) iff , and(d) it obsenresthe Trianglelnequality
BalancedPairs: Now assumehataspartof the input, we are given upperbounds
and onthedistancedbetweerthetwo les. Wede ne , the
-neighborhoof a le , asthesetof all les  suchthat . Thus,giventhe upper
boundsonthedistancesthe sener holding knowsthat  isoneof the les in ,
while the client holding knows that isin . We referto the sizeof
(resp. ) asthe ambiguityof (resp. ). We assumehatbothpartiesknow a priori
upperboundson both ambiguities,referredto asthe maximumambiguity of (resp. ),
written (resp. ). (In thepresentatiotn [35], theseboundsareimplied by

the givenrandomdistribution; in our contect, we canassumehatboth partiescomputeestimates
of theirambiguitiesbeforehandasedn le lengthsandestimate®f le distances.

Note thattheseroundtripsarenotincurredon a per le basis,sincewe canhandlemary les atthe sametime.
Thus,lateny dueto additionalroundtripsis notaproblemin mary situations.

Note that explicitly transmittingthe precisevaluesof the ambiguitieswould requireaboutthe sameamountof
datatransferasthe le reconciliationproblemitself, asimplied by the boundsbelow.
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We saythata pair of les and is balancedf . Note
thatthis propertymay dependon the choiceof thetwo les aswell asthe distancemeasurgand
possiblyalsothevalueof ). In thecaseof Hammingdistanceall pairsof equalsizearebalanced,
while for mary edit and copy-basedmeasureshis is not true. In general,the moreinteresting
measureareneithermetricsnor generatéalancegairs. However, someresultscanbe shavn for
distancemeasureshatcanbe approximatedy metrics,or in casesvherethe ambiguitiesarenot
too different.

Results: We now describeafew fundamentatesultsgivenby Orlitsky in [35, 36]. Weassume
thatboth partiesa priori have someupperboundson the distancedetweerthetwo les. Thegoal
is to limit the numberof bits communicatedn the worst casefor a given numberof roundtrips,
with unboundedccomputationapower available at the two parties(ascommonlyassumedn the
formal studyof communicatiorcompleity [27]).

Theorem 1 [36] Atleast bits haveto becommunicatedromserverto clientby
any protocolthatworkscorrectlyonall pairs and  with , independent
of thenumberof messgesexchangedand evenif the serverknows

This rst resultfollows directly from the fact that the client needsto be ableto distinguish
betweerall possibleles thatsatisfy . (Notethattheresultis
independenof .) Interestinglyif we only senda singlemessagéom senerto client,we can
matchthis resultup to afactorof in thecaseof abalancedgair, asshavnin thefollowing result.

Theorem 2 [35] Thee is a protocol that sendsa single messge of at most
bitsfromserverto clientandthatworksonall and  with
and

The resultis obtainedby consideringthe characteristic hypegraph for the problem, rst

de ned by Witsenhausefbl] andobtainedoy addingavertex for eachle , andfor each

a hyperedge and . Since
eachvertex is adjacento at most edgesandeachedgecontainsat most
verticesthechromaticnumberof thehypegraphis atmost . If thesener
senddo theclientthecolor of , using

bits, thentheclient canreconstruct

As shovn by Kahn and Orlitsky (see[35]), this resultis almosttight for single-message
protocols.However, if we allow morethana singlemessagemuchbetterresultscanbe obtained,
asbrie y outlinedin thefollowing:

Theorem 3 [35] Thek exist protocolsthatwork onall and  with and
andthat achievethefollowing bounds:

(a) atmost bitswith messges
exchangedbetweerclientandserver

(b) at most bits with  mes-
sagesexchanged betweerclientand serverand
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(c) atmost bitswith messgesexchangedbetweerclient
andserver

Theboundfor two messageis basedon afairly simpleandelegantconstructiorof a family
of perfecthashfunctionsusingthe LovaszLocal Lemmal[4]. The bounditself only improveson
the one-messagboundabove for very unbalancegairs,i.e., when is muchsmaller
than , but theresultis the mainbuilding block for thethree-messagease.Thethree-
messageesultis almostoptimal for approximatelybalancedoairs, but not for very unbalanced
pairs. This problemis resohed by the four-messagerotocol, which is in factindependenbf

andonly dependon . Thus,at mostfour messagesufce in principle
to geta bit-optimal protocol,up to lower orderterms.

While theseresultsare very importantin characterizinghe fundamentatompleity of the
remote le synchronizatiomproblem,they suffer from threemainlimitations. Firstly, the protocols
do not seemto imply ary efciently implementablealgorithms,sincethe client would have to
checkalarge numberof possibleles in orderto nd theonethathasthe color or hashvalue
generatedy the protocol. Secondly mary of the resultsrely on the existenceof balancedairs,
andthirdly it is not clear what boundsare implied for interestingdistancemeasureswhich as
discussedrerarely balancedr symmetric.This lastissueis discussedn the next subsection.

3.5 Resultsfor Particular DistanceMeasures

We now discussboundson communicatiorthatcanbe achievedfor particulardistancemeasures,
focusingon resultsfrom [35, 37, 16].

In general protocolsfor a distancemeasurdypically consistof a rst phasehatusesa dis-
tanceestimationtechniqueo getanupperboundonthedistancedetweerthetwo les (discussed
in the next subsection)anda secondphasebasedg.g.,on oneof the protocolsof Orlitsky [35],
thatsynchronizeshe two les. In orderto shav boundsfor the secondphaserelative to the le
distanceundera particularmetric, we needto (i) investigatewhetherthe les canbe assumedo
be balancedr not underthe distancemeasureandselectthe appropiateprotocol,and(ii) bound
the maximumambiguitiesbasedon the propertiesof the distancemeasuresthe upperboundson
thedistancesandthelengthsof the les.

This approachs takenin [35, 16] to shav boundsfor afew distancaneasuresln particular
[16] dervesthefollowing boundsbasedn le lengthsanddistances:

bitsundertheHammingdistanceaneasurewith two roundtrips,

bits underthe edit distancemeasureand the LZ measure
introducedn [16], with two roundtrips,and

bits underthe editdistancemeasureandthe LZ measurewith
roundtrips.

In theseresults,all exceptthe last roundtrip are usedfor distanceestimation;the last boundis
basedon a moreprecisedistanceestimation.With the exceptionof the Hammingdistancewhere
ef cient codingtechniquesireknown[1], theseesultsarenotpracticaldueto thebeforementioned
problemof ef ciently decodingattherecipient.
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Somemore practicalprotocolsarealsogivenin [16, 37,41]. The protocolsin [16, 37] use
a hierarchicalpartitioningapproachresultingin a logarithmicnumberof roundtripsbut avoiding
thedecodingproblemsof theotherapproachesSomeexperimentatesultsin [37] shav signi cant
improvementdor somedatasetsascomparedo rsyng with a protocolthatgivesprovablebounds
for avariantof editdistance.

3.6 Estimating File Distances

As mentionedmary protocolsrequirea priori knowledgeof upperboundson the distancede-
tweenthetwo les. We now discussprotocolsfor estimatingthesedistances.We notethat we
could apply the samplingtechniquesn [10, 30] to construct ngerprints of the les thatcouldbe
efciently transmittedseealso[22] for the problemof nding similar les in largercollections).
While thesetechniquesnaywork well in practiceto decidehow similartwo les are,they arenot
designedwith ary of the commondistancemeasures mind, but basedon theideaof estimating
thenumberof commonsubstringof a givenlength.

Gooddistanceestimationtechniquegor somespeci ¢ metricsaredescribedn [16]. These
techniquegonsistof a singleroundtripin which a total of bits aresentto exchangenger-
printsobtainedby appropriatessamplingtechniqueslin particulay [16] shavsthattheLZ measure,
which for the purposeof compressiortapturesa lot of thenotionof le similarity, aswell asthe
edit distance canbe approximatedhrougha slightly modi ed LZ-lik e measurdhatis in facta
metric,andthatthis metricitself canbe cornvertedinto Hammingdistance.

3.7 ReconcilingDatabaseRecordsand File Systems

In theremote le synchronizatiorproblem,we assumehatwe have alreadyidenti ed two corre-
spondingles and thatneedto besynchronizedandwe would lik e to avoid transmitting
anentire le to doso.However, in mary scenariosve have alarge numberof items(les in a le
systemor recordsin a database)pnly a few of which have beenchanged.n this case we would
lik e to identify thoseitemsthat have beenchangedvithout transmittinga separatengerprint or
time stampfor eachone.Oncewe have identi ed thesdtems,we canthensynchronizéhemusing
eitherthe remote le synchronizatiortechniquegresenteckarlier or by transmittingthe entire
item in the caseof small databaseecords. In the following, we discussthe problemsarisingin
this scenariowith emphasi®n arecentapproactdescribedn [26, 33, 46]. Someearlierwork on
reconciliationof record-basedataappearedhn [7, 1, 31, 32).

Considerthe case,assumedn [46], of a handhelddevice usingthe Palm Hotsyncprogram
to synchronizéts databasef addressesr appointmentsvith a desktopdevice. If the handheld
waslast synchronizedwvith the samedesktop thenthe Palm Hotsyncsoftware canuseauxiliary
logging informationto ef ciently identify itemsthat needto be synchronized.However, in the
generakasewherethetwo partieshave notrecentlysynchronize@ndwherebothmayhave added
or deleteddata,simplelogginginformationwill nothelp,andthe softwaretransmitsall records.

Assumethatwe computea ngerprint of small, x edsize(e.g.,MD4 with bits) for each

object,andthat is the setof ngerprints (integers)held by the sener, and is the setof
ngerprints heldby theclient . Thenthesetreconciliationproblemis the problemof determining
thedifferences and of thetwo setsattheclient. Thisthenallowstheclient

Notethatif therecordsarevery short,e.g.,afew bytes,thenwe candirectly performreconciliationon the data
withoutusing ngerprints.
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to decidewhich recordsit needsto requestfrom and uploadto the sener. (Of course,in other
caseseachparty might wantto obtainoneof thedifferences.)

Thereademight alreadyobsenre thatthis scenarids now quite similar to thatencountered
in the context of error correctingcodes(erasurecodes),andthis obsenationis usedby Minsky,
Trachtenbay, andZippel[33] to applytechnique$rom codingtheoryto theproblem.In particular
onesolutionbasedon Reed-Solomomrodescomeswithin a factor of the information-theoretic
lower bound,while a solutionbasedon the interpolationof characteristipolynomialscomesvery
closeto optimal. Theprotocolsn [33, 46] assuméhatanupperboundonthenumberof differences
betweerthe two setsis known, which canbe obtainedeitherby guessingasdescribedn [46], or
possiblyby usingknown techniquedor estimatingsetintersectiorsizesin [10, 30].

Experimentsin [46] on a Palm OS handhelddevice demonstratesigni cant bene ts over
the Palm Hotsyncapproachin mary cases.Onecritical issueis still the amountof computation
requiredwhich depend$iearily onthenumberof differencedetweerthetwo sets.

We notethatwe couldalsoplace intoa le ,and intoa le , In sortedordeg
andthenapply rsyncto these les (or evento a concatenatiorof the original les or records).
However, thiswould notachiere thebestpossibleboundssincesetreconciliationis really aneasier
problemthan le synchronizatiomueto theassumptiorof setswith known recordboundaries.

4 Conclusionsand Open Problems

In this chapteywe have describedechniquestools,andapplicationgor deltacompressiomandre-

mote le synchronizatiomproblemsWe believethattheimportanceof thesegproblemswill increase
ascomputingbecomesnoreandmorenetwork-centric,with millions of applicationdistributing,

sharingandmaodifying les onaglobalbasis.

In the caseof deltacompressionexisting tools alreadyachiese fairly good compressioma-
tios, andit will be dif cult to signi cantly improve upontheseresults,althoughmore modest
improvementsin termsof speedand compressiorare still possible. Recall that the bestdelta
algorithmsarecurrentlybasedon Lempel-Zv typealgorithms.In the contet of (non-delta)}com-
pressionsuchalgorithmswhile not providing the absolutelybestcompressioffior particulartypes
of data,arestill consideredcompetitve for general-purposeompressionWe would expecta sim-
ilar situationfor deltacompressionwith majorimprovementsonly possiblefor specialtypesof
data. On the the otherhand,a lot of work still remainsto be doneon how to bestusedeltacom-
pressiortechniquese.g.,how to cluster les andidentify goodreferenceles, andwhatadditional
applicationgnight bene t from deltacompressionechniques.

For remote le synchronizatiortechniquespn the otherhand,therestill seemdo be a sig-
ni cant gapin compressiomperformancéetweerthe currentlyavailabletools andthetheoretical
limits. It is animportantquestionwvhethemwe canmodify thetheoreticabpproachefom commu-
nication compleity into ef ciently implementablealgorithmswith provably good performance.
A morerealisticgoal would be to engineerthe approachn rsyncin orderto narrav the gapin
performancéetweerremote le synchronizatioranddeltacompression.
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