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Abstract

Software programs are increasingly distributed and open, which, unless designers and coders are careful, makes such
programs vulnerable to attacks. Java offers a built-in security mechanism, enabling programmersto give permissions
to distributed components and check these permissions at run-time. This security model is flexible, but using it is not
straightforward. In this paper, we propose a data flow algorithm for automated analysis of the permissions flow in
Java programs. Our algorithm produces, for a given point in the program, a set of all permissionsthat are checked on
all possible executions to this point. These data can be used in program understanding tools or directly in checking
properties that assert what permissions must always be checked before access to certain functionality is allowed. The
worst-case complexity of our algorithm is low-order polynomial in the number of program statements and permission
types, while comparable previous approaches have exponential costs.

1 Introduction

Software programs are increasingly distributed and open. Component-based architectures in which software com-
ponents with a well-defined behavior can be dynamicaly linked to a running application gain popularity [27]. A
drawback of this opennessis the potential for attacks against such applications.

Chin [3] identifies three aspects of confidence in software security. Confidence in algorithms means that the
underlying cryptographic and transfer algorithms are resistant to attacks. Confidencein security refersto ensuring au-
thentication of communication, that is preventing an untrusted entity from posing as atrusted one. Finally, confidence
in implementation means that implementations of security algorithms correctly capture all the salient features of these
algorithms. In this paper our focusis on confidence in implementation.

Internet applications are increasingly developed in Java, a language whose design addresses the need for secu-
rity. Java implements a security model where software components may be given permissions to carry out certain
operations, based on where on the Internet these components reside and whether they are digitally signed by trusted
authorities [6, 26]. This built-in security mechanism makes it much easier for designers and programmers to secure
Java applications against attacks than applications implemented in other languages, but writing secure Java applica
tionsis far from straightforward. The Java security model is quite complex and therefore can easily be misused. Such
misuse may result in bugs that open a door for attacksinvolving distributed Java applications.

In this paper, we propose a data flow agorithm for analyzing the flow of permissions in Java programs. Since
checking of permissions in JVM is based on the program call stack, we use a cal graph [8] based model of the
program (which we call permissions call graph) in our analysis. Each node in this graph corresponds to either a
method call or a statement relevant to permission checking. With each nodein the permissions call graph we associate
a set of permissions that are required on al paths to this node. The data flow agorithm propagates these sets through
the graph, until a fixed point is reached. The permission set associated with a node at the end of the algorithm is
conservativein the sense that if thereis a path to this node on which a permission p is not checked, then p isnot in the
set associated with this node.



Our agorithm operateson alattice of permission setsthat isbased on the imp11ies function of the Java Permissions
model. In addition, this lattice can be extended with additional relationships between permissions that are based on
the application-specific property that the user of the technique checks. The worst-case complexity of our algorithmis
cubic in the number of method call statements and statements relevant for checking permissionsin Java programs and
guadratic in the number of different permission types used in the program.

The next section discusses related work. We briefly overview the Java security model in Section 2. Section 4
introduces the program model used in our approach and Section 5 describes the permissions lattice. In Section 6 we
discuss the types of permission-based properties that can be checked by using the results of our algorithm. Section 7
describes our algorithm in detail, presenting the data flow equations and aworklist version of the algorithm, aswell as
the proofs of its conservativeness and complexity. Finally, Section 8 describes conclusions and future work.

2 Reated Work

Various aspects of the Java security model have been studied. Java bytecode verification in particular received alot of
attention [2,21-23, 25]. The implications of strong typing for security have been investigated in detail [4, 14,29, 30].
A number of approaches have concentrated on checking the flow of data through programs, with the goal of ensuring
the absence of covert channels (i.e. ensuring that security-sensitive information does not “leak” to variables that are
available to untrusted users) [10,17,24].

Jensen et al. [12] proposed an approach for specifying and analyzing general security properties for programs
with procedural control flow. Properties are specified in temporal logic and the algorithm for verification of these
propertiesis based on generating all possible stack configurations. It is assumed that an upper bound on the number
of method frames on the call stack exists. The worst-case complexity of this algorithm is therefore exponentia in the
number of method call statements in the program. Nitta et al. [19] extend the approach of [12] in away that enables
it to check safety properties specified in a regular language, without a restriction on the number of method frames on
the call stack. The worst-case complexity of the algorithm, however, is not improved. Neither [12] nor [19] present
experimental data.

In contrast with [12, 19], our approach is specific to the Java security model. Furthermore, our approach concen-
trates on a subset of security properties, namely security propertiesthat reason about the types of permissionsthat must
be held in order for certain regions of the application code to be executed. On the plus side, the worst-case complexity
of our techniqueis cubic in the number of method call statements and statements that check permissions and enter and
exit regions of privileged code and quadratic in the number of different permission types in the program. Therefore,
in theory, our approach is more scalable than previous approaches.

The program model that our technique constructs and uses is closely related to the call graph. Construction of
call graphs for object-oriented programs has been explored in detail [8]. Lightweight approaches relying on type
information a one [28] or more sophisticated approaches relying on aform of points-to analysis[11, 13, 15] have been
developed. In this paper, we assume that a call graph is constructed using one of the existing techniques.

Data flow analysis [9] has been used extensively for statically computing information about programs, with appli-
cations in compiler optimization [1], code understanding and visualization [7], and program verification [5, 18, 20].
Our agorithm for computing permission flow is flow-sensitive, i.e. it takes into account the order of statements in
amethod, and context-insensitive, i.e. it does not preserve information about context from which a method is called
when analyzing this method. The algorithm works by solving a monotone forward-flow all-paths problem [16]. Asa
result, the algorithm has a low-order polynomial worst-case behavior.

3 Permissionsin the Java Security M odel

The Java Security Model relies on stack-based permission checking for access control. A permission is a first-class
object that has name and type. Optionally, a permission can have a set of targets and actions. For example, alocal disk



access permission has files and/or directories as targets and an action of reading, writing, or both reading and writing.
Both targets and actions are specified as strings.

To protect aregion of code against unauthorized access, a programmer has to insert an operation that tells the VM
to check that the classes whose methods are on the call stack all have the required permission. This can be donein
one of two ways. The programmer may call the static checkPermission method of class AccessController or the
checkPermission method of instances of class SecurityManager or one of its subclasses?.

Figure 1 shows the example we use throughout this paper. This example models an online banking system, where
a customer’s account can be linked to other accounts. Class Account represents a basic account that is not linked to
any other accounts and provides operations for creating an account, checking the balance, debiting, or crediting an
account, as well as transferring a sum of money to another account 2. Internally, those methods of class Account that
can modify the balance call on the protected method write of this class that is responsible for saving the account
information persistently (in our case, information about each account is written to afile on the local disk, the name
of which is given to the account at the time of the constructor call). Class AccountWithProtection represents an
account that is linked to a protection account (e.g. overdraft protection). If the debit method of this class would
result in an overdraft, the amount of overdraft is withdrawn from the protection account. The main method of class
CustomerInterface givesan examplewhere four accounts (checking, overdraft protection, credit card, and savings)
arelinked andinitialized. Thedebit method that is called on the checking account exceeds the amount in the account,
and thereforewill result in arecursive call to the debit method of the overdraft protection account, then a subsequent
call to the debit method of the credit card, and finally in acall to the debit method of the savings account. At the
end of this main method, the checking, overdraft protection, and credit card accounts have the balance of $0 and the
savings account has the balance of $1000.

The online banking example defines severa application-specific permissions, NewAccountPermission,
BalancePermission,DebitPermission,CreditPermission, and CustomerPermission. For example, thefirst
statement of method credit of the Account class checksthat permission CreditPermission isheld by all classes
on the call stack at the time of execution of that method.

Permissions are granted to Java bytecodes statically, using a security policy file. This file specifies the location of
the classes that are granted one or more permissions, as well as entities whose signatures these classes must have. In
our online banking example, we assume that code from any URL should be allowed to check balance and perform
credit operation, as long as it is digitally signed by the bank. We assume that code from a very specific URL (e.g.
representing a customer’s home machine) is granted CustomerPermission. The security policy file for this example
appearsin Figure 2.

Note that, while permissions have to be assigned statically using a policy file, checking permissions in the code
is dynamic. In Java, instances of permissions, rather than statically defined permission types, are passed to the
checkPermission methods. To enable static analysis of permissions, we assume that all targets and actions of
permissions are specified statically in the code and that one instances of a permission class always implies any other
instance of this class. We addressthisissuein detail in Section 4.

The Java security model allows application programmersto relax the permission requirementsfor aregion of code.
Such regions of code are called privileged. Any permission check operations that are encountered after a privileged
region is entered and before it is exited are ignored by the VM. This gives the programmer additional flexibility in
configuring permissions for the application, but, if used injudicioudly, is athreat to the program security.

A privileged region is entered when one of methods doPrivileged of class AccessController is caled and
exited when this method terminates. Methodswrite of classAccount and debit of classAccountWithProtection

1No more than one object of class SecurityManager or its subclass can be created for any program. The default implementation of method
checkPermission in SecurityManager simply calls method checkPermission of AccessController.

2To save space, we do not show the implementation of the Money class.

3The quoted strings that follow permission types in this file are matched with string parameters passed to constructors of the corresponding
permissions in the code (see checkPermission callsin Figure 1).



public class Account { public class AccountWithProtection extends Account {
private Money balance; private Account protection;
private String persistentLocation;
public AccountWithProtection(Money initialAmount,

public Account(Money initialAmount, String persistentLocation,
String persistentLocation) { Account protection) {
AccessController.checkPermission( super (initialAmount, persistentLocation);
new NewAccountPermission("NewAccountPermission")); this.protection = protection;
this.balance = (Money) initialAmount.clone(); }
this.persistentLocation = persistentLocation;
} public void debit(Money amount) {
AccessController.checkPermission(
public Money getBalance() { new CustomerPermission("CustomerPermission");
AccessController.checkPermission( AccessController.doPrivileged() (
new BalancePermission("BalancePermission")); new PrivilegedAction() {
return (Money) this.balance.clone(); public Object run() {
} Money currentBalance = this.getBalance();
if (currentBalance.compare(amount) ==
public void credit(Money amount) { Money .LESS_THAN) {
AccessController.checkPermission( Money toTransfer = amount.clone();
new CreditPermission("CreditPermission")); toTransfer.subtract (currentBalance);
this.balance.add(amount); this.protection.transfer(toTransfer, this);
this.write(); }
} this.debit (amount);
}
public void debit(Money amount) { }
AccessController.checkPermission( )
new DebitPermission("DebitPermission")); ¥
this.balance.subtract(amount); 3
this.write();
} public class CustomerInterface {
public static void main(String[]l args) {
protected void write() { Account savings = new Account(
AccessController.doPrivileged() ( new Money(3000, 0), "savings");
new PrivilegedAction() { AccountWithProtection credit =
public Object run() { new AccountWithProtection(
FileWriter writer = new FileWriter new Money (5000, 0), "credit", savings);
(this.persistentLocation); AccountWithProtection overdraft =
writer.write(balance); new AccountWithProtection(
writer.close(); new Money(1000, 0), "overdraft", credit);
} AccountWithProtection checking =
} new AccountWithProtection(
); new Money (2000, 0), "checking", overdraft);
¥
checking.debit(new Money(10000, 0));
public void transfer(Money amount, Account toAccount) { }
this.debit (amount); }
toAccount.credit (amount) ;
¥
}

Figure 1. An online banking example

in Figure 1 usethismethod®. Thewrite method of classFileWriter® checksthat itscallershaveaFilePermission
permission. Because this method is called from a privileged region, the VM will check that the Account class hasa

4We construct an object that conforms to the PrivilegedAction interface in-line and passit to doPrivileged.
5Defined in the standard java.io package.



grant signed "bank" {
permission NewAccountPermission "NewAccountPermission";
permission BalancePermission "BalancePermission';

};

grant codeBase "http://customer.machine.com/banking/classes/" {
permission CustomerPermission "CustomerPermission";

};
Figure 2: The security policy file for the online banking examplein Figure 1

FilePermission permission, but will not run this check for other classes whose methods directly or indirectly call
method write of class Account.

4 Permissions Call Graph

A Permissions Call Graph (PCG) is a graph that statically captures the relationship between permissions checked in
the program and the flow of control among program methods. To obtain this model, we modify the program model
used in [12,19]. Each node in PCG correspondsto one of the following actions in the program:

e method calls,

e permission checking (callsto method checkPermission of an object of class SecurityManager or one of its
subclasses or static method checkPermission Of class AccessManager),

e entering a privileged region, and
e exiting a privileged region.

A PCG can be constructed from the set of control flow graphs (CFGs) for all methodsin the program by first reducing
each of the CFGs so that only nodes corresponding to method calls, including permission checking methods and
entering and exiting privileged regions, remain and then connecting method call nodesto the head nodesin the methods
that may be called by these statements. Figure 3 shows an agorithm for constructing a PCG from the set of CFGs for
aprogram.

Figure 4 shows the PCG for the example in Figure 1. To improve readability, we group PCG nodes into shaded
boxes that represent methods and classes in the program (the main method appears in Figure 1 only for illustration
and is not present in the PCG). In addition, to reduce the size of the PCG for this example, we omit calls to meth-
ods of class Money®. Note that because AccountWithProtection is a subclass of Account, the call to method
debit from method transfer of class Account is polymorphic, with methods debit of both classes Account and
AccountWithProtectionasitstargets. The same situation occurs at the place of call to debit inside method debit
of class AccountWithProtection.

In the rest of this section we introduce some terminology for PCG that we then use in the description of our data
flow agorithm. Formally aPCG isatuple (N, H, CE, LE, kind), where

e Nisthe set of PCG nodes,

e H isthe set of head nodes of the PCG. A head node for a method marks the start of this method. Note that,
according to the algorithm of PCG construction in Figure 3, a method can have more than one head node,

6This optimization can be generalized, i the called method is not important for checking permission-related properties. We assume that methods
of class Money check no permissions and call (directly or indirectly) no methods that do.



Algorithm 1 (PCG construction algorithm).

Input: CFGsfor all methods in the program.
Output: A PCG (N, H, CE, LE, kind).
Initidization: N=H = CE = LE = 0.
(1) Inlineal CFGsfor privileged actions and create statements that represent the start and end of each privileged region
(2) ForeachCFGec:
(©)] For each statement s in ¢:
(4 if s represents entering a privileged region
(5) Find statement s’ that represents exiting this privileged region
(6) Createn; € N: kind(n;) = enterPriv
) Createny € N: kind(nz) = exitPriv
(8) Set Partner (Tlg) =N
9 Set pu(s) = m1 and p(s') = no
(10 elseif s represents acall to checkPermission:
(12) Createn € N: kind(n) = check
(12 Setu(s) =n
(13 elseif s represents amethod call
14 Createn € N: kind(n) = call
(15) Setu(s) =n
(16) elseif s isthe method start instruction
a7 Createh € N,H : kind(h) = head
(18) Setu(s) = h
end if
end for
end for
(19) Foreachn € N:
(20) if kind(n) = call
(21) for each method m that can be called at n:
(22) create (n, h) € CE, where h isthe head node of m
end if
(23) Foreachn’ € N:
(24) Lets =p~"'(n),s" = p~'(n)
(25) if s and s’ arein the same CFG and there is a path from s to s’ such that for all statements s” on this path
other than s and s', (") = null
(26) create (n,n') € LE
end if
end for
end for

Figure 3: An agorithm for constructing a PCG from the set of CFGs for a program.

e CEistheset of call edgesthat represent control flow across methods (these edges go from method call nodesto
head nodes of the corresponding method),

e LE isthe set of of edgesthat represent control flow within methods, and

e kindisalabelingfunctionN — {call, check, enterPriv, exitPriv, head} that markseach nodeasamethod
call, permission checking, enter privileged region, exit privileged region node, or a method head node.



Account AccountWithProtection

<init>(Money, String) <init>
head 1 head 19
check(NewAccountPermission) 2 [~ call Account.<init> 20
call write 3
getBalance
heed¢ 4
check(BalancePermission) 5
debit debit
head 6 head | 21
write check(DebitPermission) 7 check(CustomerPermission) 22
head¢ 15 k—-callwrite 8 enter_priv 23
enter_priv 16 call getBalance 24
] ) . transfer |
call I?IeWnter.wnte 17 //q - call tr¢ansfer 25
exit_priv 18 call deblt > call debit 26
call credit < exit_priv 27
credit \
head 12
check(CreditPermission) 13
cal write 14

Figure 4: PCG for the online banking examplein Figure 1

We write Permissions to denote the set of al permissions used in the program, as well as al permissions di-
rectly or indirectly implied by those. For example, for the online banking example in Figure 1, Permissions =
{NewAccountPermission,BalancePermission, CreditPermission,DebitPermission, CustomerPermission,
WritePermission}. Inour agorithm for computing permissions, we overload term Permissions to denote the set of
permissions that are checked on all paths to the given node.

For each node . in the PCG, we define functions Preds and Succs, returning respectively the set of all predecessors
and successors for n in the PCG.

For the purposes of our technique, we represent privileged action command as a pair of instructions, one to rep-
resent entering and another to representing exiting a privileged region. The Java semantics imply that both of these
instructions have to be in the same method. Because privileged actions can be nested, we match an instruction of
exiting a privileged region with the instruction of entering this region. We write Partner(n ») = n; if n; isanode that
correspondsto the instruction of entering some privileged region and » » isthe node that correspondsto the instruction
of exiting this privileged region.

We need to capture the flow of permissions through the graph statically. To be able to do that, we place the
following restrictions on the use of permissionsin the program under analysis:

e The values for targets and actions have to be statically defined strings. Our approach effectively replaces a
permission with targets and actions with anumber of permissions, onefor each target-action combination. Inthe
rest of the paper we assume that this transformation has been performed and therefore none of the permissions
used in the program have targets or actions.
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Figure 5: Permissions lattice Lperm, for the online banking examplein Figure 1

e The implies function for each permission class is defined in such a way that a permission object implies all
other permission objects of the same class.

e Permission objects are created only as in-line parameters in the calls to checkPermission methods of
SecurityManager and AccessController.

Effectively, these restrictions allows us to use statically defined permission types as opposed to dynamically defined
permission objects. Some of these restrictions can be relaxed by using alias resolution techniques[13], but we believe
that in practice the restricted permission model is sufficient in most situations.

5 PermissionsLattice

Every permission class p; hasto specify an implies function. Given a permission abject p, this function determines
if any code that holds permission of class p; isautomatically granted permission p,. We can define permission graph
that contains anodefor each permission classin the program and an edge (p 1, p2) if any permission of class p; implies
all permissions of class p» (restrictions on the use of permissions in Java that we introduced at the end of Section 4
allow usto reason in terms of permission classes instead of permission objects).

The permission graph for a programisin itself a useful security checking tool, since it visualizes the implication
relationship among permission classes. For example, in generdl, if permission p | directly or indirectly implies permis-
sion p, and p» directly or indirectly impliespq, it meansthat all permissionsinvolved in theseimplication relationships
are equivalent. Therefore, strongly connected regionsin the permission graph should be carefully investigated.

We use the permission graph only as an intermediate step. We collapse all permissionsin each strongly connected
component in this graph into a single permission, modifying the PCG accordingly. The resulting graph does not have
cycles and therefore defines a lattice of permissions L pem, Where the top element T is A11Permission’, the bottom
element L represents the absence of permissions, and the partial order relation is derived directly from the implies
function (i.e., for two given permissions p; and p», if po.implies(p;) =true, then p; C p,. The permission lattice
for the permissions used in our exampleis shown in Figure 5.

We use Lperm to define alattice Lorem Of sets of permissions. We would like to define a partial order on permission
setsin thislattice from the implication-based partial order on individual permissions. At the first glance, it seemsthat
this partial order on permission sets can begivensimply as P; C P, if Vp; € Pydps € Py : p1 C po, wherep; and p»
areindividual permissionsand P, and P, are permission sets. However, defining alattice that includes all permission

A predefined Java permission that implies any other permission.



setsis not possible. For example, let p; and p» be two permissions used in aprogram. If p; T po, then, according for
the definition above, {p1} C {p1,p=} and {p1,p2} C {p1 }.

We say that a set of permissions P is canonical if no implication relationship exists between any two permissions
in this set: Vpi,po € P,p1 £ p2 A p2 £ p1. We define the canonical reduction operation that removes from a
permission set al permissionsthat are implied by some other permissionin this set:

VP € Permissions, CR(P) = {plpe PA (Vp' € P,pZ p')}

Theorem 1. For any set of permissions P, there exists only one corresponding canonical set, i.e. the canonical
reduction operation is desterministic.

Proof. Suppose that the statement of the theorem is wrong, i.e. there exists a set of permissions Py that has two
different canonical sets P; and P,. Take any permission p € (Pp \ P1), such that p € P» (if no such p exists,
P, = P,). Since the canonical reduction that reduces P, to P, removes p from Py, there is some other permission p
suchthatp' € PoAp' € PLandp C p'.

If p' € P, then P, would not be canonical, since it would contain two permissions p and p’ such that p C p'. So,
p' € P,. By thedefinition of canonical sets, there must beapermissionp” € P, suchthat p' C p”. Herewearriveat a
contradiction, since p, p”’ € P, andp C p" by the transitivity of implications. Therefore, the statement of the theorem
holds. O

We introduce a special null set that we will use to represent the fact that no information about permissions is
available. Note that null is different from an empty set. We define merge (M) and join (L) operations on permissions
sets as follows:

VP, Py € 27mssons ||}
PNP ifPl;énU”/\Pz;énU”

PMP,=<P if P, =null
P if 15 = null )
CR(P1UP2) ifPl#nU”/\Pz;énU”

PUP,=< P if P, = null
P, if 15 = null

Now we can define the lattice of permission sets Lyrem as follows. Thetop element T of Lyrem iS a set that consists
of asingle permission A11Permission. The bottom element L of L orm iSsthe empty set. Any two sets of permissions
P, and P; areelements of Lyrem. Py T Py iff Vpy € Py, 3ps € P> : py T po. Figure 6 illustrates the Lorem for the
permissions used in the examplein Figure 1.

6 Permission-based Properties

Since permissions are intended for protection of certain code regions from unauthorized access, it seems that the most
straightforward way to specify permission-based property is of the general kind “in order to access this region of
code, the following permissions must be held...”. In general, we specify properties on the PCG in the following way:
n = P V...V P. Thismeans that the code corresponding to node n should be accessible only if all permissionsin
one of the permission sets Py, ..., P, are obtained by the time execution reaches this node.

For the online banking example, we can specify a property that when the write method of classFileWriter is
called, permissionsNewAccountPermission, CreditPermission, Or DebitPermission must be held:

17 = {NewAccountPermission} V {CreditPermission} V {DebitPermission}



{AllPermission}

{ BalancePermission, NewA ccountPermission,
CreditPermission, DebitPermission,

CustomerPermission} \

{ BalancePermission, NewA ccountPermission, o {New AccountPermission, CreditPermission,
CreditPermission, DebitPermission} DebitPermission, CustomerPermission}
{ BalancePermission, NewA ccountPermission, C { CreditPermission, DebitPermission,
CreditPermission} L CustomerPermission}
{ BalancePermission, NewA ccountPermission} Ce { DebitPermission, CustomerPermission}

y

{BaancePermission} {NewAccountPermission} {CreditPermission}  {DebitPermission}  {CustomerPermission}

\

{ WritePermission}

f

{

Figure 6: Permissions set lattice L,rem for the online banking examplein Figure 1

In general, our approach requires a modification of the permission lattice L 5r=m t0 enable checking of such proper-
ties. Thereason for thisis that we use the merge operation on the lattice to compute the flow of permissionsinto PCG
nodes. For each property R of theformn = P, V ... V P, weintroduce a new permission pr. A set containing only
this permission is added to Lorem in such away that Vi, 1 < i < k, P, = {pr}.

7 DataFlow Algorithm for Propagating Per missionsthrough the Call Graph

In this section we describe aforward-flow all-paths data flow analysisfor checking permission-based properties, called
Permission Flow Analysis (PFA). The intuition behind the PFA algorithm is as follows. JVM checks permissions for
al classes whose methods are present on the call stack, except when privileged regions are used. We propagate
information about permissions along method call chainsin the PCG and obtain sets of permissions that must hold on
al paths leading to a specific method. We can then compare the set of permissions thus computed for a node n. with
Sets Py, ..., Py, in the permission-based property for this node.

In an application that can load classes dynamically, if a malicious class is loaded, this class can attempt to access
any variables and objects that are accessible in the context from which methods of this class are called. This contextis
defined by the static public members of al public classes in the application, parameters passed to the methods of the
malicious class, and any objects and fields that are reachable from those through method calls and references. While
in the future we plan to use points-to analysis for computing a conservative estimate of the objects and values that are
available to each method of a dynamically loaded class, in this paper we make a simple conservative assumption that
all public methods of al public classes can potentially be called by the methods of a malicious class. Therefore, we
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assume that there may be executions on which each public method of each public classis called with no permissions
owned by the calling class.

7.1 Data flow equations

First, we introduce operations on sets of permissions that we need for the PFA agorithm. With each node n in the
PCG we associate two sets of permissions, priv(n) and unpriv(n). The former contains al permissions that hold
on executions where a privileged region is entered but not exited by the time n is executed. The latter contains al
permissions that hold on executions where node n executes outside privileged regions. Initialy, both sets are set to
null for all nodesin N, except the head nodes in public methods, for which unpriv sets are set to 0.
The PFA agorithm propagates the priv and unpriv sets along the edges of the PCG. If several edges enter a node

n, the permissions information flowing into n is merged before being propagated through n. The merge function
merge : 2Permissions . gPermissions _, gPermissions |seg the [ operation to merge two sets. The intuition behind this is that
only permissions that are present in al reachable predecessors of n have to be propagated into n. (If a predecessor
of n is unreachable, its priv and unpriv sets are null and, according to equation (1), do not affect the flow of permis-
sion information into n.) We define sets INpiy(n) and INynpriv(n) of separately merged privileged and unprivileged
permissions coming to node n from its predecessorsin the PCG:

INpriv(n) = Mpepreds(n) Prv(p)

INunpriv(12) = My epreds(n) UNPFiV(p)

2

Propagation function prop,, : (2Pmissions gPermissons _, (oPermissons gPermissions) defines the way in which the node
n changes sets of permissionsthat are propagated into it:

(Ianv(n) INunpnv( )) if ki ﬂd(n) call
_ _ _J (INpriv(n), INunpriv(n) U {Permissions(n)}  if kind(n) = check
Prop, (INpriv(n), INunpriv (1)) = (|N:-|V(TL) INznpnv(n), null) if kind(n) = enterPriv &

Privileged and unprivileged sets of permissions are propagated through the PCG by using merge and propagation
functions of (2) and (3) until priv(n) and unpriv(n) stop changing for al nodes n in the PCG. At this point, the set
of permissions that are checked on al paths to a given node n is computed simply as Permissions(n) = priv(n) M
unpriv(n).

7.2 Example

Weillustrate the PFA agorithm on the online banking examplein Figure 1. For each non-head node n in the PCG for
this example (shown in Figure 4), we set initialy priv(n) = unpriv(n) = null. Thissignifiesthat at this point, no path
to the node exists, whether or not the nodeliesin a privileged region. For each head noden of a public method (nodes
1,4,6,9,12, 19, 21), we set unpriv(n) = {}.

Figure 7 shows the results of running our algorithm on the PCG for the online banking example from Figure 4.
For each node n, the pair of permission sets (priv(n), unpriv(n)) is shown next to it.

Consider the path 21 — 22 — 23 — 24 — 9 — 21 — 22. Initially, INpiy(21) = null and INupriv(21) = {}.
When thisinformation is propagated through 21, according to the propagation equation (3), we obtain priv(21) = null
and unpriv(21) = {CustomerPermission}. These sets become INpiv(22) and INynpriv(22) respectively. Again, ac-
cording to equation (3), priv(22) = {CustomerPermission} and unpriv(22) = null. These sets are subsequently
propagated to nodes 23 and 24. When these sets are propagated in node 9, they are merged with (null, {}) ini-
tidly assigned to this node, which results in INpiv(9) = priv(9) = {CustomerPermission} and INunpiv(9) =
unpriv(9) = {}. When these sets are merged with INpiv(21) = null and INunpriv(21) = {}, we obtain INgiv(21) =
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Cust Permission},
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t ' ({3, nuit) 6 —c— call write< Srb enter_priv ~ ({Custorr\erPerrr2i3§sion}, null)
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call i:iIeWriter.write 17 head = / | call t#ansfer # 25
exit_priv 18 call cﬁebit/lZ > call debit % 26
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call credit/’ 1 < exit_priv= 27
({ Customer Permission}, {WritePermissign}) credit / (CustomerPermissior}, {})
head ~ 12

check(CreditPermission) ~. 13
({Customer Permission}, {CreditPermission})

call write< 14

Figure 7: The PCG for the online banking example with (priv, unpriv) permission set pairs shown for each node.

{CustomerPermission} and INupriv(21) = {}. Once these sets are propagated through 14, we obtain INpiv(21) =
{CustomerPermission} and INynpyiv(21) = {CustomerPermission}, which become INyiv(22) and INunpriv(22)
respectively. Finally, once these sets are propagated through 22, we obtain IN piy(22) = {CustomerPermission}
and INynpriv(22) = {}.

Observe that the PFA agorithm determines that priv(17) = null and unpriv(17) = {}, and therefore
Permissions(17) = ). The reason for this is that there are two categories of paths through the PCG that lead to node
17. First, there are pathswhere acall to write ismade while method debit of AccountWithPermissionclassison
the stack and thereforewrite executesin a privileged region, where only CustomerPermissionisrequired from the
code. Second, there are paths where a call to write is made from the constructor or methods debit and credit of
Account class. Thejoin of permissions CustomerPermission, NewAccountPermission, DebitPermission, and
CreditPermissionresultsin L.

In general, there may be several explanations for a violation of a permission-based property detected by the PFA
algorithm. Firgt, it is possible that permission checking statements are omitted or used incorrectly (e.g., awrong per-
mission may be checked or the check itself may happen in the wrong place). Second, definitions of some permissions
used in the program, especially their imp1lies methods, may contain errors. Third, the use of privileged regions may
result in the required permissions not being checked. Finaly, it is possible that the result is spurious, i.e. the prop-
erty being checked holds for the actual program. Spurious results are possible, because all possible executions of the
program are not modeled directly in the call graph. The developer of the application has to examine this result and
decide whether it is a result of an error or a spurious result. Our agorithm can be extended to preserve information
about propagation paths of permissions, so that when a property violation is detected, the corresponding path(s) can
be examined.
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Figure8: Permissionslattice Lperm for the online banking examplein Figure 1 after CustomerPermission permission
has been changed to imply permissionsBalancePermission, CreditPermission, and DebitPermission.

grant signed "bank" {
permission NewAccountPermission "NewAccountPermission";
permission BalancePermission "BalancePermission';

};

grant codeBase "http://customer.machine.com/banking/classes/" {
permission CustomerPermission "CustomerPermission";
permission BalancePermission "BalancePermission';
permission DebitPermission "DebitPermission";
permission CreditPermission "CreditPermission";

};
Figure 9: The modified security policy file for the online banking examplein Figure 1

In the case of the property violation for the online banking example we described above, the problemisin the im-
plementation of the implies method for CustomerPermission that, according to the permissionslatticein Figure 5,
does not imply any other permissionsin this application. Logically, a customer should be allowed access to operations
that modify her account. Therefore, we can modify the implies method of CustomerPermissionin such away that
it implies permissionsBalancePermission, CreditPermission, and DebitPermission, which resultsin the new
permissions lattice, shown in Figure 8.

Ancther way in which the detected problem could be fixed is by modifying the security policy and removing the
privileged region in the debit method of class AccountWithPermission. The modified security policy assigns all
permissions necessary to use an account to the classes on the client machine. This new security policy appears in
Figure 9. Thiswould also involve changing the property of interest to become

17 = {NewAccountPermission} V {CreditPermission} V {DebitPermission} V {CustomerPermission}
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7.3 Worklist formulation of the PFA algorithm

In this section we give aworklist formulation of the PFA algorithm. Figure 10 gives pseudo-code for this algorithm.

Initialization of the worklist algorithm proceeds according to the initialization of the general PFA algorithm. The
worklist W stores nodes whose [ Ny, priv, Nungriv, @d unpriv sets have to be re-computed. Initially, all successors
of head nodes of al public methods are placed on the worklist.

In the main loop of the worklist algorithm, a node n is taken from the worklist®. The INpiy and INynpriv Sets of
n are computed by merging permission sets for al predecessors of n, according to equation (2). Equation (3) is then
used to obtain priv and unpriv sets for n. If these sets change on this iteration of the algorithm (compared to their
values before this iteration started), then all successors of n are added to the worklist.

7.4 Conservativeness

In this section, we provethat the PFA algorithmis conservative. First, we provethat the PCG conservatively modelsall
possible executions of the program under analysis. We extend the mapping .. between statements Instr in the program
and sets of PCG nodes N, introduced in the PCG construction algorithm in Figure 3. The mapping agorithm is shown
in Figure 11.

Lemma 2. For each actual execution of the program, represented by a sequence of instructions s g, ..., s, there exists
a path ng, ..., n,. through the PCG, such that

e instruction sq is represented by node n,
e instruction s, isrepresented by noden.., and
o Vi,0<i<k—1,ifs; isrepresented by n;, then s;;, isrepresented either by n; or nj4 ;.
Proof. The proof trivially follows from the mapping algorithm in Figure 11. O

The following theorem states and proves the conservativeness of the information about permissions computed by
the PFA agorithm.

Theorem 3 (Conservativeness). If there exists an actual execution of the program under analysis, such that some
permission p is not checked on this path up to instruction s, then the PFA algorithm does not associate p with at least
one node corresponding to s.

Proof. Let sy, ..., s, bean actual execution of the program, such that permission p is not checked on this execution. Let
no, ..., Ny bethe corresponding path through the PCG from Lemma 2. The PFA algorithm has to propagate permission
information through this path. We prove the following statement by induction on the number of iterations of the main
loop in the worklist version of the algorithm in Figure 10.

Ym € ng, ..., ne, p € Priv(m) V p & unpriv(m) on iteration number  of the algorithm 4

Statement (4) trivially holds before any iterations of the main loop, since the priv and unpriv sets of all nodesin
the PCG areinitialized to either {} or null.

As an inductive hypothesis, assume that statement (4) holds on iteration number £ — 1 and consider iteration
number k. Let ¢ be nodetaken off theworklist onthisiteration. If ¢ € n g, ..., n,, then statement (4) holds by inductive
hypothesis.

Now let ¢ = ng. According to the initialization phase of the algorithm, initialy unpriv(n) = {}. According to
the merge equation (2), this set will not change throughout the algorithm, therefore statement (4) holdsfor q.

Finaly, let ¢ = n; for some 1 < i < r. By the induction hypothesis, p & priv(n;_1) V p & unpriv(n;_;), the
merge function from equation (2) ensures that statement (4) holdsfor q. O

8We do not restrict the order in which nodes can be taken from the worklist. Different scheduling algorithms may be appropriate in different
situations.
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Algorithm 2 (Worklist PFA algorithm).
Input: A PCG (N, H, CE, LE, kind) and a lattice Lrem Of permission sets.
Output: A set Permissions(n), VrinN, containing all permissions that must have been checked by the time the execution gets
ton.
(1) Let W bean empty worklist with properties of a set
[l initialize the priv and unpriv sets of the head nodes and put successors of the head nodes
/1 on the worklist

(20 VneH,
©)] Set priv(n) = null
4 Set unpriv(n) = 0
(5) Vs € Suces(n),
(6) add s to W
initialize the priv and unpriv sets of all other nodes to be null
end for
end for
(7) VneN\H,
(8) Set priv(n) = null
(9) Set unpriv(n) = null
end for

// the main loop of the algorithm
(10) while (W # 0)
/I remove a node from the worklist
(11 select an arbitrary n € W
1 w=w\{n
/I merge the flow of permission information from the predecessors of n

(13) INpriv(n) = Mpepreds(n) Priv(p)
(14) INunpriv(n) = I‘Ipepreds(n)unpriv(p)
(15 compute the new priv and unpriv sets for n according to formula (3)
// only update the worklist if the sets for n changed
(16) if thisiteration changed either priv(n) or unpriv(n)
17) W =W U Suces(n)
/I compute the final permissions information for all nodes by combining their priv and unpriv sets
end if
(18) vneN
(29) Permissi@ms(#Qr= priv(n) N unpriv(n)
end while

Figure 10: A worklist version of the PFA agorithm

7.5 Complexity

In this section, we prove that the worst-case complexity of the PFA agorithm is cubic in the size of the PCG and
quadratic in the number of different types of permissions used in the program °.

Theorem 4 (Complexity). The worst-case complexity of the PFA algorithmis O(|N|3|Permissions|?).

Proof. In the worst case, each of the two sets of permissions priv and unpriv associated with each node in the PCG
has size |Permissions|. The successors of node n are put on the worklist only if either priv(n) or unpriv(n) change.

9We believe that we can improve the worklist PFA agorithm in Figure 10 in away that makes the worst-case complexity quadratic in the size
of the PCG and linear in the number of different types of permissions.
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Algorithm 3 (M apping between the PCG and program instructions).
Input: The PCG (N, H, CE, LE, kind), program instruction graph, and a partial mapping Instr — N from the algorithmin
Figure 3.
Output: A mapping p : Instr — 2N,
[l initialize the sets of instructions for all PCG nodes
(1)  For each unmapped s € Instr:

2 For each mapped instruction s’, such that there is a path from s to s in the program instruction graph,
where all instructions on this path, except for s, are unmapped

3 For each node n € p(s)

(4 Add n to u(s)

Figure 11: An agorithm for creating a mapping between PCG nodes and program instructions

The maximal number of times either of these sets can changeis |Permissions| + 1 (if first the set changes from null to
the set containing all permissions in Permissions and subsequently permissions are removed from this set one by one
on different iterations of the algorithm). Thus, because of changes of sets of n, each of the successors of n can be put
on theworklist O(|Permissions|) times. Since anodein the PCG can have O(|N|) predecessors, each node in the PCG
can be put on the worklist O(|Permissions||N|) times.

On each iteration of the algorithm, a node n is removed from the worklist and the IN iy, INunpriv, priv, and
unpriv sets of n are re-computed. Since O(|N|) predecessors may be involved in this re-computation, each with
O(|Permissions|) information, the operations of merging and propagation (2) and (3) take O(|Permissions||N|) on
each iteration®©,

So, for each of the |N| nodes in the PCG, the permissions information can be re-computed O(|Permissions||N|)
times, each re-computation of complexity O(|Permissions||N|). The statement of the theorem follows. O

8 Conclusions

In this paper we propose adataflow algorithm for computing i nformation about permissions checked in Java programs.
For each statement in the program, the algorithm computes a conservative approximation of al permissions that are
checked on all executions of the program leading to this statement. We assume the presence of simple permissions-
based security properties that specify which groups of permissions must be checked before certain security sensitive
regions of the program can be executed. Unlike the previously proposed approaches for this problem, our algorithmis
low-order polynomial in the size of the program and the number of different types of permissionsused in this program.

Our approach relies on the call graph for the program under analysis and therefore is sensitive to the precision
of this call graph. We do not believe that very precise call graphs are necessary in our approach in order to obtain
sufficiently precise information about permission flow, but this hypothesis remains to be tested experimentally.

The agorithm presented in this paper is context-insensitive. Adding context-sensitivity would theoretically im-
provethe precision of thisanalysis, while making it less tractable. Our hypothesisisthat context-sensitivity would add
little in terms of precision, while significantly impacting the performance of the algorithm. We plan to evaluate the
need for added precision experimentally. If it turns out that in practi ce the context-insensitive algorithm often produces
imprecise results that could be improved by a context-sensitive algorithm, we will implement such a context-sensitive
algorithm.

10\e assume that all sets used in the algorithm are implemented as look-up tables, so that operations of insertion, deletion, and look-up take
constant time.
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In our future work, we plan to implement our algorithm and use it in case studies involving checking permission-
related security propertiesof realistic Javaprograms. We believethat the algorithmwill scalewell, givenits polynomial
complexity and the fact that the call graph based model on which the algorithm operates can be reduced. (If no
permission check operations are performed in a method and in al method that it calls directly or indirectly, then
statements from this method can be omitted from the program model.) In addition, we plan to investigate whether
permission-related properties other than of the simple kind we use in this paper are needed.
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