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Abstract. Birth year is a fundamental human attribute, and for manypfeea
private one. We have found that in our sample datasét4df million Facebook
users from New York City, onlyl.5% of them specify their age in their public
profile, confirming that age is indeed a private attributerfarst users. In this
paper, we investigate whether it is possible to estimateatfee of each of the
remaining98.5% of the the New York City Facebook users. To estimate Facebook
user ages, we develop a novel two-step procedure. In thestept we exploit
side information such as high-school graduation year agle-echool graduation
years of friends with the same high school name to accurastisnate the age for

a large set of users. In the second step, we exploit the ymagocial network
structure to design an iterative algorithm, which derivgs astimates based on
friends’s ages, friends of friends’ ages, and so on. Ouralverethodology is
able to estimate age &f% users with a 4-year mean absolute error. However,
we find that for many older users, age is difficult to estimatugately, and may
thus remain private within OSNs. We also develop a techrfiquanother related
privacy violation — classifying a user as a minor (unti@ryears of age) or as an
adult. Our work casts serious doubts on age privacy andrehildnline privacy

in OSNs.

1 Introduction

Current Online Social Networks (OSNSs) allow users to cdrangl customize what
personal information is available to other users. For exangpFacebook user — let’s
call her Alice — can configure her account in such a way thafiemds can see her
photos and interests, but the general public can see ontydmee and profile picture. In
particular, Alice has the option of hiding her attributas;lsas age, gender, relationship
status, sexual preference, and political affiliation, friwa general public.

Alice, of course, knows that Facebook (the company) hasféss to any informa-
tion she has placed on her Facebook pages, including infammthat she limits only
to her closest friends and family. However, Alice probaldgumes that if she makes
available only her name to the general public, third patieage access only to her name
and nothing more. Unfortunately for Alice, third partieg,drawling OSNs and apply-
ing statistical and machine learning techniques, can piatgninfer information such
as gender, relationship status, and political affiliativet tAlice has not explicitly made
public [18]. To the extent this is possible, third parties anly can use the resulting
information for online stalking and targeted advertisibgt could also sell it to others
with unknown nefarious intentions.

In this paper, we take an in-depth look at the age (birth ypavacy of Facebook
users. We have found that in our sample datasét4f million Facebook users from



New York City, only 1.5% of them specify their age in their public profile, confirm-
ing that age is indeed a private attribute for most usersivdtad by this, we ask the
guestionwhether it is possible to estimate the age of the remainimgsus i.e., those
who aim to hide their ages — with a high accuradyf® seek to answer this question
using algorithms that are not Facebook specific, so thatdheype applied to OSNs in
general. For age estimation, we only use public profile aieehdiship information; we
do not use image analysis or network/group information.

As a related subject, we also consider the problem of ideatifin of minors among
Facebook users. We define a minor to be a person who has e pmfacebook his or
her age as less tha® years. We note that Facebook is very popular among minors.
For example, there are many high school networks in Facetmualiich most of the
minors belong. Facebook provides a virtual world where mgnsimilar to other users,
can keep in touch with their friends and share among friemdseave many other
opportunities. However, at the same time, minors can béngcof different types of
crimes such as cyber-bullying or sexual harassment. Agtegbin [7], there is ,“More
cyber-bullying on Facebook, and social sites than the resf @Web”. There has also
been an incident of cyber-bullies harassing a teen on Fagdimfore , after her suicide
[1]. Most OSNs, including Facebook, therefore incorporatxhanisms in an attempt
to protect minors from online criminals and to enforce tlogiline privacy. As an ex-
ample, minors do not show up on public search results. Wethesefore the following
questionis it possible to classify Facebook users as adults and rsfhor

In this paper, our technical contributions are as follows:

— Large Data SetWe crawled Facebook to get two large Facebook data sets, both
of which targeting the New York City (NYC) Facebook users.Jiiy 2009, we
crawled all1.69 million users in NYC, obtaining Facebook IDs and their fulbfile
pages. Many of users in this July 2009 dataset explicitlyiol®their age, thereby
allowing us to create an extensive ground-truth test sédrch 2010, we launched
another extended crawl, during which we visited 1th&7 million NYC user IDs
from the July 2009 dataset. Among th&7 million user IDs, we were able to re-
visit 1.47 million of the users. At the time of March 2010 crawl (in faoice early
2010), due to changes in Facebook’s default privacy settioge can only crawl
limited profile page®f Facebook users, even if one lives in the same geographical
region. Only this limited profile information is available &n attacker today. We
found that only82.73% of the limited profile pages publicize friend lists, and a
merel.5% of them provide the users’ ages.

— Age estimationOur primary goal is to estimate the age of all NYC Facebookgse
based only only the limited profile information provided iraMh 2010 dataset. We
develop a novel two-step estimation methodology. In thé $ilep, we exploit side
information such as high-school graduation year and hajtosl graduation years
of friends with the same high school name to accurately esérhe age for a large
set of users. In the second step, we exploit the underlyingbkoetwork structure
to derive an iterative algorithm, which derives age estandtased on friends’ ages,
friends of friends’ ages, and so on. We also propose usngrse friend lookup
to determine the friends of a user when that user hides l@sdriist. Our overall
methodology is able to estimate ageddf% users with al-year mean absolute error.



However, we find that for many older users, age is difficultdtireate based only
public profile information and friendship links only. We ewie why it is more
difficult to estimate the age of older users. To the best okoowledge, this paper
is the first in-depth study of the age estimation problem ilN&.S

— Minor classification:Facebook takes special precautions to protect the privhcy o
a minor, including not allowing a minor to explicitly indit&in his public profile
page his age or even that he is a minor. We investigate whathattacker can
determine this private information. Specifically we deyetbtechnique for clas-
sifying a user as a minor or as an adult. This paper repregentse best of our
knowledge, the first systematic study for minor identifioatin an OSN. Using
some Facebook-specific features, our analysis shows tleatamclassify a large
majority of users, with a high-degree of certainty, as eitdult or minor.

We note that our age inference approach is simple enoughafue mttackers to
develop and execute with effect. This implies that Facelamkprivacy can be violated
very easily. We believe that our work casts serious doub@genprivacy and children
online privacy in OSNs.

The remainder of this paper is organized as follows. We prteser data gather-
ing mechanism and properties of the dataset in Section 2t, Mexpresent our age
estimation methodologies and results in Section 3 and @edtiln Section 5, we de-
scribe the step by step methodologies for classifying NY@skt users as minors or
adults. In Section 6, we discuss relevant prior work. Fin&kction 7 summarizes our
conclusions.

2 Data Sets and Performance Measures
2.1 Crawling NYC Users and Their Friends

In Facebook, when Alice visits Bob’s profile page, the infation that is displayed
to her depends on her relationship with Bob (for example théreshe is a friend or not)
and on Bob’s privacy settings. Roughly speaking, when Alica Facebook friend of
Bob, then she typically gets to see Bohid profile page, which includes all of Bob’s
friends as well as all of the information and photos that Botsinto Facebook; if Bob
is not a friend, Alice only gets to seelimited profile page, which often includes no
more than Bob’s full name and his photo.

We developed a multi-threaded crawler that visits Facehmsek profile pages and
stores the pages in a MySQL database. Using this crawleglyn2D09, we crawled
all the users in NYC, obtaining their Facebook IDs and tligllr profile pages We
were able to do this because at that tiftheusers were, by default, assigned to regional
networks; andii) a user’s full profile page was, by Facebook’s default priveetying,
made public to all other users in the same network. We oldaing million NYC
user IDs and their corresponding full profiles. We refer tie thataset as thauly 2009
dataset Facebook fully deprecated regional networks as of lateeBaiper 2009 [5, 2].
A user’s full profile is now, by default, only available to theer’s friends.

In March 2010, we launched another extended crawl, durinighwive visited the
1.67 million NYC user IDs from the July 2009 dataset. Among th&7 million user
IDs, we were able to re-visit47 million of the users; the remaining accounts appear to
have been deactivated or removed by Facebook between ograwts. At the time of



March 2010 crawl, due to changes in Facebook’s default gyigattings, we obtained
the limited profile page®f the NYC users. As shown in Table 1, ord.73% of the
limited profile pages publicize friend lists, and a m&rgs of them provide the users’
ages.

During the March 2010 crawl, for each crawled user (say, élién addition to
obtaining Alice’s limited profile page, we also collectee thmited profile pages of her
friends, whenever she made the friend list publicly avddaBy crawling the friends
of the 1.47 million NYC users, we obtained an addition#&1.79 million users, many
of whom do not reside in NYC. Ouvlarch 2010 datasetas the limited profile pages
of 49.26 million users, consisting of th&.47 million NYC users and their friends.
This data set contains approximat8y6 million friendship links between NYC users
and their friends. We emphasize that the data set does Hotanthe friendship links
between non-NYC users, as that would have required signtficenore computational
and bandwidth resources than available at the tihe.primary goal is to estimate the
ages of thd .47 million NYC users using the data (limited profiles) in the Mta2010
data set.The July 2009 dataset, containing full profile pages, is dsedround truth
and evaluation of the methodology.

Table 1. Properties of the March 2010 Dataset (containing limitexfijas)

|Property name | Value |
#usersin NYC 1,473,199
# users’ friends outside NYC 48, 828, 008
% users who do not make friends public 17.27%
% users who specified age 1.5%

% users who make HS graduation year public 21.6%
% users who provide work place network public 3.7%
% users who provide grad/college info public  19.0%

2.2 Reverse Friend Lookup

As shown in Table 1, a significant fraction of users do notldse their friend
lists in their limited profiles. It is, however, possible tbtain partial friend lists for
such users employing a reverse lookup mechanism. Spelgifit®ob hides his friend
list, we can look at all other users who disclose their fridiats, and identify those
who indicate they are friends with Bob. We remark that suchiemd list for Bob is
incomplete, as it only contains friends who both (i) resid@&li¥C, and (ii) do not hide
their friend lists. Figure 1 shows the fraction of users agtirose hiding their friend
lists for which reverse lookup can identifyfriends. For example, fot6.26% of these
users we can find at least 15 (NYC) friends. Clearly, with agrextensive crawl, which
would also obtain the friend lists of the non-NYC users, regdookup would yield a
much more complete view of these otherwise hidden friertsl. lis

2.3 Inactive Users

Although many Facebook users have hundreds of friend§@¥tdof users visit the
site daily (as discussed in [4]), many accounts have femdiseand no recent activity;
we refer to such dormant usersiaactive usersin order to prevent these users from
skewing the results of our study, we do not attempt to esérttee ages of users who
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Fig. 1. Fraction of users for whom reverse lookup can identifiyiends

satisfy all of the following conditiongi) the user has 10 or fewer friend$i) the user
does not provide his or her birth yeéiii) the user does not provide high-school gradu-
ation year. That is, we do attempt to try to estimate the ag@whctivity users, unless
they explicitly provide their age or their high-school guation date. After removing
all users who do not satisfy any of the above three criter@havel, 191, 758 NYC
users, for whom we will attempt to estimate their ages.

2.4 Estimation Performance Measures

In order to evaluate the performance of our age estimationgutures, we utilize
two different measures: the Mean Absolute Error (MAE) anel @umulative Score
(CS). MAE is defined as the average of the absolute diffeigro®rs between the
estimated ages and “ground truth” ages, i.e., Mﬁggﬂ |z}, — zk|/N, wherezxy, is
the ground truth age for the userz), is the estimated age, aidis the total number of
test users. The MAE measure has previously been used in titextof age estimation
based on facial images [10-12] (reviewed in Section 6). Tumauative score, on the
other hand, is defined &S(j) = N.<;/N x 100%, whereN.<; is the number of test
users for which the age estimation procedure makes an absohor no higher than
years. For exampl&;S(4) is the percentage of test users for which the absolute error
is less than 4 years. This measure has previously been ugHl.in

For calculating MAE and CS, we use the birth year data fromithg 2009 dataset
as ground truth. As described earlier, while crawling Facddin July 2009, by default,
we were able to obtain the full profile pages of the users in NYiGhe July 2009 data
set,515, 000 users provide their birth years. In the second crawl (Maf103, we found
that486, 686 of these user accounts were still active. However, somes idatantly lie
about their ages, reporting ages o¥@rwhen they are actually much younger. We
therefore remove from our ground-truth data set any userreports a birth year prior
to 1931 (This step removes a small number of users who are actuadiy80y and who
is identified as inactive user as discussed in section 2.thigstage, we hawl9, 395
users’ birth years which will be used as ground truth to detee the accuracies of the
age estimation methods.

We briefly remark that users can easily lie about their agésoebook. However,
given that a Facebook user typically has family, high-s¢had university friends who
know with certainty the user’s age, it is difficult for an aduser to lie about his age.



Some minors, however, say they are ol@to get adult privileges. Lying appears to be
very difficult to account for in age estimation in OSNs.

3 Birth Year Estimation: Basic Methods

In this and the following section, we present our age estonahethodology. The
methodology is based on fundamental attributes of OSNs]ingted profile informa-
tion and social links, and does not use features that ardyhégiplication (Facebook)
specific. LetG be the set of all, 191, 758 NYC Facebook users for which we will at-
tempt to estimate the birth year. Our approach is to first fisdleseG, for which we
can estimate the birth year with a high accuracy. Then, wedirather disjoint subset
G, for which we can estimate the birth year with somewhat leaseuracy. Iterating
in this manner, we create a partiti¢f,, G1, . . ., Gn } of G with a different estimation
procedure and estimation confidence for each disjoint subse

3.1 Low Hanging Fruit

The setG, is a set of users who make their birth years publicly avadabltheir
limited profiles. For a user in this set, we simply estimat uler’s birth year as the
publicly specified birth year. Assuming that the reporteelsagre correct, our birth year
estimates for the users @y is obviously100% accurate. The sé&k, consists ofl5, 975
users orl.34%. We denote this trivial age estimation procedure as Gtep

3.2 Benchmark

We briefly mention here that we experimented with estimatiegrs’ birth year
using mean and median statistics, such as the mean and nbédieyear, for the NYC
users outside ofy. The median and mean birth years 4983 and1980, respectively;
the corresponding MAEs af91, 8.52, respectively. CS versus error level (in years) is
depicted in Figure 2(a). From the graph, we can observelteatdtimation accuracies
are relatively high. Specifically, mean and median stagstan achieve an error within
4 years for only40% of the users, and an error withird years for only70% of the
users. This naive approach provides us with a benchmarktpace the performance
of our estimation algorithms.

3.3 Using High School Graduation Year

There are many users who do not make their birth year puldiciyiable in their
limited profiles, but nevertheless make their high schoatigation year publicly avail-
able. Because most people complete high school betweemyéseoél 7 and19 years,
the high school graduation year is clearly correlated withhirth year of an individ-
ual. To take advantage of this correlation, we build a tragnset for identifying the
relationship between high school graduation year and petr.

From our March 2010 dataset (including NYC users and theirN¥ C friends), we
found that255, 012 users made both their birth year (BY) and high school gradnat
year (HSY) public. We fed thex55, 012 data points into linear regression and obtained
the following regression line:

BY =0.9368 x HSY + 108.2107 Q)
The set; is the set of NYC users who do not make their birth year pupbefil-

able, but make their high-school graduation year publieigilable. IngG,, there are
215, 846 users representirigs. 11% of users irng. Using the Equation 1, we assign birth
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years for the these15, 846 users. We refer to this as StépOf these userg15, 846,
98, 653 belong to our ground truth data set, yielding an MAELdf1. Figure 2(b) de-
picts the cumulative score for this linear regression esiiom procedure; note that for
94% of the users, the linear regression results in an errar péars or less. We re-
mark that many users also provide college and universitgugon dates. However,
we found college and university graduation dates to be mes# teliable estimators
of age than high school graduation dates. For that reasowlow®t use college and
university graduation dates in our estimators.

3.4 Using Friends’ High School Graduating Classes

A user may not publicize her birth year or her high school gedithn year, but
she may have many friends from her high school graduatireg ¢dlam which we may
be able to infer her high school graduating year. To createstibseiG,, we use a
grouping methodology that takes into account the high schame and graduation
year of a user’s friends. The methodology is as follows. Baheuser: not inGy U Gy,
amongu’s friends we find the most frequently occurring high schaaldyating class
(i.e., high school name and graduation year) lfias7" or more friends in this high
school graduating class, we putn G, and assume thatis also from this high school
graduating class. Let, be the corresponding graduation year. To estimatewisage,
we then usey, as HSY in the regression Equation 1. We call this proceduep &t
There are919, 680 users inG — (Go U G1). UsingT = 6, we find453, 596 users inG,.
UsingT = 6 gives us moderate coverage and accuracy (low MAE); if we sbao
smaller value foff’, coverage improves but accuracy degrades. Of th&ese596 users,
141,216 are found in the ground truth verification set. For thégg, 216, the MAE
for our estimation procedure is86. Figure 2(b) shows the corresponding cumulative
score. We defing{ = (Go UGy U Gs).

Table 2 summarizes the results from Stép$, and2. From these three steps, we
have been able to estimate the ages0$1% of the users with a high-level of accuracy



Table 2. Summary of results from Steps 0,1,2
|SefNumber of usergPercentag¢MAE [CS(4)]

Go 15,975 1.34% 0 |100%
G1 215, 846 18.11% | 1.11 | 96%
G2 453, 596 38.06% | 1.86 | 91%
H 685,417 57.51% | 1.5 | 95%

of MAE 1.5. However, there still remains06, 341 (42.49 %) users outside of{ for
which we need to use more advanced procedures to estimate age

4 Iterative Method

The method in Section (3.4) makes use of the age distribsitdda user’s friends;
however, it does not take advantage of the underlying nétsatoucture in the social net-
work, which provides information about friends of frienfisends of friends’ friends,
and so on. To exploit this underlying network structure, vewedop an iterative al-
gorithm. This iterative algorithm is not limited to age esdition — it can be used to
estimate other attributes in social networks as well.

In our algorithm, at each iteratiahwe have age estimates for a set of users, denoted
E(i). For each usen € E(i), letz, (i) be our estimate of’s age at the-th iteration.
Also let F,, be the set of.’s friends, andF, (i) be the set of.’s friends for which we
have age estimates, that 15, (i) = F, N E(7).

In the iteration scheme, for any usee #, we setx,, (i) = a,,, wherea,, is the age
determined in the previous section. For a usef H which has at least one friend with
an age estimate (i.ef;, (i) # ¢) we use iterations:

2y (1 4+ 1) = axy (i) + (1 — a)P[zy (7)), v € Fyu(i)], (2)

whered[-] could be as simple algebraic expression or a more sophaticiustering
algorithm. We will soon provide some examplesddr]. To initialize the iterations, we
setE(0) = H. We also sett(i + 1) = E(i) U{u : F,(i) # ¢}. Notice that this
algorithm takes into account Bob'’s friends of friends whestingating his age.

Since the functio®[-] must be calculated for millions of users at each iteratiois, i
critical to choose a function that not only provides goodheates but is also computa-
tionally efficient. We examine two computationally-efficstepproaches in this paper:
linear regression and percentiles.

For the linear regression approach, we choose a linearifumaftthe mean, median,
and standard deviation of the user’s friends; specificalfnction of the form

B[, (i), v € Fy(i)] = asMEAN, (i) + asM EDIAN, (i) 4+ azST D, (i) + a4

whereM EAN, (i) (respectivelyM EDIAN, (i) andST D, (i)) is the mean (respec-
tively, the median and standard deviation) of the valueg,ji). This linear equation
is efficient to calculate, but how should we choose the vdoies; , as, as, andas?

We use linear regression to determine the coefficieptsis, as, anday. Specifi-
cally, for each of th&85, 417 users ir{, we determine the mean, medium, and standard
deviation of the user’s friends’ ages. For each usét jiwe have a data point consist-
ing of the user’s age as well as the associated mean, medisstaardard deviation. We



feed thes&85, 417 data points into a standard linear regression proceduretsorothe
values ofaq, as,a3, anday. The resulting regression equation becomes:

BY = 0.3583 x MEAN + 0.6654 x MEDIAN
— 0.3596 x STD — 45.5534 3)

For the percentile approach, with a given valueyp®|[-] is simply the they per-
centile of the ages i, (¢). For example, witly = 70, we take the age so that70% of
the users irf, (i) are younger tham. Note thaly = 50 is simply the median of the ages
in F, (7). We experimented with using different percentiles suchkids (median)(0th,
70th, 80th etc and found that0Oth percentile provided the best estimation accuracy in
terms of MAE and CS.

4.1 Results for Iteration

We first applied the regression equation 3 for the funcédh If a user has more
than20 friends with known ages, we assign less weightto the new estimates; and
if the user has at most0 friends with known ages, we assign more weight to new
estimates, with the hope that some of user’s friends willdstgmed ages in subsequent
iterations. We have set the value= 0.6 for users who have at mo80 friends (with
known ages) and = 0.90 for users who have more than friends (with known ages).

We then applied th&0th percentile of friends ages for the functiéf]. Again we
modify the value otx depending on how many friends a user has with known ages. We
set theo = 0.6 for users who have at mo2d friends (with known ages) and = 0.90
for users who have more than friends (with known ages).

There areb06, 341 users in the sef — H. After running the iterative method for
5 iterations, we were able to assign agesstd thousands additional users in both
approaches. Of thes®#5 thousands userd,71, 187 belong to our ground truth data
set. Over the saf — #, iterations with regression gave an MAE®f3 and CS(4) of
66.8%, whereas iterations with percentiles gave MAELaR and CS(4) 0£9.3%.

For the remaining few thousand users, we simply use meamysdr (i.e.,1980),
which we found to yield better results than the median. Bd(a) shows the accuracy
of overall methodology (combining basic profile informatjaeverse friend lookup,
and iterations with regression and percentiles). The dhmasthod using iterations with
70th percentile, we obtain an MAE df.71 and CS(4) of83.8%. Thus, the overall
methodology is quite accurate, and is significantly moreusate than the baseline
approach of using means or medians for the users outsidg.ofOur age inference
approach is simple enough for naive attackers to develogaacute with effect. This
implies that Facebook age privacy can be violated rathdiydasmost Facebook users.

4.2 Defenses for the Age Privacy Attack

Due to page constraints, we only briefly discuss what a Fadebser, and Face-
book, can do to avoid age privacy attacks. The user can coaflger privacy settings
so that age, high-school graduation year, and friend ligsat available in her lim-
ited profile (that is, to non-friends). However, this alonié not fully protect the user,
since an attacker can still perform reverse-friend looRtjih reverse friend lookup,
the attacker may find a group of friends all from the same Isicfiwol graduation class,
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which — as we saw — can provide highly accurate estimateseoffdye attacker can also
apply iterations, as previously described, to obtain gatitrates for age. Note that re-
verse lookup can also be potentially used to infer not onky, dyt other attributes
including religious and political preferences. To preveaverse friend lookup, when
Alice chooses to hide her friends in her limited profile, Ramak could also automati-
cally remove Alice from the friend lists in all her friendgited profiles. We strongly

recommend that Facebook adopt this policy.

4.3 Age Analysis

We now examine the performance of the iterative method asditin of the age of
the users. For each age we determinertbenalized MAE, which is defined to be as
the MAE for all users of that age divided by that age. So, faregle, the normalized
MAE for 27 is the average MAE for all ground truth users of &gealivided by27. Fig-
ure 3(b) presents the normalized MAE per age resulting frammeethodology (com-
bining the basic methods with reverse friend lookup anditens with percentiles).
We observe that (i) our method has a normalized MAE of uidefor all ages under
50; (i) after age50, the performance of our method begins to decline — for exafiqt
users older thafi0 the normalized MAE exceeds25.

We now investigate why it is difficult to accurately estimatge for users oves0
when using profile and friendship information. (It may be bk to improve the esti-
mation accuracy by taking additional information into azety such as the users’ photos
and the networks to which the users belong. Such a study snldethe scope of this
paper.) Figure 4(a) shows, for each age, the fraction osusho provide strong hints
about their age (either by explicitly stating their age, oovyiding their high-school
graduation year in their limited profiles). We see that foergsunder25, more than
70% in each group provide strong hints. However, for users 60¢eless thanl0% pro-
vide strong hints. Thus, one reason why it is easier to etitha ages of younger users
is that they are more forthcoming about their age (eithexadliy or indirectly through
high-school graduation year) in their limited profiles.

Giventhatitis hard to estimate the age of an older usertjrizom the information
in his/her limited profile, we then examine how much inforimatis available from



Fraction of users

-

o
©

o
@

o
3

o
>

o
@

o
S

1821 24 27 30 33 36 39 42 45 48 51 54 57 60 63 66 69 72 75 78

Average entropy

o
©

o
>

o
=

o
o

18 21 24 27 30 33 36 39 42 45 48 51 54 57 60 63 66 69 72 75 78

Age Age

(a) Fraction of users provide birth year or high
school graduation year at each age

(b) Average entropy at each age

Fig. 4. Providing age specific information and friend entrogy at each age

400 a5

w a
& ]

w
8

Average number of friends
Average age of friends

N
&

20

1‘8 2‘1 2‘4 2‘7 3‘0 3‘3 3‘6 3‘9 4‘2 4‘5 4‘5 5‘1 5‘4 5‘7 éO 6‘3 éﬁ 6‘9 7‘2 ';5 7‘5 1‘8 2‘1 2‘4 2‘7 3‘0 3‘3 3‘6 3‘9 4‘2 4‘5 4‘8 5‘1 5‘4 5‘7 éD éS 6‘6 6‘9 7‘2 7‘5 7‘8

(a) Average number of friends at each agéb) Average age of friends’ ages (which can
be determined from basic methodology) at
each age

Fig. 5. Average number of friends and average age of friendsiges at each age

these users’ friends. Next we examine the diversity of figefor older users. For each
user, we determine the distribution of its friends ages the corresponding entropy
of the distribution. In Figure 4(b), we have plotted the aggr entropy at each age on
y-axis and age on x-axis. From this plot, we can observe thiat young users (ages
18 — 22) have low values of entropy, whereas all other users haaévely high values.
This greater diversity in friends’ ages for older users nsakenore difficulty to infer
age from the ages of friends.

Figure 5(a) shows the average number of friends for each ragggHere we see a
dramatic difference between the younger and older usepsrticular, we see that users
of age30 have, on average, more than twice as many friends as usersovde fewer
the friends a user has, the less the information that isaeaifor a friend-based infer-
ence procedure. Figure 5(b) shows the average age of ftiagds (determined from
the basic methodology) for each age group. The results heaetigularly striking: up
until age50 the curve is almost linear, but aftéd the figure is no longer monotonically
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increasing. Therefore, users ovércannot be distinguished from users ogérbased
on their friends’ ages.

Finally, 6 shows the total number of users for each age growqui ground truth
dataset. We see that there are many more younger users ttarusérs. This implies
that when a user’s age cannot be easily estimated, becauseatte many similar train-
ing profiles for widely different ages, a machine learningpaithm will tend to assign
a young age to the user, since there are so many more yoursy user

In summary, because an older user often does not have mamgdrithe age di-
versity of his friends is high, the age distribution of higfrds’ ages is often similar to
those of middle-age users, and the fact that there are marg/yoanger users, it is very
difficult to get accurate age estimates for older users basddendship information.
Combining this observation with the fact that older usensegally do not give strong
hints about their age in their limited profiles, makes thebpem of identifying older
users in OSNs a very challenging problem.

5 ldentifying Minors

We define a person as a minor if he/she is urideyears old; anyone who i3 or
older is an adult. Facebook minors have a slightly diffeesapierience with privacy than
adults [6]. When a minor sets information such as age, eaurcatformation, photos
or status updates to be visible to “Everyone,” that infoiiorats actually only visible
to her friends, friends of friends, and people in any schoakork networks she has
joined. For a minor, only a limited amount of information ig#able to a non-friend,
namely, photo, name, networks joined, and gender.

In this section, we consider the following classificationlgem: Given a Facebook
user whose age is not publicly available, classify the usarminor or an adult. Unlike
for the age estimation problem, for identifying minors wel weed to exploit specific
features of Facebook as of February 2011.

5.1 Public Search

Facebook allows for public search of a user, that is, vigitire user’s public profile
without logging on to Facebook [3]. This feature is oftendibg search engine crawlers
(e.g., Google) so that a Facebook user can be searchedydirect search engines.



Users can use their privacy settings to opt out from pubbcae If public search status
is enabled for a user, depending on the user’s privacy gsttifacebook provides the
user’s name, profile picture, gender, and a small subsetesfds. If public search is
disabled, in March 2010, Facebook sent either “Page Notdo(IPINF) or redirects the
user to a “Sign Up Facebook” (SUF) page. Public search isysw&abled for minors
(anyone undet8). During our March 2010 crawl, we also collected the stafysublic
search for every user in our data set. Our March 2010 datasetiefore augmented
with the public search status of each of #$e26 million users.

5.2 Ground Truth

In order to evaluate a minor identification algorithm, we chée obtain ground
truth minor and adult users. To this end, we make the follgvahservations, if public
search is enabled for a user, then we know for sure the useradudt. If public search
is disabled, then the user may or may not be a minor. In Mard®2fbr a minor,
if the SUF page was returned, then the user is a minor for $itke PNF page is
returned, depending on the privacy settings of the userysbe may be either a minor
or an adult. Using these observations, we were to olt#jA88 ground-truth minors
and1, 081, 567 ground-truth adults.

Recently, Facebook has changed public search resultseséept (February 2011),
both for adult users who opt out of public search and for alioré, Facebook returns
the PNF error pag&herefore, the challenge is to determine, for all NYC usara/hich
public search is disabled, which are minors and which arelsd@There are391, 632
such users.

5.3 Step 1: Add him/her as a friend

When we browse for a user in Facebook today, depending orrikecp settings
and age, we may see a “Send him/her a message” link in hisgpafije . In the case of
an adult, this link will appear by default (but an adult canénd removed through his
privacy settings). In the case of a minor, “Send him/her asags” will never appear in
the user’s public available profile page. So if we find the ‘@kim/her a message” link
in a public profile page, we say the user is an adult. Using §Sem/her a message”
information, we can designa®80, 871 users as adults.

So in this step we have identified adults only, that is, amdmge1.47 million
users we have identifield 363, 438 users as adults in stdpWhen we collected public
search status for each of the user of NYC dataset, we werdaittapet any result for
21,158 users. We therefore exclude those users from the remaisiaig uleaving us
with 89, 603 users to classify.

5.4 Step 2: Using basic profile information
Among the remaining9, 603 users, in this step we attempt to use basic profile
information to distinguish between minors and adults. Gaurfstic is described below:

1. If a user provides his birth year , the user is adult.

2. If a user provides his high school name and graduation yeaisay the user is
adult.

3. Ifauser joined a high school network with graduation ygar= 2009, we say the
user is adult.



4. If a user joined a high school network with graduation yisas 2009, we say the
user is minor.

5. If a user has joined a college/grad school network or plexicollege/grad school
graduation year, we say the user is adult.

6. If a user has joined a workplace network, we say the usetul.a

5.5 Step 3: Using Heuristics
After the above steps, there remaliis 376 users. We use the following two heuris-
tics to identify adult users and minor users.

1. Heuristic 1: With the default privacy settings for mingesiblic search will be dis-
abled and only the “add him/her as a friend” message will apjpeprofile page. So
if a user’s public search status is disabled and only the “Aidather as a friend”
message appears in the public profile page, we classify satas a minor. We
classify29, 984 users as minors in this way. There remdlfis392 users to clasify.

2. Heuristic 2: In Section 3 and 4, we have estimated the agdl afctive users in
NYC dataset. We apply the following heuristic to the remadgrit5, 392 users: (a)
If a user’s estimated birth year is betwe&y80 and 1991, we say the user is an
adult. (b) If a user’s estimated birth year is greater tha®l and his friend list is
available, we say the user is an adult. (c) If a user’s estithbirth year is greater
than1991 and his friend list is unavailable but his age can be estidfaten reverse
lookup, we say the user is a minor. (d) If a user’'s age cannastienated with
iterations and his friend list is unavailable from profilgpaand reverse lookup, we
say the user is minor. (e) If a user cannot be estimated weithtibns and his friend
list is unavailable from the profile page, but has less thafriends from reverse
lookup, we say the user is a minor.

Combining all these steps together, amonglth& million NYC users, we classify
95.14% as adults].40% as unknown an8.46% as minors. Among th&9, 488 ground-
truth minors,95.45% were classified correctly; and amomg081, 567 ground-truth
adults,100% we classified correctly.

6 Related work

We now review the prior work that considers inference of onenore private at-
tributes in OSNs. To the best of our knowledge, this is the fiegper that examines in-
depth age estimation and minor classification in onlineaaoetowrks. Furthermore,
our data set is at least one order of magnitude larger thaf tibse in the prior work
on inference of private attributes (in the papers citedwglo

Zheleva and Getoor [18] proposed techniques to predict tivatp attributes of
users in four real-world datasets (including Faceboolk)aigieneral relational classi-
fication and group-based classification. They looked atiptied of genders and po-
litical views, but not at age estimation or minor classifieat Other authors [14, 17,
15, 13] have also attempted to infer private informationdassocial networks. Their
methods are mainly based on link-based traditional NaiweBalassifiers, and none
of them consider the problem of age inference. Jernigan aattdé [9] demonstrated a
method for accurately predicting the sexual orientatioRaxfebook users by analysing
friendship associations. In particular, they have beegessgful at predicting whether



a Facebook user might be homosexual by correlating simmifarmation provided by
user’s friends.

Our work also relates to the problem of age estimation baseders’ facial images
as studied in [10-12]. In this class of work, the authors ysdulicly available aging
databases (with facial images of users at different aged)daveloped computer vision
techniques for age estimation and evaluated their perfocmavith respect to Mean
Absolute Error (MAE). We achieve better results than thes&f age estimation tech-
niques using simple techniques that a naive attacker caly easrcise. Although we
did not collect profile pictures of the Facebook users dugdiage constraints, we note
that profile images of Facebook users contain a lot of noigg, @ue to low-resolution
or lack of frontal view) and it would be hard to apply imageséd age estimation for
a large number of Facebook users. However, it would be isti@geto combine our
methodology and image-based techniques for further ingmant of performance.

Becker and Chen [8] inferred many different attributes afdfmok users, including
affiliation, age, country, degree of education, employé&htschool name and grad
year, political view, relationship status, university aig code using the most popular
attribute values of the user’s friends. To our knowledgis, i1the only other existing
study that considers age estimation. Age estimation is fotas of their study, and
their dataset size has ondy users. For this very limited study, their heuristics gave a
success rate af2.3%. In our paper, we examine a much larger dataset (@¥erillion
users) and develop a novel methodology that is based oretingitofile information
and on an interactive algorithm that exploits the undegysocial network structure.
We have applied our methods to a large data sét4¥ million NYC users and verified
on a set oft19 thousands ground-truth. Additionally, the minor classificn problem
is not considered in [8].

Mislove et al. [16] proposed a method of inferring user htités by detecting com-
munities in social networks, based on the observation tesuwvith common attributes
form dense communities. However, people with the samebates, such as age and
gender, may not form communities, and thus these attribugss not be accurately
predicted using this approach.

7 Conclusion

In this paper, we investigated how difficult it is to estiméte age of OSN users who
do not reveal their age publicly. To this end, we developedwehtwo-step procedure.
In the first step, we exploited side information such as tggheol graduation year and
high-school graduation years of friends with the same hajtosl name to accurately
estimate the age for a large set of users. In the second stegxploited the underlying
social network structure to derive an iterative algoritiwhjch derives age estimates
based on friends’ ages, friends of friends’ ages, and so an.o@erall methodology
is able to estimate age 6f% users in our dataset with4year mean absolute error.
However, we found that for many older users, age is difficulestimate accurately,
and may thus remain private within OSNs. We also developedlanique for another
related privacy violation — classifying a user as a minor®aa adult. Our work casts
serious doubts on age privacy and children online privagy$iNs.
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