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ABSTRACT sification based solely on thEre content can be a challenging re-
This paper seeks understanding the user behavior in a social net_sgarch problem due to _the typically '°‘(V quality of user generated

work created essentially by video interactions. We present a char-"14€0s [3] and the multitude of strategies one can make use of to

acterization of a social network created by the video interactions PUbl'C'Ze (malicious) content in a video (URL to website, static

among users on YouTube, a popular social networking video shar- 'Mage or streamling). In contrast, undgrstanding how users interact
ing system. Our results uncover typical user behavioral patterns Vith €ach other in a social video sharing system may highlight as-

as well as show evidences of anti-social behavior such as self- PECtS inherent to the way malicious users act, which, in turn, may
promotion and other types of content pollution be used in a much more effective way in the detection (and possibly

removal) of malicious or unwanted content.

Categories and Subject Descriptors In this paper, we give a first step in this direction. Our goal
is to understand user behavior in a social network created essen-
tially by videointeractions. Thus, we present a characterization of
a social network created by the video response interactions among
General Terms users in YouTube, the most popular social video-based media net-
work today, generating high-volumes of Internet traffic (over 3.4
billion videos streamed in December 20f)7 The YouTube video
Keywords response feature allows users to converse through video, by creat-
ing a video sequence that begins with an opening video and an array
of responses from fans and detractors who respond with videos of
1. INTRODUCTION their own. Our characterization highlights the social networking is-
sues that influence the behavior of users interacting primarily with
stream objects, instead of textual content traditionally available on
he Web. Furthermore, our analysis reveals evidences of anti-social

ehavior in video interactions. To the best of our knowledge, this
is the first effort towards understanding video interactions issues in
social network.

The rest of the paper is organized as follows. Next section de-
scribes how we crawled YouTube. In Section 2 we present a char-
acterization of video interactions in the social network formed by
relationships between users. In Section 4 we discuss user behavior
characteristics and anti-social behavior existent in video interac-
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Video content is becoming a predominant part of users daily lives
on the Web. By allowing users to generate and distribute their own
content to large audiences, the Web has been transformed into
major channel for the delivery of multimedia. In fact, a number of
services in current Web 2.0 are offering video-based functions as
alternative to text-based ones, such as video reviews for products,
video ads and video responses [11]. Most part of this huge ssicces
of multimedia content is due to the change on the user perspective
from consumer to creator. As a consequence, several multimedia
issues should be revisited.

In fact, a recent discussion on the needs and challenges of mul-~ ) . .
timedia research in the context of Web 2.0 pointed out that under- ions- Finally, we conclude in Section 5.
standing how users typically behave (e.g., which interactions they
establish) is of great relevance as users play an important role in2' CRAWLING A _SOCIAL NETWORK_
the social network system [3]. As an example, the design of ef- To col.lect data, we visit pages on the YquTube site and gather
fective video content classification mechanisms seems crucial for information about video responses and their contributors. We say
automatic identification of videos with malicious content such as @ YouTube video is aesponded vided it has at least one video

copyright protected, pornography or spams. However, contesitc ~ fésponse. A responded video has a sequence of video responses
listed chronologically in terms of when they were created. We say

a YouTube user is eesponded usdf at least one of its contributed
videos is a responded video. Finally, we say that a YouTube user is
aresponsive usef it has posted at least one video response.

Permission to make digital or hard copies of all or part of th@knfor A natural user graph emerges from video responses. At a given
personal or classroom use is granted without fee providatichpies are instant of timet, let X be the union of all responded users and re-
not made or distributed for profit or commercial advantage aatidbpies sponsive users. The sat is, of course, a subset of all YouTube

bear this notice and the full citation on the first page. Toyootherwise, to
republish, to post on servers or to redistribute to listguees prior specific
permission and/or a fee. 1
Copyright 200X ACM X-XXXXX-XX-X/XX/XX ...$5.00. http://www.comscore.com/press/release.asp?press=1264

users. We denote thé@deo response user graps the directed




" 'fnp”t ;ﬁ"St[LJ?f Lisjrs (seeds) The key characteristics of the structure of a directed network are

. oreac serv in [0} . . . .

12 CollectU's info and video list: the |n-Qegr¢e(kin) and the qut-fjegree]cout) distributions. As .
1.3 foreach VideoV in the video listdo shown in Figure 1, the distributions of the degrees for the entire
1.4 Collect HTML of V; ) aimout
15 if V is a responded videthen g:iph follow powel’olziWSP(km,out? x 1/km’out. , With e).(Ponem
1.6 Collect HTML of Vs video responses; o' = 2.096 anda®"" = 2.759 with the following coefficient of
17 Insert the responsive users in L; determination: R* = 0.98 and R* = 0.97. The scaling expo-

18 end nents of the whole network lie in a range of 2.0 and 3.4, which is a
1.9 if V is a video responstaen f ial d . . ks 110

110 | Insertthe responded user in L; very common range for social and communication networks [20].

1.11 end Our results agree with previous measurements of many real-world

112 end networks that exhibit power law distributions.

1.13 end _ : The in-degree exponent is smaller than the exponent of the out-

Algorithm 1 Crawler degree distribution, indicating that there are more users with larger

in-degree than out-degree. This fact suggests a link asymmetry in
) ) o the directed interaction network. Unlike other social networks that
graph(X,Y), where(z:, z2) is a directed arc ify” if userz, € X exhibit a significant degree of symmetry [9], the user interaction
has responded to a video contributed by userc X. Since network shows a structure similar to the Web graph, where pages
YouTube does not provide a means to systematically visit all the re- ;i high in-degree tend to be authorities and pages with high out-
sponded videos, we design a sampling procedure that allows us t04egree act as hubs directing users to recommended pages [8]. In
obtain a subgrapf, B) of (X, Y') with the following properties:  rqer to investigate this point further, Figure 2 (left) shows the cu-
1) Each connected component(iA, B) is a connected component 1 jative distribution of ratios between in-degree and out-degree
in (X, Y); thatis, the sampled subgraph, B) consists of (entire) ¢4y the yser interaction network. The network has 60% of the users
connected components frofi, Y'), which is important to analyze - yith out-degree higher than in-degree and 5% of the users with sig-
social networking aspects. 2) The subsetovers a large frac-  pificantly higher in-degree than out-degree. This is evidence that a
tion of X. 3) The most responded users are included jiwhich few users act as “authorities” and “hubs”. We have observed in our
ensures that we are including the most important users, and only 4aiaset that authority-like users (that is, highly responded users),
neglecting users who have few responded videos. To this end, we,yith high in-degree, are typically media companies that upload
designed the sampling procedure described in Algorithm 1. professional content, including sports, entertainment video and TV
Using any starting seed set, the algorithm 1 ensures that the re-geries. Nodes with very high out-degree may indicate either very
sulting graph has property 1. We ran this sampling procedure with 5¢iive users or spammers, i.e., users that distribute content that le-
two different seed sets. Our first seed set uses the contributors of thegitimate users have not solicited.

all-time top-100 responded videos. The sampled g(api3) ob- We now investigate assortative mixing, a graph theoretical quan-
tained from this seed set is Fhe graph analyzec_i on the next sectlonsmy typical of social networks. A network is said to exhibit as-
Our second seed set consists on users obtained from the randomqative mixing if the nodes with many connections tend to be
sampling technique described in Algorithm 2. This second data set connected to other nodes with many connections. Social networks

is used only to verify properties 2 and 3 of graph, B). usually show assortative mixing. The assortative (or disassortative)
Of the 100 random seed users, we find that 67 of those users be'mixing is evaluated by the Pearson coefficienthich is calcu-

long to A. Thus, our sampling scheme satisfies Property 2. To ver- |ated as follows [10]:

ify Property 3, we rank order the 10 most, 100 most and 1000 most . 1 .

responded users from our second data set. We find tha8) con- r= 2o Jiki = M7 3 5i 2w kv )
tains all 10 of the 10 most responded users, 98 of the 100 most re- VI 92— M, 52 k= MUY, ka)?
sponded users, and 951 of 1000 most responded users. Thps, Pr
erty 3 is verified as well. The basic statistics of our all-time top-100
crawl is provided in Table 1. The following sections present results
only for this dataset, as the main conclusions hold for the random
dataset as well.

wherej; andk; are the excess in-degree and out-degree of the ver-
tices that theth edge leads into and out of, respectively, adds
the total number of edges in the graph.

Table 2 shows values offor the directed graph of the interaction
network. The video response user graph has a disassortative mixing
r = —0.017, where high degree nodes preferentially connect with

input : A list of words from a dictionary low degree ones and vice versa. Analyzing only the largest SCC,
2.1 Select a random word from the dictionary; we can observe an assortative mixing= 0.017. The existence
22 Search tag using YouTube API, using the word as tag; of a significant assortative mixing is associate with the notion of
2.3 foreach Contributor C' of the videos foundo ial iti 101. So. th ti int ti hd
o if C is a respondedR a responsive usahen social communities [10]. o, the entire user interaction graph does
25 | Add user to list; not show evidence of formation of a social community, differently
26 | end from its largest SCC.
2.7 end i .
2.8 Randomly select 100 users from the finat list 3.2 CIUSte”ng Coefficient
Algorithm 2: Find random seeds It has been suggested in the literature that social networks pos-
sess a topological structure where nodes are organized into com-
3. NETWORK CHARACTERISTICS characteristic top-100
: . et : Period of sampling| 09/21-09/26/07
This section presents characteristics of social netyvorks .thgt emerge 4 videos collacted 3,436,139
from the user grapl4, B). Table 2 presents the main statistics of # video responsed 417,759
graph(A, B) and its largest strongly connected component (SCC). #views | 20,645,583,524
# views of responses  2,826,822,374

3.1 Degree Distribution Table 1: Summary of all-time top-100 Data Set



Characteristic | Dataset Largest SCC 1 o 10000
#nodes| 160,074 7,776 09 £ |
#edges| 244,040 33,682 o8 P g 10004
Avg Clustering Coefficient| 0.047 0.137 < o6 - 2 100
# nodes of largest SCC 7,776 7,776 V os 2 .
# components| 149,779 1 g o4 - -SR]
r | -0.017 0.017 o i 8 T —
Avg distance | 8.40 8.40 0:1 ; Out-degree/In-degree -
Avg kin (CV) | 1.53(9.38) | 4.33(3.14) boi o1 Iirdegrieo/omrfggreioo; 10000 0 i 2 10° 10* 10°  10°
AVg kour (CV) | 1.53(1.717)| 4.33(1.28) o Ratio 105 A e Al A AR e
Table 2: Summary of the Network Metrics Figure 2: CDF of in-degree to out-degree ratio (left). Compo-
munities [10], a feature that can account for the values for the clus- nent Size vs Rank (right). 006
tering coefficient and degree correlations. The clustering coeffi- £ * /--—Nf“'#“ 005
cient of a node, cc(i) is the ratio of the number of existing edges  § °° 8 o004
. . . (9]
over the number of all possible edges betwésmeighbors. The E 06 g o003
clustering coefficient of a networkyC, is the mean clustering co- g 04 2 o0
efficient of all nodes. The average CC over the whole network is § °2 001 R
cC = 0‘047,_wherea_s the mean c_Ius_terir)g coefficient for_a ran- % 02 o2 o6 o8 1 000 ol 2 a0
dom graph with identical degree distribution but random links is Node Clustering Coefficient (cc(i)) Out-degree

CC = 0.007, which shows the presence of small communities in
the video-response network. The leftmost part of Figure 3 shows
the cumulative distribution of the clustering coefficient. The net-
work contains a significant fraction of their nodes with zero clus- its characteristics, we investigate network properties of the largest
tering coefficient. Specificall80% of all nodes in the entire user ~ SCC in the video response user graph. The average clustering co-
interaction network hav€’C' = 0. This feature indicates that there  efficient of the largest SCC i€C = 0.137, three times greater
is a clear difference on average between clustering in the entirethan the clustering coefficient of the entire network. Thus, user in-
network and the components of the network. The right part of the teractions captured by the largest SCC might form a more tightly
figure shows how the clustering coefficient varies with the node connected community.
out-degree. Higher values of the clustering coefficient occur among
low degree-nodes, suggesting the lack of ?arge communities around4- ANTI-SOCIAL BEHAVIOR
high-degree nodes. Our conjecture is that highly responsive users Different forms of unsolicited communication are taking a toll
do not necessarily have social links with the contributors of the on users of social networking services [12]. Unsolicited communi-
videos that they are responding to. Therefore, there may not exist acation opens a large gray area, where videos could be considered
sense of community among the users that receive video responsespam or promotion. The simplest form of spam occurs when users
from a single responsive user. Low degree nodes might explain thesubmit a video with a long list of misleading tags to describe its
formation of very small communities, composed of a few people content in order to video searching mechanisms [7]. Another form
like a family or a group of friends. of video spam occurs when a video is posted as a response to an
Table 2 shows social characteristics of the largest SG@pB). opening video, but whose content is completely unrelated to the
Figure 2 (right) shows the distribution of the size of the strongly opening video [2]. On the other hand, promotion consists on users
connected components sorted from the largest component to thetrying to boost the ranking of their videos to make them highly vis-
smallest one. The distribution suggests a general structure that in-ible in the social network ranks. Due to its intrinsic nature, video
cludes the largest SCC, the middle components (i.e., 1,974), and a’feésponse appears to be an attractive feature to users motivated to
large number of components with just one node (i.e., 147,805). As spam in order to promote specific content, advertise to generate
we are working with a directed graph, these components with size sales, disseminate pornography (often as an advertisement) or sim-
one are nodes with links in only one direction. The middle compo- ply compromise the system reputation. Unlike textual responses
nents are groups of users which represent small size communitiesor comments, one has to start the streaming and view it to realize
(e.g., families and groups of friends) that express their interestts an the specific video is some form of spam or promotion, consuming
establish communication via video responses. The largest SCC rep-System resources, in particular bandwidth, and compromising user
resents about 5% of the nodes, but it is considerably larger than thepatience and satisfaction with the system. In this section we focus
others. It concentrates 10% of the views and 22% of the video re- on the use of metrics that help to understand different types of users
sponses and deserves further analysis. Although it includes abouithat participate in video-based interactions in social networks.
5% of the nodes, its size is comparable to the size of SCC in other . .
networks, derived from blogosphere samples [1]. The difference 4'1_ Characterizing User B‘?hav'(?r . o
in size of connected components may be due to time factors, that Slmplg feature_s can be us.ed as a_flrst cut in the |d_ent|f|cat|on of
account for the adoption by users of specific features (i.e., vieleo r anti-social behavior. We define the inter-reference distance (IRD)

sponse) in social networking environments. In order to understand ©n the sequence of users that upload video responses toiviteo
the total number of responses that appear between two video re-

10 — sponses from the same user. In order to calculate a user’s IRD we
a =2.759 fit, R“ =0.987 . .
10° compute his IRD for each video responded by the user. Then, we
10 compute the user’s average IRD. Previous studies [6] on spam char-
10 acterization refer to the importance of analyzing temporal issues.
10 For example, whereas traditional e-mail traffic is concentrated on
n diurnal periods, the arrival rate of spam e-mails is roughly stable
107 108 10 10 10t 10 108 over time [6]. With IRD, we want to assess temporal patterns of
In-degree Out-degree the users’ participation in a sequence of video responses. Figure 4
plots the average IRD for each responsive user as a function of the

Figure 3: Distribution of C'C (left) and averageCC as a func-
tion of node out-degree (right)
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Figure 1: In-Degree and Out-Degree Distributions
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Figure 4: Temporal patterns interactions through videos Our strategy to remove promoted videos consists on identifying

. . suspected videos based on the UserRank of their owners. Suppose a
average number of video responses per video responded by the useser have a promoted video on the top-100 most responded videos.
A user _that uploads many video responses per wdt_ao, one after therna yideo had its rank boosted by a series of self responses or video
other, like a mechanical process, might be a candidate for further responses posted by fake accounts with low rank. Clearly, the User-
investigation. Thus, the combination of a large number of video rank of the owner of this promoted video is low compared to the
responses per video and small IRD suggests the user has some typ§yners of the non promoted videos on the top-100 list, since they
of anti-social behavior. We conducted an investigation to verify if - roceived posts from several different users with different samk
the combination of two metrics (i.e., IRD and average number of o ger 1o verify if the UserRank can be useful to point owners of
responses per video responded) could accurately be used to 'denbromoted videos among the top-100 most responded videos, we
tify users with anti-social behavior. Our experiment focus on users .onquct the following experiment. We progressively observed 10
that are located on the rightmost part of Figure 4. In the dataset, ajgeos from the top-list of YouTube, selecting the videos ordered
total of 298 users have average IRD less than 3 and average numy, their owners UserRank. Figure 5 (right) reports the percentage
ber of responses per video greater than 10. A group volunteerst 5o moted videos identified from the total existent on the top-100
in our laboratory randomly selected 95 users, which represent the|ig¢ gy observing 40 videos of the users with lowest UserRank we
dataset with a confidence interval of 90% and an error of 7%. Our 4. 2ije to identify 87% of the promoted videos existent among the

volunteers then viewed the users’ video responses and classifieqop_loo most responded videos, which is much higher than if we
responsive users into two categories, according to the content of} o selected the videos to obser've randomly.

their video: social or anti-social user. If at least one video response

is considered spam or promotion, the responsive user is labeled a9. CONCLUSION

anti-social. A total of the 80% users that meet the specified re- Based on the analysis of video interactions, our work raises a
quirements were classified as anti-social user, suggesting that thexumber of questions about user behavior in a social network and
proposed metrics could be a starting point to develop heuristics to shows evidence of anti-social behavior, such as self-promotion and

combat anti-social behavior in video interactions. other forms of content pollution. Our current and future work is
42 U Rank focused on evaluating the use of network characteristics to identify
: Sér ran spammers in online social networks.

The next step is to use the structure of the social network for
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